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Zusammenfassung:

Benutzeradaptive Software-SystemeerleichterndemBenutzerdie Interaktion,z.B.durchHervorhebung
wichtiger Funktionaliẗat, Auslassungnicht notwendigerInformation oder automatischerAusführung
wiederkehrenderTätigkeiten. Als Grundlagehierfür sammeltein BenutzermodellInformationenüber
den jeweiligen Benutzer, verarbeitetund erweitert dieseund stellt sie benutzeradaptiven Software-
SystemenalsBasisfür Adaptionenbereit.

Die in einemBenutzermodellverarbeiteteInformation ist oft eindeutigeinemBenutzerzugeordnet–
somitpersonenbezogen. PersonenbezogeneInformationunterliegt besonderenBestimmungenundderen
VerarbeitungmußBedingungenwie Kontrollierbarkeit, Vertraulichkeit und Integrität erfüllen. Die aus
SichtdesDatenschutzesgeforderteDatensparsamkeit ist gegenl̈aufigzuderTendenzadaptiver Systeme,
ausmöglichstvielen verfügbarenAnnahmenüberdenBenutzeroptimaleAdaptionenabzuleiten.Der
notwendigeKompromißist im allgemeinennur durchdie Einbeziehungdesjeweiligen Benutzerszu
finden,derdie Schutzẅurdigkeit unddenUmfangder in einemBenutzermodellverarbeitetenInforma-
tion zumNutzendesadaptivenSystemsin Relationsetzenkann.Deshalbwird derBenutzerim Rahmen
dieserArbeit in die Definition derSicherheitsanforderungen miteinbezogen.

Der Komplex Sicherheit in Benutzermodellierungwird dabeiin die drei KomponentenVertraulichkeit,
Integrität und Verfügbarkeit der verarbeitetenInformationzerlegt, wovon Verfügbarkeit ausSicht der
BenutzermodellierungkeinespezifischenAnforderungenstellt unddeshalbausgegrenztwird.

Die Integrität derBenutzermodellierungsinformation wird sowohl alsinterneIntegrität derDateninner-
halbdesBenutzermodellierungssystemsundderspezifischenRepr̈asentationstechnikendiskutiertsowie
auchalsexterneIntegrität ausSichtdesBenutzersunddesadaptiven Systemsauf dasBenutzermodel-
lierungssystem.

Die Vertraulichkeit derverarbeitetenInformationwird in mehrfacherHinsichtgewährleistet.Durchein
rollenbasiertesZugriffskontrollmodellhat der Benutzerdie Möglichkeit, durchFilterungdesInforma-
tionsflussesdie gemeinschaftlichePflege einesBenutzermodellsdurchverschiedeneadaptive Anwen-
dungenzu steuern. Die Beschreibung der Zugriffsrechtedurch Rollen erlaubtdem Benutzer, adap-
tiven AnwendungenInformationgem̈aß der ihnenzugedachtenRolle (z.B. Informationsfilterung)zur
Verfügungzu stellen.Ebenfalls erlaubtesdieseMethodedemBenutzer, sichgegen̈uberadaptiven An-
wendungenin verschiedenenRollenzupräsentieren.

Die Vertraulichkeit derBenutzermodellinformation wird definiertdurchdengemeinschaftlichenZugang
verschiedeneradaptiver Anwendungenzu Teilen desBenutzermodells.Darüberhinauskannauchdie
GeheimhaltungderverarbeitetenInformationgefordertwerden.Diesewird erreicht,indemdieBenutzer-
modellinformationanonym oderpseudonym verarbeitetwird. DadurchverliertdieBenutzermodellinfor-
mationdenPersonenbezug,bleibtabertrotzdemfür adaptive Anwendungennutzbar. NebenderDiskus-
sionverschiedenerArten von Anonymität undPseudonymität wird eineImplementationvorgestellt,die
esdemBenutzererlaubt,die Zuverlässigkeit desAnonymisierungsprozesses (unterRandbedingungen)
zu gewährleisten.

Zur WahrungderGeheimhaltungundderAuthentiziẗat derausgetauschtenBenutzermodellinhaltebeim
TransportdurcheinelektronischesNetzwerkist derdafür verwendeteTransportmechanismusumMetho-
denzurVerschl̈usselungundzurÜberpr̈ufungderAuthentiziẗatderausgetauschtenNachrichtenerweitert
worden.



Die vorgestelltenMethodenzur Erhöhungder Sicherheitin benutzermodellierenden Systemendienen
alsBasiszur FormulierungundDurchsetzungkonkreterPraktiken zur Verwendungvon Informationen
überdenBenutzerdurchadaptive Anwendungen.Sie sollendemBenutzererlauben,individuelle An-
passungenan vorgegebenenPraktiken durchzuf̈uhrenoderselbstPraktiken zu definieren,wodurchder
Benutzerdie Möglichekeit erḧalt, seineindividuellenPrivatheitsanforderungen gegen̈uber demMehr-
wertdesadaptivenSystemsabzuẅagen.



Abstract:

Useradaptive softwaresystemsfacilitateinteractionfor theuser, for instance,by highlightingimportant
functionality, omittingunnecessaryinformationor executingfrequentactionsautomatically. They dothis
onthebasisof informationabouttheuserwhichis collected,processed,andextendedthroughinferences
by theusermodelandwhich is suppliedto useradaptive softwaresystemsasabasisfor adaptation.

The information processedin a usermodel is often assignedunequivocally to a specificuserand is
thereforepersonaldata. Personaldatais subjectto specialregulationsand its processingmust fulfill
requirementssuchascontrollability, confidentiality, andintegrity. The restrictionof datacollectionto
theminimumrequiredfrom theperspective of dataprotectionis in contrastto thetendency of adaptive
systemsto deriveoptimumadaptionfrom amaximumof availableassumptionsabouttheuser. In general,
thenecessarycompromisecanonly bereachedby involving theuserwho is ableto weightheextent to
which the information processedin a usermodel is worth being protectedagainstthe benefitof this
informationto theadaptive system.For this reason,theuseris includedin thedefinitionof thesecurity
requirementsin this thesis.

The complex problemsecurityin usermodelingcanbe broken down into the threecomponents:con-
fidentiality, integrity, andavailability of processedinformation. As availability involvesno specificre-
quirementswith regardto usermodelingit is notdiscussedin depthin this thesis.

The integrity of usermodelinginformationis discussedwith regardto internalintegrity of datawithin
the usermodelingsystemandthe specificrepresentationtechniquesaswell aswith regardto external
integrity of theusermodelingsystemfrom theperspective of theuserandtheadaptive system.

Confidentialityof processedinformationis guaranteedin several respects.A role-basedaccesscontrol
modelenablesthe userto control the sharedmaintenanceof a usermodel throughdifferentadaptive
applicationsystemsby filtering thepermittedinformationflow. Thedescriptionof accessrights based
on rolesmakesit possiblefor theuserto provide adaptive applicationsystemswith informationin ac-
cordancewith its intendedrole (e.g. informationfiltering). This methodalsoenablesusersto assume
differentroleswhenpresentingthemselvesto applicationsystems.

Confidentialityof usermodel information is a requirementthat comesinto play whendifferentadap-
tive applicationsystemsjointly accesspartsof the usermodel. Furthermore,the secrecy of processed
informationcanalsoberequired.This is achievedby processingusermodelinformationanonymously
or pseudonymously. User model information is thus no longer personaldata, thoughit remainsus-
ablefor adaptive applicationsystems.In additionto a discussionof different typesof anonymity and
pseudonymity, this thesispresentsan implementationwhich enablestheuserto determinehow reliable
thedisclosureavoidanceprocessmustbe.

For maintainingsecrecy andauthenticityof theusermodelcontentsexchangedduringtheir transporta-
tion throughanelectronicnetwork, thetransportationmechanismhasbeenextendedto includemethods
for encryptionandfor theverificationof theauthenticityof themessagesexchanged.

The methodspresentedherefor increasingsecurityin usermodelingsystemsareusedasa basisfor
theformulationandautomaticenforcementof concretepolicieson theuseof userinformationthrough
adaptive applicationsystems.They areintendedto enableusersto make individual adaptationsto given
policiesor to definetheirown policies.Thisalsoenablesusersto weightheir individualprivacy require-
mentsagainsttheaddedvalueof theadaptive system.
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Human-computerinteractionis characterizedby a vastnumberof frequentlyoccurringactions.This is
partlydueto anincreasein theamountof informationbeingpresented.A certainsegmentof information
beingpresentedis usuallyneededby only asmallnumberof users.A smallsegmentis usuallyneededby
almostall usersandpartsof theremainingsegmentareof useto someusersbut not to all1. Theaverage
usermight facethe following problemsin usinggeneral-purposesoftware(i.e., softwareproducedfor
many users):

� unneededinformationis presented(informationoverload)

� desiredinformationis missing(subjective informationneed)

� neededinformationis missing(objective informationneed).

Usermodelingmight solve someof theseproblemsby adaptingthesoftwaresystemto thecurrentuser
basedon thefollowing typesof data:[KKP2000, Chap.3]:

� userdata:demographicdata,userknowledge,skills, capabilities,interests,preferences,goals,and
plans

� usagedata:observableusage(e.g.,selectiveactionsandratings)andusageregularities(e.g.,usage
frequency andactionsequences)

� environmentdata(e.g.,softwareandhardwareenvironmentor theuser’s currentlocation).

Thesefactorsestablishthefoundationfor theadaptationto aspecificuserandmustthereforebeacquired
for eachspecificuserindividually. Theresultingsetof factors,theso-calledusermodel, consistsof user
relateddatawhichcan,in mostcases,belinkedto anidentifiableperson.

Thefactthatuserrelateddata(i.e.,personaldata) which is processedin ausermodelshouldbetreated
in a morerestrictedmannerthangeneraldatahassofar only rarelybeendiscussedin theusermodeling
literature(see[Kob90] and[Pohl98, p.234])andfrom theperspectiveof dataprotection(see[Her90] and
[Pet99]). A focuseddiscussionof securityandprivacy issuesin usermodelingwasinitiatedby [Schr97]
at theDoctoral Consortiumof the1997InternationalConferenceonUserModeling.

This thesisfocuseson the securityof usermodelingsystemsand of the dataprocessedwithin such
systemsaswell ason theprivacy of theuserbeingmodeled.Thesecurityof theusermodelingsystem
is a prerequisitefor the definition andenforcementof policiesregulating the usageof the usermodel
datain orderto protecttheuser’s privacy. Thescopeof this thesiscoverssecurityissuesinvolvedwhen
acquiring,processing,andusingpersonaldatafor thepurposeof usermodeling.

To date,issuesrelating to the user’s privacy in useradaptive systemshave not beentreatedin depth.
Discussionsof suchsystemsandtheirapplicationsmentionprivacy concernsonly onaverygenerallevel,
if atall. Thesensitivity of theprocesseddatais widely recognizedbut therisksinvolvedin collectingand
processingsuchdataareeithernotdiscussedor arejustifiedin ageneralway in comparisonto theadded
valueof the useradaptive system.The conflict betweenthe amountof userrelateddatanecessaryfor

1Besidetheadaptationof theamountandstructureof informationwhich is to bepresented(see[Bru98]) alsothefunction-
ality of thesoftwaresystemusedcanbeadapted.See[LJS99]for discussionof theusageandadaptationsof ageneraltext
processingsoftware.
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reasonableandwell foundedadaptationsandtheuser’s privacy hasnot beendiscussedto a satisfactory
extent in the literatureso far. The current trend towardsusermodelswith standardizedusermodel
entriesaccessiblethroughanelectronicnetwork (see[FK2000]) is increasingtherisk for theprocessed
data. A focuseddiscussionof securityandprivacy issuesof useradaptive systemsandin particularof
usermodelingsystemsis thereforeindispensable.

Anotheraspectwhichhassofarbeenneglectedin discussionsof privacy in usermodelingis thefactthat
privacy is contingentoncertainfundamentalconditionswhichmustbepresentin usermodeling.For the
purposeof this thesis,the fundamentalconditionssupportingprivacy areconsideredto bea policy and
securitymeasuresguaranteeingthat this policy will be followed. A policy specifiesthe procedurefor
processingusermodel information,for instance,who (i.e., which useradaptive applicationsystem)is
allowedto accesswhich usermodelentryfor whatpurpose.Thesecuritymeasuresfor theusermodeling
systemassuretheuserthattheestablishedpolicy will becompliedwith by all clientsof theusermodel.
In generalinformationsystemswhichdealwith personaldata(e.g.,in clinical informationsystems),the
kind and the amountof datawhich is to be processedis known in advance(for instance,determined
by theareaof expertiseof theclinic). Usually, securitymeasuresfor thesesystemsareadjusted2 to the
maximumsensitivity of theprocesseddata(without regardto a particularuser)andcannotbechanged
accordingto a particularuser’s estimationaboutthesensitivity of his3 data.Thus,theprocessingof the
datais limited by predefinedusagepoliciesandcannotbeextendedin orderto enrichthe functionality
of theinformationsystem.

For useradaptive systems(andthereforefor usermodeling),thesecuritymeasuresshouldbetailorable
by the user(to cater, e.g., to different privacy policies of a web site). The user’s confidencein the
system’s security(andthereforeits privacy) canpromotetheacceptanceof useradaptive systems.The
user’s increasedconfidencein thesecurityof thesystemmay alsoleadto an increasein thequality of
thedataprocessed.In thecaseof anonymoususeof auseradaptive system,it is likely thatuserswill be
morefrankin revealingpersonalinformation,therebyfacilitatingbetteradaptationsof thesystem.In this
way, the sensitivity of the processeddataincreaseswith the user’s confidencein the system’s security
(for instance,anonymity).

Therefore,it seemsto bemoreadvantageousto put securityfeaturesfirst andlet theuserdeterminethe
sensitivity andthe amountof dataprocessed,ratherthanproviding securityfeaturesin dependenceon
alreadyavailable data. For this reason,we include the userin the definition of securityfeaturesand
theirperformancein orderto encouragesufficientconfidencein thesecurityfeaturesof theuseradaptive
system.Thenecessarysecurityfeaturesmightbedifferentin gradeandnumberfor eachuserdependent
on theuser’s privacy demands.

This thesisis divided into five parts. Part I, User Modeling, Security, andPrivacy, givesa brief intro-
ductionto the field of usermodelingandits utility for useradaptive systems.It describesthe general
principlesof usermodelingandhighlightsselectedusermodelingmechanismsandthe usermodeling
agents(or usermodelingshellsystems)applyingthesemechanisms.An examplesystemillustratesthe
benefitof adaptationsin informationprovision that arebasedon informationaboutthe usergathered
throughhispreviousinteractionwith thesystem.Therelationbetweensecurityandprivacy in usermod-

2For instance,the useof several pseudonyms per patientwhich cannotbe interlinked can be appliedfor differentareas
of treatment[Bor97]. Furtherlimitations for theprocessingof thedatacanbe achieved throughapplicationof the least
privilege andseparation of dutiesprinciples(seep. 98).

3To avoid theconstructionhe/she(his/her) whenconcerningtheuser, themasculineor plural pronounswill beused.
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5

eling is alsodescribed,andthenecessityfor privacy is justifiedtheoreticallyandpragmatically. Thispart
concludeswith asubstantiationfor securityin usermodelingbasedon laws,guidelines,ethics,anduser
demands.

In Part II, Requirementsfor Securityin UserModeling, we provide ananalysisof thesecurityrequire-
mentsin usermodeling. Thefirst chapterof this section,Chapter4, Requirementsfor Anonymityand
Pseudonymity,dealswith thesensitivity of usermodelinformationwhich is personaldataof a uniquely
identifiableperson.Basedon thedefinitionof informationasdatain context, thecontext is definedhere
astherelationshipbetweenthedataandtheuserbeingmodeled.By removing thiscontext (i.e., through
anonymization),the informationabouttheuseris reducedto person-independent datawhich is subject
to fewer privacy constraints.Severalkindsof anonymity arediscussed,with anemphasison thespecial
caseof pseudonymity whichmaskstherelationshipbetweenusersandtheirdata,thusallowing for adap-
tationswith reducedprivacy risks. We proposealsoseveral typesof pseudonymsandtheir applicability
in useradaptive systems.

Chapter5, Requirementsfor Security,concentrateson thesecurityof a usermodel,theusermodeling
agent,andthedataprocessedtherein.Adheringto its mostprevalentdefinition,securityis divided into
thecomponentssecrecy, integrity, andavailability.

We assumethat the amountof usermodelingwhich takes placein a useradaptive systemshouldbe
flexible in order to adaptto a particularuser’s privacy requirements.For this reason,useradaptive
systemscannotrely that usermodelingfunctionality is alwayspresentandmustbe ableto copewith
reducedor even missingusermodelingfunctionality. An assessmentof availability is thereforeonly
carriedout regardingthesystemintegrity of theusermodelingsystem.

In contrastto this, we discussthe requirementsregardingsecrecy in usermodelingextensively. It is
obvious that the sensitivity of the dataprocessedin a usermodelis basedon the relationshipbetween
the dataandthe user. Therefore,two requirementsaredefinedwherethe first focuseson the secrecy
of therelationshipbetweenthedataandtheuser(i.e. anonymization)andthesecondon thesecrecy of
thedataitself (i.e., encryption).Furthermore,confidentiality, asa lessstringentform of secrecy, is also
discussed.Confidentialityis describedasaccesspermissionfor particularusermodelclients(e.g.,user
adaptive applicationsystems)to usermodelinformationwhich is keptsecretfrom theremainingclients.
Throughconfidentiality, responsibilityfor the maintenanceof specifiedpartsof theusermodelcanbe
transferredto particularusermodelclientswhichsharetheinformationwithin theseparts.As thesecond
constituentof security, the integrity of a usermodel is discussedfrom the perspective of usermodel
clientsasexternal integrity andfrom theperspective of developersof usermodelingagentsas internal
integrity.

Part III, Solutionsand their Applicability for User Modeling Purposes, parallelsPart II and, where
possible,pointsout solutionsfor therequirementsgivenin thecorrespondingchaptersof thatpart. Re-
quirementswhich cannotbesatisfiedby usermodelingalone(e.g.,thecompletenessof theusermodel
information)arediscussedandmutuallyexclusive requirements(e.g.,therequirementsfor confidential-
ity andintegrity in accesscontrolmodels)arecontrasted.

Chapter6, Solutionsfor AnonymityandPseudonymity,coverssolutionsfor therequirementsregarding
the different typesof anonymity, namelyenvironmental, content-based, andprocedural anonymity. It
is shown that procedural anonymitycanbe provided for a wide rangeof useradaptive systemsby the
mix techniqueintroducedby Chaum.Therefore,we have implementeda mix mechanismwhich allows
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for proceduralanonymity of messagesin the KQML languageusedfor the exchangeof information
betweencomponentsof the useradaptive system.In particular, this implementationallows for sender
and receiver anonymity andcan thusbe usedto establishan informationexchangebetweenthe user
modelandits clientswith mutualanonymity (or pseudonymity). It alsoallows for the inclusionof the
componentsof theuseradaptive systemandtheuserin theanonymizationprocess,thusincreasingthe
user’s confidencein thesystem’s anonymity.

In Chapter7, Solutionsfor Security,we describesolutionsfor the requirementsregardingsecurityand
integrity of usermodelingsystemsandthe informationprocessedwithin suchsystems.Solutionsfor
secrecy throughdenialof accessandsecrecy throughselective access(i.e. confidentiality)areproposed.
Secrecy throughdenialof accessto theinformationprocessed(i.e., exchangedbetweencomponents)in
auseradaptive systemis achievedby encryption.An existingsoftwarelibrary for informationexchange
with theKQML languagehasbeenadaptedto includetheSecure SocketsLayermakingencryptedand
authenticatedcommunicationin electronicnetworks possible. This extendedsoftware library can be
usedwith minormodificationsto thecomponentsof theuseradaptive systemandis thereforeapplicable
to a wide rangeof systems.Secrecy throughselective accessto usermodel information is definedas
the ability to specifywhich componentsshouldbe ableto operateon particularusermodelentriesby
dedicatedactions(e.g.,read, delete), thusassuringconfidentialityof theparticularentriesbetweenthese
components.Somewell-known modelsfrom the securityliteraturefor accesscontrol andinformation
flow control aredescribedandsupplementedwith examplesof usermodeling. For the sake of wider
applicability, we have chosenan accesscontrol modelwhich actsasa filter (i.e., a referencemonitor)
betweentheusermodelandits clientsfor implementationbecauseof thelowerdemandsit imposesupon
theusermodelandtheusermodelingagent(in comparisonto informationflow controlmodels)by which
it is hosted.Weproposetheusageof a role-basedaccesscontrolmodelfor usermodelingpurposes.Our
implementationoffersa high degreeof flexibility andcomprehensibilityto theuser. It canbeusedfor
theauthorizationof theusermodelclientsaswell asfor therepresentationof theusersbeingmodeledin
differentrolesthey assumewhile interactingwith useradaptive systems.

Becauseof the variousrepresentationandinferencetechniquesandmethodsappliedin usermodeling
and the generalscopeof this thesiswhich doesnot focus on a particularusermodelingagent,it is
not possibleto supplysolutionsto all requirementslisted in Part II, Requirementsfor Securityin User
Modeling. Instead,we summarizenoteworthy solutionsfor the requirementsimplementedin different
usermodelingsystemsin Chapter7.2,Solutionsfor Integrity. Theinherentpartialcontradictionbetween
confidentialityandintegrity is alsodiscussed.

The final part of this thesisPart IV, Discussion, covers implementationsin the field of usermodeling,
their securityfeatures,and the potentialswhich canbe achieved throughinclusionof further security
features.In Chapter8, SelectedUserModelingComponents,descriptionsof thesecurityfeaturesof user
modelingagents,for instance,thoseof the Doppelg̈anger andBGP-MSsystems,which we discussin
severalprecedingchapters,arebeingreviewed.

A new usermodelingcomponentcalledUserModelReferenceMonitor combinesthethreeimplemen-
tationsfor encryption,anonymization,andaccesscontrolanddemonstratestheir integrationinto a user
adaptive system.Thecombinationof this threeimplementations– togetherwith auxiliary components
(e.g.,certificationauthorities)– canserve asa default securityarchitecturefor useradaptive systems.
Also only partsof theUserModelReferenceMonitor canbeprovidedeitherassoftwarepackages(e.g.,
for encryption)or as services(e.g., authorizationof information requests).As an exampleof a user
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7

adaptive system,wediscusstheAVANTI systemwhichprocessesuserinformationconsideredsensitive.
The applicationof the User Model ReferenceMonitor is describedandits superiorityover previously
availablesecuritymechanismsareexplored. We alsosketchthe currentdevelopmentsin the Platform
for Privacy PreferencesProject asan exampleof the usagepoliciesof userinformationbasedon the
securityfeaturesof theunderlyingsystem.

Thelastchapter, SummaryandConclusion, providesanoverview of themainconceptsof anonymityand
securityin usermodelingandtheir implementation.Findingsgainedthroughthis thesisarereviewed
andproposalsfor furtherresearchonsecurityandprivacy in usermodelingaremade.
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User Modeling, Security, and Privacy
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Chapter 1

User Modeling

A usermodelcontainsthepreviously describedsetof userdata(i.e.,primary assumptions), rulesto ex-
tendthe given setof data(i.e., inferencerules), andfurther assumptions(i.e., secondaryassumptions)
which arederived from the previous two sets,eitherin explicit or implicit form. This definition sum-
marizestheconstructive definitionsof usermodelswhich describeusermodelsasdatasetscontaining
particularitems:

“A usermodel is that knowledgeabout the user, either explicitly or implicitly encoded,
which is usedby thesystemto improve theinteraction.” [Fin89, p. 412]

“A usermodelis a knowledgesourcein a natural-languagedialog systemwhich contains
explicit assumptionsonall aspectsof theuserthatmayberelevantto thedialogbehavior of
thesystem.Theseassumptionsmustbeseparablebythesystemfrom therestof thesystem’s
knowledge.” [WK89, p. 6]

or [Pohl98, p. 1]:

“[...] a usermodel is a sourceof information, which containsassumptionsabout those
aspectsof auserthatmight berelevantfor behavior of informationadaptation.”

A definition which emphasizesthe differentiationof individuals in addition to the representationand
inferencemechanismsis thatof Allen:

“[...] ausermodelis theknowledgeandinferencemechanismwhichdifferentiatestheinter-
actionacrossindividuals.” [Allen90, p. 513]

Differentiationof usersis useful for adaptingsoftware systemswhich offer different functionality to
differentusergroups.A coarseapproachto thedifferentiationof usersis achievedby theemploymentof
stereotypeswhichassignusersto groupsaccordingto certaincriteria[Rich79, p. 333]:

“Stereotypesaresimplycollectionsof facet-valuecombinationsthatdescribegroupsof sys-
temusers.

11
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12

A systemthat is going to usestereotypesmustalsoknow abouta setof triggers – those
eventswhoseoccurrencesignalstheappropriatenessof particularstereotypes.”

Stereotypesarrangeusersinto predefinedgroups.An a priori definitionof usergroupsbeforeapplying
theadaptivesystemis notpossiblefor all domains.Therefore,othermethodshavebeenconsideredwhich
groupuserswithoutexplicitly definingthegroups.For instance,theusermodelingsystemDoppelg̈anger
groupsuserswith similarcharacteristicsthroughanalogicalusermodeling1 by meansof clusteringalgo-
rithms[Orw95, p. 109]:

“DOPPELGÄNGERcompensatesfor missingor inaccurateinformationaboutauserby us-
ing default inferencesfrom communities, which resembletraditionalusermodelingstereo-
typeswith two majordifferences:membershipis not all-or-nothing,but a matterof degree;
andthe communitymodelsarecomputedasweightedcombinationsof their memberuser
models,andthuschangedynamicallyastheusermodelsareaugmented.”

In thelast15yearsseveralusermodeling(shell)systemshavebeendeveloped,eachfocusingondifferent
representationandinferencemethods.Thefollowing tablegivesanincompleteoverview of (academic)
systemsdescribedin theliteratureandlists their maincharacteristics:

Systemname References Characteristics
GUMS [Fin89] Prolog,stereotypes
um [Kay90], [Kay95] frames, propositional logic, inspectionand

modification
GUMAC [Kas91] assumptions,rules,stereotypes
UMT [BT92], [BT94] propositionallogic, stereotypes,truthmainte-

nancesystem
BGP-MS [KP95], [Pohl98] propositional, first-order, and modal logic,

stereotypes,partitions,sharedusermodels
PROTUM [EV93] Prolog,stereotypes,truthmaintenancesystem
Doppelg̈anger [Orw95] shared user models, propositional logic,

statistics,machinelearning, inspectionand
modification

TAGUS [PS94], [PS95] Prolog,inspection
GRUNDY [Rich79], [Rich79a], [Rich83] stereotypes,default assumptions
UMFE [Sle85] propositional logic, conceptualhierarchies,

numericalgradationof attributes

Table1.1: Usermodelingsystems

Table1.1hasbeenlimited to academic2 usermodelingshellsystemsfor several reasons.Shellsystems
havebeendevelopedwith anemphasisonseveralcharacteristics(for instance,generality, expressiveness,

1Analogicalusermodelingaimsat groupingusermodelson thebasisof similarities,for instance,derivedfrom analogous
reasoningaboutusercharacteristics(see[KKP2000], [CSTCSZ96], and[KMMHGR97]).

2See[Kob2001] for anoverview anddescriptionsof thesesystems.
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1. USERMODELING 13

andstrong inferential capabilities, see[Kob2001]) thatareconsideredto be importantfor general user
modelingfor a wide rangeof domains.Thesystemshave beendescribedin detail in the literature(see
the referencesin Table1.1),especiallywith respectto their knowledgerepresentationmechanismsand
inferenceprocedures.Wheresystemshave implementedsecurityfeatures,thesehave beendescribed3;
wherethey lacksecurityfeaturesthishasbeenpointedoutsometimes.Mostof thesesystemsconcentrate
on only onerepresentationmechanismandinferenceprocedure,whichsimplifiesthediscussionof their
securityfeatures.

With the recognitionof the increasedvalue of web personalization,especiallyin the areaof elec-
tronic commerce,many commercialusermodelingtoolshave beendeveloped,for instance,GroupLens
[NetP2000], LikeMinds[And2000], PersonalizationServer[ATG2000], andLearnSesame[OpSe2000],
which arediscussedin [KKP2000] and[FK2000]. Thesesystemsoftenemploy a mix of several tech-
niquesdescribedpreviously in theacademicsystems.For thesake of clarity, it thereforeseemsappro-
priateto focusontheacademicsystemsfor thedescriptionof securityfeaturesspecificto usermodeling.
Wherecurrentcommercialusermodelingtoolsoffer comparablesolutionsfor security(e.g.,for encryp-
tion), they canreplacethesolutionsproposedin this thesis.As solutionsfor confidentialityor anonymity
areonly partiallyprovidedby currentcommercialusermodelingtoolssuchsolutionsarediscussedwith-
out respectto thosesystems.

Usermodelingserversform the basisfor useradaptive systems.For thescopeof this thesis,the term
useradaptivesystemdenotesthe usermodel, the usermodelingserver(often calledusermodelagent
or usermodeling(shell) system), the useradaptiveapplicationsystem(often calledusermodelclient,
in the following shortenedasapplicationsystemor useradaptiveapplication), andthe particularuser
beingmodeledwhichusestheapplicationsystem(e.g.,throughawebbrowser):

user adaptive
application A

user1

user models

user adaptive
application B

user adaptive
application C

user adaptive

user2

user adaptive system

server
user modeling

application A

Figure1.1: Componentsof auseradaptive system

Usually, considerationsaboutusermodelingagentsfocuson representationandinferenceissues.There
areonly a few exampleswhich includetheuserin themaintenanceof their modelsandthesupervision
of the useradaptive system(for instance,[CK94], [Jon89], or [PS95]). For the scopeof this thesis,

3SeeChapter7.2,Solutionsfor Integrity, andChapter8, SelectedUserModelingComponents,for examples.
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the supervisionof the useradaptive system(i.e., definingsecuritymechanismsandensuringthey are
compliedwith) alwaystakestheuserinto account.

Basedontheinteractionof theuserwith thesystem,useradaptiveapplicationsystemsgenerateassump-
tionswhich arestoredandprocessedin theusermodel. On thebasisof theseassumptions,the further
interactionis adaptedto thecurrentuser. As an example,the adaptationsof the AdaptiveCourseware
Environment(ACE,see[OS98]) arediscussed.As in many tutoringsystems,theseadaptationsarebased
on the learner’s knowledgewhich the learneroften considersto be sensitive. ACE is a WWW-based
tutoringframework which adaptsits lessonsaccordingto therespective learner’s preferences,interests,
andknowledge.In thefollowing figure,apresentationof aconceptto learn(in thiscasethe“Contractof
Maastricht”)is shown:

Figure1.2: An exampleof auseradaptive system

Thepresentationis supplementedwith elementsof adaptivenavigationsupportwhichmodify thestruc-
tureof thehypermediadocumenteitherby hints throughcolor-codedelementsor by the inclusionand
hidingof links. ACE annotationsto conceptsguidethelearnerthroughlessonswheretheelementshave
thefollowing semantics:conceptswhich arenot recommendedto the learner(dueto missingprerequi-
sitesat thecurrentstage,for instance,missingknowledge)areannotatedwith a redball, recommended
conceptsareannotatedwith a greenball, andlinks for which thenecessaryprerequisitesaregiven,but
which arenot recommended,areannotatedwith an orangeball (seethe top of Figure1.2). The most
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appropriateconceptwith which to proceedis annotatedwith anarrow. In thisway, thelearneris guided
throughthe tutoringsystemon thebasisof whathealreadyknows; he is neitherovertaxed by learning
materialthatis toodemanding,norboredwith conceptshehasalreadymastered.

Due to the hugenumberanddiversity of useradaptive systems,a concisedescriptionor classification
of all systemswould exceedthe scopeof this brief introduction. For a more thoroughtreatmentof
useradaptive systemsandtheunderlyingusermodelingtechniques,the readershouldrefer to [Bla96],
[Bru98], [KKP2000], [KW89], or [Pohl98].
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Chapter 2

Privacy

Securityin usermodelingis not a goal in itself, but an auxiliary meansfor realizingprivacy. Security
measuresareusuallydescribedanddesignedto be appliedby experts. They have to be adaptedto a
particularusein orderto provide the protectiondemandedby users.This canbe donefor elementary
demands(e.g.,confidentiality, authenticity, accountability, anonymity) andprovidedto theuserascom-
ponents.Furthermore,thesecomponentsmight be groupedanddescribedin termsthat areintelligible
to theuser, for example,aspolicieswhichspecifywhocando whatwith which dataitem whenfor what
purpose.Userscanmodify thesepoliciesto meettheirown personaldemandsfor privacy.

Personaldemandsfor privacy in usermodelingcanbeinfluencedby suchfactorsas:

� personalpreferencesfor privacy in informationtechnology(for instance,whetheranonymousor
identifiableuseof informationsystemsis preferred)

� personalattitudestowardsmonitoringandclassificationthroughsoftwaresystems(for instance,
whetherthe inferenceof further assumptionsbasedon the informationprovided by the useris
accepted)

� personalexpectationsfor useradaptive systemsandtheir adaptations(for instance,whetherthe
addedvalueanadaptive systemoffersis worthdisclosingpersonalinformation)

� personalneedsto keepdifferentsetsof characteristicsof differentuseradaptivesystemsapartfrom
eachother(for instance,whetherdifferentadaptive systemsmayshareonly asmallpartof theset
of personalinformationor cansharea largepartof it)

� personalroleswhichauserassumeswhile usingauseradaptive system(for instance,theadaptive
systemshouldnot only adaptto theusers,but alsoto their differentrolesin their interactionwith
thesystem).

Traditionaldefinitionsof privacy, which areoften influencedby the “right of the individual to be let
alone”(WarrenandBrandeis1890,[WB1890]), separateapersonor theiractionsfromagroupof persons
[Egg93, p. 135]:

“Privacy in ourcommonsenseis stronglyconnectedwith theideathattherearesomethings
anotherpersonshouldnotbeableto seeor know.”

17
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Privacy mayalsobedefinedastheright to determinetheamountof personalinformationwhich should
beavailableto others[West70, p. 7]:

“Privacy is the claim of individuals, groups,or institutions to determinefor themselves
when,how, andto whatextentinformationaboutthemis communicatedto others.”

More recentdiscussionsof privacy includeeconomicaspectson amacro-economiclevel [LS94, p. 30]:

“Successfulandsustainedgenerationof knowledge,which is vital to thegrowth andmain-
tenanceof a modernindustrialeconomy, is, amongotherfactors,contingentuponthe fol-
lowing two aspectsof privacy:

� Knowledgeandpoweraremutuallygenerativeentities,tendingto reinforceeachother.
Hence,in ordertomaintainvital knowledge-generatingprocesseswithin asociety, pro-
tectedregionsof life mustbeavailable,wherehumanconsciousnessis partly shielded
from thepolitical consequencesof knowledge[...].

� Generationof knowledgepresupposesmechanismsfor evaluationof ideas:Unevalu-
atedknowledgeis non-knowledge[...].”

aswell ason amicro-economiclevel [Pos84, p. 336]:

“The fact that disclosureof personalinformationis resistedby (is costly to) the personto
whom the information pertains,yet is valuableto others,may seemto argue for giving
peoplepropertyrights in informationaboutthemselves and letting them sell thoserights
freely. Theprocessof voluntaryexchangewouldthenensurethattheinformationwasput to
its mostvaluableuse.Theattractivenessof this solutiondepends,howeveron (1) thenature
andsourceof theinformationand(2) transactioncosts.”

Therefore,privacy seemsto bebothanintrinsicvalue(“right of theindividual to belet alone”)aswell as
aninstrumentalvalueservingothergoals(e.g.,generationof knowledge,profit). Besidesthesetheoreti-
cal considerations,privacy alsoservespragmaticpurposeswhenit is includedin thedesignof software
systems,e.g., resultingin higheracceptanceby users(seeChapter2.3, User Demands, for a detailed
discussion).

Privacy is usually discussedas a socialmatter, i.e., in negotiation within a communityregardingthe
informationprocessingof personalinformation.Themorewidely communitiesaredistributed,themore
they needartefacts(e.g.,theInternet)to communicatethis informationandto negotiateits use.Thisalso
appliesto useradaptivesystems,sincedevelopersof suchsystemstry to anticipatespecialcharacteristics
of potentialusers(e.g.,personalinformationrelating to knowledgeor interests)in order to adaptthe
informationthesystemwill provide. Unfortunately, developersanduserssofarusuallycannotnegotiate
how personalinformationwill be processed.Therefore,the systemshouldbe designedin sucha way
thatit canbeadjustedto varyingdemands.

Hencenegotiationon privacy is not only a matterbetweenpeoplebut alsobetweenusersandsystems
thathavebeenenabledto performnegotiations.An initial approachto negotiationcanbeto offer several
policiesfrom whichtheusercanchoose.A policy is asetof specificationswhichregulatestheprocessing
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of thedatain theuseradaptive system.Theacceptedpolicy shouldbe modifiableby usersin orderto
satisfytheir demandsregardingtheprivacy of theuseradaptive systems(seeChapter8.5,ThePlatform
for PrivacyPreferencesProject(P3P)).

A flexible definitionof thepolicy servestwo purposes.First, it enablesusersto adjusttheir preferences
regardingprivacy andto make an informeddecisionabouttheuseof a useradaptive system.Second,
developersof useradaptivesystemsareableto gainexperiencewith userdemandsregardingprivacy and
to developsystemsthataremoreuser-oriented.Until recently, theonly choiceusershadwasto accept
thesystemor getalongwithout it.

The scopeof this thesisdoesnot includeproposalsfor policies in usermodeling. Securityissuesare
ratherthebasisfor thedefinitionandenforcementof policieswithin useradaptive systemsandtherefore
aprerequisiteof privacy in usermodeling.

Thereareseveralfactorswhichcall for privacy protectingmeasuresin usermodelingsystems.Themost
prominentfactor is the fact that much of the dataprocessedis relatedto an identifiableperson(i.e.,
personaldata). Therefore,theprocessinghasto becarriedouton thebasisof acknowledgedrules(e.g.,
laws). Moreover, useradaptive systemsespeciallyconsiderhumanfactorsin informationsystems.To
thisend,additionalfactorshave to betakeninto accountin orderto helptheuserunderstandandcontrol
thesystem,andto improve their confidenceandsatisfactionwhenusingthesystem.Thesefactors(e.g.,
anonymity, confidentialityof information,inspectionandmodificationof theusermodel,andsupervision
of thesystem)arecontingentuponthesecurityof theunderlyingsystem.In thefollowing, wewill show
theneedfor privacy andsecurityin usermodelingon thebasisof laws,ethics,anduserdemands.

2.1 Laws

Lawsregulatingtheprocessingof personaldatavaryamongcountries.As anexample,someof theregu-
lationsapplicablein Germany will bediscussed.Themostprominentlaw is theBundesdatenschutzgesetz
[BDSG90]which hasregulatedtheprocessingof personaldataby organizationssince1979.Thecorre-
spondingdataprotectionlaws of theindividual Germanstatesimplementthefederallaw for eachstate.

The 1995EU Data ProtectionDirective[ECDIR95], which is still to be convertedinto nationallaw,
definespersonaldataasfollows:

“For thepurposesof this Directive:
a) ‘personaldata’ shall meanany informationrelatingto an identifiedor identifiablenatu-
ral person(‘data subject’); an identifiablepersonis onewho canbe identified,directly or
indirectly, in particularby referenceto an identificationnumberor to oneor morefactors
specificto his physical,physiological,mental,economic,culturalor socialidentity; ”

Most applicable is the Informations- und Kommunikationsdienste-Gesetz (see [IuKDG97] and
[IuKDG97a]) which wasintroducedin 1997in order to regulateonline services(e.g.,a useradaptive
systemprovided via the Internet)and the processingof personaldatawithin suchsystems.Article 1
(TeleservicesAct, TeledienstegesetzTDG) of this law specifiesthe scopeof the law which coversalso
useradaptive informationsystemsprovided over the Internet. Therefore,Article 2 (TeleservicesData
ProtectionAct, Teledienstedatenschutzgesetz TDDSG) which specifiesthe protectionof personaldata
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usedin teleservicesalsoappliesto suchsystems. This articlespecifiesamongotherthingsthecircum-
stancesunderwhich usageprofilesarepermittedandguaranteesthe useraccessto informationabout
storedpersonaldata:

	
4: Obligationsof theprovider

“(4) Userprofilesarepermissibleunderthe conditionthat pseudonyms areused. Profiles
retrievableunderpseudonyms shallnot becombinedwith datarelatingto thebearerof the
pseudonym.”	
7: User’s right to information

“The usershallbeentitledat any time to inspect,freeof charge,storeddataconcerninghis
personor his pseudonym at theprovider’s. Theinformationshallbegivenelectronicallyif
sorequestedby theuser. [...]”

Userprofilesarepermissiblewherepseudonyms areapplied[BB97]. This crossbetweenpersonaldata
andanonymousdatais not clearlydefinedandit is conceivablethatborderlinecaseswill appearin user
modelingin which it is not clearwhetherdatais personalor not. Typesandadvantagesof pseudonyms
will bediscussedin detail in a laterchapter.

TheTeleservicesDataProtectionActTDDSGdeclaresalsothegeneralapplicabilityof theBundesdaten-
schutzgesetz[BDSG90] whereno specificregulationis givenin theTDDSG(seeTDDSGArticle

	
1(2)

and[Schw2000, p. 11-2.1/18]).

Technicallyproblematicfrom theperspective of usermodelingis theobservanceof user’s right to infor-
mation. Usermodelingtechniquesalsofrequentlyincludeknowledgebasedsystemswhich usecertain
rulesto extendan initial setof facts(so-calledprimary assumptions) to cover a larger setof facts(so-
calledsecondaryassumptions). Neitherthe rulesnor theassumptionsderived areself-explanatoryand
bothareunsuitablefor modificationby theuserhimself.Theinformationin ausermodelhasoftenbeen
representedin a form that cannotbe easilycommunicatedto users(like semanticnetworks or neural
networks).

Eventhoughtheuserhasaright to hispersonaldata,it is notclearwhethertheuser’s right extendsalsoto
therulesandassumptionsbasedontheserules,andif so,how they shouldbeexplained(seefor instance,
[Kob91], [CK94], and[PSH95]).

2.2 Ethics

Lawsaremandatoryfor everyonethey affect. Guidelines(seeChapter3.1,Guidelines) arelessrestrictive
andsummarizeprincipleswhicharegenerallyrecommendedandwhichshouldbeappliedtosomeextent.
Ethics offer different coherentsetsof attitudestowardsactionsand values. Usually the decisionas
to which attitudeis appropriatedependson the domainin which the useradaptive systemis applied.
Hence,it would betoo restrictive to promoteoneethicaldirectionin usermodeling.But it is beneficial
to describethe basicconditionsfor arriving at a consensuson ethical issues.Becauseof the general
natureof ethics,thegroupof partiesconcernedis alsobroad[Sum97, p. 49]:

“Who mustapplyethicalprinciplesandethicalanalysisto computersecurityissues?First,
computerprofessionals.Second,leadersof businessesandotherorganizationswho make



in
fo

@
se

cu
rit

y-
an

d-
pr

iv
ac

y-
in

-u
se

r-
m

od
el

in
g.

in
fo

 (n
o.

 1
)

CHAPTER
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decisionsandsettheethicaltonefor their organizations.Third, computerusers.Finally, all
of us ascitizensin decidingwhichlawsandgovernmentpoliciesareright andasconsumers,
employees,andstockholdersin “voting” for ethicalcompanies.”

Theprocessof developingethicsis independentof thedomainin which theuseradaptive systemoper-
ates.A shortdescriptionof thedevelopmentcycle in ethicsis givenby Winograd[Win95, p. 35]:

“Therearethreekey componentsin “doing” ethicsandsocialresponsibility:
1. Identifyingsocial/ethicalissues.
2. Enteringinto seriousdiscourseaboutthepossibilities,with yourselfandwith others.
3. Takingactions.”

For aseriousdiscussionandaninformeddecisionaboutoperatingauseradaptive system,it is necessary
tospecifyfactorsinfluencing“social/ethicalissues”(e.g.,for confidentialityoranonymity). Thesefactors
areoften contingenton the underlyingsecuritymechanismsof the system.This thesisfocuseson the
securitymechanismsandsecurityrisks in useradaptive systemsin orderto provide a reliabletechnical
basisfor thespecificationof policieswhichcanhelpto preventethicalconflicts.

Someexamplesfor ethicalguidelinesin computersciencearelistedbelow:

� ACM Codeof EthicsandProfessionalConduct(see[ACM92] and[GMR99])

� EthicalGuidelinesissuedby theGesellschaftfür Informatik (GI) [GI95]

� British ComputerSocietyCodeof Conduct[BCS]

� AustralianComputerSocietyCodeof Ethics[ACS]

� IEEE Codeof Ethics(see[IEEE] and[GMR99]).

In additionto thesegeneralguidelinestheremayalsoexist guidelinesfor the particulardomainof the
useradaptive system(e.g.,company policies).

2.3 UserDemands

The previous sectionscoveredrequirementswhich must,should,or canbe met. Stronganddecisive
demandsagainstwhich usermodelingsystemsshouldbe measuredare also given by the respective
users. Becausefew empiricalevaluationsof usermodels[Chin2000] areavailableandnoneof them
focuson the securityandprivacy aspects,user’s demandsfor processingpersonalinformationwill be
discussedon the basisof the 10th WWWUser Survey of the GVU Center[GVU98]. The questions,
ratings,andpercentagesrelevantfor theseconsiderationsaresummarizedin thefollowing table:
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Question/Statement Ratings Percentage

1. I would give demographicinformation
to aWebsite

if astatementwasprovidedregardingwhat
informationwasbeingcollected.

56.5%

if a statementwasprovidedregardinghow
theinformationwasgoingto beused.

73.1%

if thedatawouldonly beusedin aggregate
form (i.e.,not on anindividualbasis).

56.1%

in exchangefor somevalue-addedservice
(e.g.,notificationof events,etc.).

31.0%

I would not give thesiteany demographic
information.

8.8%

2. What conditions cause you to re-
frain from filling outonlineregistration
formsatsites?

Requiresmeto givemy name 35.8%
Requiresmeto giveanemailaddress 32.3%
Requiresmeto givemy mailingaddress 51.3%
Information is not provided on how the
datais goingto beused

75.2%

I donot trusttheentity collectingthedata 67.3%
3. I valuebeingable to visit siteson the

Internetin ananonymousmanner.
AgreeStrongly 66.3%
AgreeSomewhat 21.8%

4. In general,which is moreimportantto
you: convenienceor privacy?

Privacy 77.5%

5. There should be new laws to protect
privacy on theInternet.

AgreeStrongly 40.6%
AgreeSomewhat 30.8%

6. Ought to be able to AssumeDifferent
Aliases/Roleson theInternet

AgreeStrongly 31.9%
AgreeSomewhat 26.9%

7. I oughtto beableto communicateover
the Internetwithout peoplebeingable
to readthecontent.

AgreeStrongly 81.6%
AgreeSomewhat 11.6%

Table2.1: SelectedGVU survey results

(1.) Demographicinformationwouldbeprovidedby mostof theparticipants,aslongasit is clearwhich
information is collectedand for what purpose. Of specialinterestis the desirefor anonymity
expressedin thewillingnessto provideinformationif datais usedin aggregateform. Theexchange
of personalinformation for value-addedservicesseemsto be attractive for only 31%. Only a
minority of 8.8%would refuseto shareany information.

(2.) Anotherindicationof the desirefor anonymity is the withholding of identifying informationby a
third of theparticipants.Nearlythreequartersof therespondentswould not registeronlineunless
they canmakeaninformeddecisionaboutthedataprocessingandtwo thirdswouldnot registerif
they don’t trustthecollectionentity.

(3.) If askeddirectly, 88.1%preferto usetheInternetanonymously.

(4.) Threequartersof theparticipantsrateprivacy over convenience.This is enoughevidenceto justify
including (sometimesinconvenient)securitymechanismsin value-addedfunctionssuchasuser
modelingin orderto maintainprivacy.

(5.) 71.4%apparentlythink thatcurrentlaws do not sufficiently protectprivacy.
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(6.) More than50%of theparticipantswould like to act in differentroleswhenusingtheInternet.Just
astheinformationwe passon to othersin real life is selectedon thebasisof our respective roles,
it shouldalsobepossibleto disseminatepersonalinformationselectively in virtual environments.

(7.) 93.2%of therespondentswantsecrecy whencommunicatingvia theInternet.

Similar results have been found in different studies in the e-commercedomain (see [DeP2000],
[Fox2000], [GVU98], [IBM99], [PC2000], and[SDN99]) whererespondentsassertedto:

� beextremely/very concernedaboutdivulging personalinformationonline,

� have left websitesthatrequiredregistrationinformation,

� have enteredfake registrationinformation,

� have refrainedfrom shoppingonlinedueto privacy concerns,or boughtless,and

� bewilling to giveoutpersonaldatawhenthey getsomethingvaluablein return.

Theseresultsillustratethe users’privacy concernsandtheir preferencefor confidentiality, anonymity,
andselective disseminationof personalinformation. Currentusermodelingagentsprovide only few
possibilitiesto adaptto variousprivacy preferencesandusagepolicies of the user’s information. To
supporttheuserwith reliableprivacy policiesusermodelingagentsneedto includesecuritymeasures.
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Chapter 3

Security

Securityin informationtechnologyis a very broadterm composedof relatedtopicswhich have been
discussedfor nearlyas long ascomputershave beenin use. The rootsof the problemcanbe traced
backto at leasttwo millenia to a time whenpeoplerecognizedthevalueof informationandthevalueof
keepingit secret[Kah67].

With thegrowing disseminationof computersin variousareasof everydaylife, themeaningof security
hasbecomeambiguous.Usuallywhat is consideredto beof sufficient valueto beprotecteddependson
thedomain.Therefore,it is notastonishingthatthereis noconsensusonasingledefinitionof security.

In Part II, Requirementsfor Securityin UserModeling, ananalysisof therelevantconceptsinvolved in
the complex problemsecuritywill be given from the perspective of usermodeling. The scopeof this
thesiscanneithercover all conceptsnor canit elaboratetheselectedconceptsto their full extent. The
objective is to point out which securityrisks have to be taken into accountwhendevelopingor using
useradaptive systems.Someof theriskscanbereducedby employing themethodsandtechniqueswe
proposehere.

Themostapparentfeatureencounteredwhenanalyzingsecurityin usermodelingis thefact that infor-
mationprocessedis mostly relatedto an often identifiableperson. For this reasonit is impossibleto
assessobjectively thevalueof theinformationandthepotentialdamageits misusemight cause.Almost
as relevant asexperts’ opinionsaboutthe securityof a systemis the user’s confidencethat using the
systemwill not endangerhis privacy. Therisksandrequirementsin usermodelingcanthereforenot be
estimatedwithout regardto thepersonto bemodeled.Thismeansthatmeasurestakento ensuresecurity
mustbeadaptableto thepersonaldemandsof therespective user.

Withoutregardto personalpreferencesconcerningthesecurityandprivacy of auseradaptiveinformation
system,severalguidelinesfor thesecurityof generalinformationsystemshave beenestablishedwhich
canlikewiseserve asabasisfor considerationsaboutsecurityin usermodeling.

3.1 Guidelines

A previous sectioncoveredlaws which aremandatoryfor all organizationsthat processpersonaldata.
In addition to the mandatorylaws, guidelinesexist which summarizethe essentialsecurityfactorsof

25
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information systems. Theseguidelinescan be seenas recommendationswith different focusesfrom
which thedesignerof aninformationsystemcanchoosetheonethatseemsmostappropriate.They have
beenpublishedby numerousorganizations.The following criteria andguidelinesareamongthe most
importantrecommendations:

� TrustedComputerSystemEvaluationCriteria(TCSEC,see[TCSEC85]),

� InformationTechnologySecurityEvaluationCriteria(ITSEC,see[ITSEC91]),

� CommonCriteriafor InformationTechnologySecurityEvaluation(CCITSE,see[CC99]),

� OECDGuidelinesfor theSecurityof InformationSystems(see[OECD92]).

In thefollowing, wewill focusontheOECDGuidelinesfor theSecurityof InformationSystemsbecause
of theirgeneralnatureandwill discussthemfrom theperspective of usermodeling.Themostimportant
factorsof theseguidelinesarethefollowing [Sum97, p. 7]:

1. Accountability
“All partiesconcernedwith the securityof informationsystems(owners,providers,
users,andothers)shouldhave explicit responsibilitiesandaccountability.”

2. Awareness
“All partiesshouldbeableto readilygainknowledgeof securitymeasures,practices,
andprocedures.A motivation for this principle is to fosterconfidencein information
systems.”

3. Ethics
“Information systemsand their securityshouldbe provided and usedin ways that
respecttherightsandlegitimateinterestsof others.”

4. Multidisciplinaryprinciple
“Securitymeasuresshouldtake into accountall relevantviewpoints,includingtechni-
cal,administrative, organizational,operational,commercial,educational,andlegal.”

5. Proportionality
“Securitymeasuresshouldbeappropriateandproportionateto thevalueof anddegree
or relianceon theinformationsystemsandto therisksof harm.”

6. Integration
“Security measuresshouldbe coordinatedand integratedwith eachother and with
othermeasures,practices,andproceduresof theorganizationsoasto createacoherent
systemof security.”

7. Timeliness
“Partiesshouldactin a timely andcoordinatedway to preventandto respondto secu-
rity breaches.”

8. Reassessment
“Securityshouldbereassessedperiodicallyasinformationsystemsandtheir security
needschange.”
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9. Democracy
“The securityof informationsystemsshouldbecompatiblewith thelegitimateuseand
flow of informationin ademocraticsociety.”

Despitetheir generalnature,theseguidelineshave implicationsfor usermodelingsystems,someof
whicharediscussedin thissection(seeChapter5, Requirementsfor Security, for anextensivediscussion
of securityin usermodelingsystems):

Accountability(see1.) is basedon securitymechanismswithin the system. In electronicnetworks,
this includesthe proof of identity of the componentsinvolved in the systemand the authenticityof
the informationprocessed.In usermodelswhich aresharedbetweenvariousapplicationsystems,it is
essentialto know whichapplicationsystemoriginatedaparticularusermodelentry. Thisis aprerequisite
if theuserwantsto assessthequality of an individual applicationsystem.On theotherhand,student-
adaptivesystemswhichratetheproficiency of usersonascaleof attainmentandissuetranscriptsrequire
certaintyregardingtheidentityof thecurrentuser.

Theawarenessprinciple(see2.) enablesall participantsto gainknowledgeof securitymeasures,prac-
tices,andproceduresinvolved in the informationprocessing.Moreover, it affords insight into the se-
curity measures,practices,andproceduresappliedin theinformationsystemto anextentwhich usually
canonly beachievedthroughsomeeffort (for instance,by readingthedocumentation).

Userawarenessin usermodelingis usuallyhandledin a differentway. Usermodelingis not themain
taskof the systemused,it only supportsthe user. Consequently, the constructionandmaintenanceof
theusermodelshouldnot distracttheuserfrom his main tasks.This is achieved whentheusermodel
is maintainedin thebackgroundwithout direct interactionwith theuser, asdemandedby [Rich79a, p.
720]:

“The modelmustbe built dynamically, asthe systemis interactingwith theuserandper-
forming its task. Becausethemodelis to bebuilt implicitly andbecauseusersdo not want
to beforcedto answera long list of questionsbeforethey canbegin to usethesystem,it is
necessarythatthesystembeableto exploit a partially constructedusermodelandthatit be
ableto tell, asit is performingits majortask,whenit is appropriateto updatetheusermodel
andhow to doso.”

Thisassumesthatdecreaseduserawarenessof themodelingprocessis advantageousfor themaintaskof
thesystem.In addition,theadjustmentof thesecuritymechanismsrelatedto theusermodelshouldnot
distracttheuserfrom hismaintask.For this reason,thesecuritymechanismsof theusermodelmustnot
hinderuserseitherin themaintenanceof their usermodelor in performingtheir main task. Therefore,
the securitymechanismsof the usermodelshouldbe optimizedto satisfy the user’s needfor privacy
as far as is necessarywithout beingoverly complicated(for instance,via selectionof predefinedand
adjustablecategories).Obviously, therewill still beadiscrepancy betweenthedemandfor awarenessof
securitymeasuresandtheimplicit maintenanceof theusermodel.

Themultidisciplinaryprinciple (see4.) emphasizesnot only the technicalperspective, but alsohuman
factors(e.g.,administrative,organizational,educational,andlegal). Thesefactorsareparticularlyimpor-
tant in usermodeling,wherenot only “technicians”but alsousersthemselvesshouldberesponsiblefor
themaintenanceof thesecuritymechanismsfor their usermodel. Technicalfactors(e.g.,encryptionof
communication),administrative factors(e.g.,allowing accessto theusermodel),organizationalfactors
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(e.g.,pseudonymoususermodels),andlegalfactors(asoutlinedin aprevioussection)shouldbesummed
up andexpressedin policiesfor theutilization of a usermodel,which are intelligible andmanageable
by the user. The effort involved in learningto useandmodify securitymeasuresshouldbe kept to a
minimumin ordernot to distracttheuseror keephim from applyingthenecessarysecuritymechanisms.

Theproportionality (see5.) of thesecuritymeasuresin regardto theuseof theprocessedinformation
(e.g.,whethertheaccesscontrolmodelis commensuratewith theusermodelor thetypeof anonymity)
canbejudgedby theuseronly to theextentthatheis ableto estimatethevalueof theprocessedinforma-
tion. In contrast,theproportionalityof thestrengthof thesecuritymeasures(for instance,theminimum
key lengthfor a cryptographicalgorithm)canbestbeascertainedby thedevelopersof the(secure)user
adaptive system.Thelatterproportionalitycanbeestablishedby recommendationsprovidedby experts
from which the usercanchoose.As the former proportionalitywill vary for eachuserbecauseof the
differentuserdemandsfor privacy andtheresultingdifferentextentof securitymeasures,theusershould
beincludedwhenthisproportionalityis established.Thiscanbedoneeitherby choosingbetweenprevi-
ouslyselectedcombinationsof securitymeasures(for instance,representedby policies) or by combining
certainsecuritymeasureson theuser’s behalf.

Advancingfrom theseguidelinesfor generalinformationsystems,we will provide in thefollowing part
requirementsfor thesecurityof usermodelingsystems.
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In this partof my thesis,requirementsfor securityin usermodelingwill beanalyzed.

The first chapter, Requirementsfor Anonymityand Pseudonymity, focuseson the relationshipbetween
theusermodeldataandtheuserbeingmodeledbecausemostof thesensitivity of theusermodelinfor-
mationensuesfrom this relationship.Fortunately, this relationshipcanbeweakenedwithout restricting
substantiallytheperformanceof useradaptive systems.For this reason,severallevels,complexities,and
typesof anonymity (andtherebypseudonymity) whichcanberequiredin usermodelingarediscussed.

Thesecondchapter, Requirementsfor Security, concentrateson thesecurityof usermodels,usermodel-
ing agents,andthedatathey process.Particularemphasisis placedon requirementsfor thesecrecyand
integrity of theinformationprocessed.Secrecy of informationis regardedassecrecy of therelationship
betweenthe usermodeldataandthe userandassecrecy of the dataitself. In additionto thesekinds
of secrecy, a weaker form of secrecy (namelyconfidentiality) is requiredasa prerequisitefor the joint
processingof confidentialdataby particularcomponentsof a useradaptive system.The integrity of a
usermodel is discussedfrom the perspective of usermodelclientsasexternal integrity and from the
perspective of developersof usermodelingagentsasinternalintegrity.
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Chapter 4

Requirementsfor Anonymity and
Pseudonymity

The sensitivity of usermodelinginformation is mainly causedby the relationshipbetweenuniquely
identifiablepersonsand their data. This relationshipmeansthat the dataprocessedin useradaptive
systems(andespeciallyin usermodeling)is actuallypersonaldata. Whendistinguishingdatawhich
canbeassignedto a user(i.e., personaldata)from datawhich cannot,we defineinformationasdata in
context, wherecontext refersto therelationshipbetweentheusersandtheir data.

Theprocessingof usermodelinginformation(personaldata)facesrestrictionsdueto legal regulationsas
well asto users’concerns(seeChapter2, Privacy). By removing thecontext (i.e. anonymization1), the
informationabouttheuseris reducedto meredatawhich is subjectto fewer constraints.Theactionof
mostuseradaptive systemsdoesnotdependonknowing theidentityof theircurrentuser, sincethemain
taskof suchsystemsis to producea sequenceof adaptations(seeTable1.2) on thebasisof a sequence
of userinteractions.

Whatis neededis a meansfor relatingconsecutive userinteractionswith theuseradaptive system(e.g.,
interactionsin differentsessions)to asequenceof interactionswhichalsointerlinkssessions2. Theuser’s
identity can be usedto constructa sequenceof userinteractionswhich belongtogether. However, the
user’s identity is neithertheonly meansfor this purpose,nor is it alwaysappropriate.In thefollowing
sections,several ways of replacingthe user’s identity (e.g., with pseudonyms) and of doing entirely
withouttheuser’s identity(e.g.,throughanonymity) arediscussedfrom theperspectiveof usermodeling.
The relinquishmenton the user’s identity hasthe following advantagesbeyond meetinguserdemands
(seeTable2.1on p. 22). Theprocessingof personaldatagivesreasonsfor theapplicabilityof someof
thelaws andguidelinesdiscussedabove. Thecrucialpoint in decidingwhich laws applyis thequestion
whetherthe processeddatacanbe tracedto an identifiablepersonandhow this assignmentof datato
theuseris or canbeestablished.Theweaker this assignmentof datato theuserbecomes,thelower the
requirementsfor theprocessingwill be. For this purpose,it is alsousefulto analyzethevarying levels
of theassignmentof theprocesseddata(e.g.,throughpseudonyms).

1If notdifferentiatedexplicitly, anonymityalsocoverspseudonymity.
2Throughcurrentlyimplementedsessionvariableswithin webservers,it is only possibleto relateuserinteractionswithin
onesession.Therefore,they have ratherto beconsideredastransactionpseudonymsthanasapplicationpseudonyms(see
Chapter4.1.3,Typesof Anonymity).
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34 4.1. ASPECTSOF ANONYMITY

4.1 Aspectsof Anonymity

In this section,a variety of aspectsof anonymity which areimportantfor usermodelingpurposesare
introduced. First, different levels of anonymity rangingfrom identificationof the users(andthe user
model)by meansoutsideof theadaptive systemto anonymity of all componentsaredescribed.Next, a
measurefor thecomplexity of anonymity is discussedwhichpermitstheratingof useradaptive systems
with regard to the anonymity they supply. Finally, threetypesof anonymity aredistinguished,all of
whichmustbeprovidedby theuseradaptive systemin orderto preserve theuser’s anonymity.

4.1.1 Levelsof Anonymity

Dependingonthetype(e.g.,tutorialsystems)or thedomain(e.g.,electroniccommerce)of theuseradap-
tive system,differentlevelsof theuser’s anonymity canberequiredwithin a useradaptive system.The
following itemizationprovidesavocabulary, descriptions,andexamplesfor differentlevelsof anonymity
applicableto useradaptive systems.A particularlevel of anonymity may be requirednot only for the
userbut alsofor componentsof theuseradaptive system(e.g.,theclientsof theusermodelor theuser
modelitself). Dueto thediversityof useradaptivesystems,nosinglelevel is suitablefor all useradaptive
systems.

Flinn andMaurer[FM95] identify six levels,rangingfrom theunequivocalassignmentof datato aperson
to thecompletedisengagementof datafrom theperson.Thedifferentlevelsareasfollows:

Super-identification: With super-identification, theuser’s identity is authenticatedby meansbasedon
theenvironmentof theuseradaptive system.This guaranteesthatno componentof theuseradap-
tive systemcan counterfeitthe identity of the respective useror the identity of componentsof
the usermodelingsystem(e.g., clientsof the usermodel). The assignmentof the dataneeded
for authenticationto the useror to the componentsis delegatedto an administrative entity out-
side the systemarchitecture.Examplesof this kind of identificationandauthenticationare the
X.509standard[ISO95] andtheGermanlaw for digital signatures(see[IuKDG97, Artikel 3] and
[SIGV97]).

Identification: The useridentifieshimself anddemonstratesknowledgeof a secret(e.g.,a password)
which is thencomparedby thesystemto a storedvalue. The systemis responsiblefor the con-
firmation of theuser’s identity. As an example,this mechanismis often implementedin current
operatingsystems(e.g.Unix).

Latent identification (controlled pseudonyms): The useridentifieshimself to the systemandadopts
oneof the definedpseudonyms. Subsequently, he3 is able to act without revealinghis identity
to particularcomponentsof thesystemwhile actingundera pseudonym. Thepseudonym canbe
revealedunderdefinedcircumstancesin orderto ascertainthe identity of theuser. For example,
thisprocedureis widely usedin boxnumberadvertisements.

Pseudonymousidentification (uncontrolled pseudonyms): Whenusingthesystemfor thefirst time,
the userdecideson a uniquepseudonym anda secret(e.g.,a password) which he will alsouse

3To avoid theconstructionhe/she(his/her) whenconcerningtheuser, themasculineor plural pronounswill beused.



in
fo

@
se

cu
rit

y-
an

d-
pr

iv
ac

y-
in

-u
se

r-
m

od
el

in
g.

in
fo

 (n
o.

 1
)

CHAPTER
�

4. REQUIREMENTSFORANONYMITY AND PSEUDONYMITY 35

for following sessions.The systemis unableto ascertainthe identity of the user, thereforeit
is alsounableto link the pseudonym to the user’s identity. This methodis usedin mostWeb-
basedservices.It is alsousedin anonymousremailerswhich allow emailexchangeby meansof
uncontrolleduniquepseudonyms.

Anonymousidentification: Theusergainsaccessto thesystemby providing asecret(e.g.,apassword)
without disclosinghis identity. The systemis unableto distinguishbetweenuserswhich have
knowledgeaboutthesamesecret.Theusersof thesamesecretconstituteananonymityset4. For
instance,a bankaccountmight be managedasa numberedaccountwhereclientsonly have to
provide apassword to getaccess.

Anonymity: Theuserneitheridentifiesnorauthenticateshimselfto thesystem.Thesystemis unableto
distinguishamongtheusersor to differentiatebetweenusers.Anonymity is givenin mostreallife
situations(e.g.,museumvisits) but not in theWorld-wideWeb(e.g.,visits of virtual museums),
whereelectronictrails on several layersmake it possibleto link the currentuserandhis system
interactionswith additionalinformationto thepoint of revealinghis identity.

Several levelsof anonymity with respectto usermodelingshouldbeconsidered.Fromtheperspective
of usermodeling,not all levels areof equalrelevance. Anonymityandanonymousidentification, for
example,are only suitableeither for usergroupsor for short-termmodeling. When groupsof users
mustbe modeled,the usermodelentriesrefer to the average userof the whole userpopulation. This
is particularly relevant for applicationswhich attemptto balancecharacteristicsacrossall users,e.g.,
notificationserviceswhichkeepa userpopulationup to date,wherethemembersof theuserpopulation
have only slightly differentfields of interest. In the caseof short-termmodeling(e.g.,at information
kioskswhichcanbeusedby only onepersonata time),usermodelingcanbeappliedwithin anonymity
sets,possiblyof size1, but only within thesamesession.

Pseudonymousidentification is the most valuablecompromisebetweenprivacy demandsand the re-
quirementsof usermodeling.Throughidentificationby apseudonym, successive sessionscanbelinked,
makinglong-termmodelingpossible.This type of identificationalsodifferentiatesusersbasedon the
differentpseudonyms which they themselveshave chosenandit authenticatesthem. Usersarenot re-
quiredto reveal their identity. Moreover, they may acquiremore thanonepseudonym in order to act
in differentroles(seeChapter2.3,UserDemands). Latentidentificationoffers thesamepotentialwith
the addedfeaturethat the systemcandeterminethe identitiesbehindthe pseudonyms. This might be
desirablein casesof potentialmisuseor wheninteractionthatrequiresidentificationof theuser(e.g.,in
electroniccommercescenarios)becomesnecessary.

In the caseof identificationby the system,all componentsareawareof the identity of the respective
user. If thereis apossibilitythatauser’s identitycouldbecounterfeitedby acomponentof the(possibly
distributedandopen)system,super-identification shouldbe introduced.Responsibilityfor theassign-
mentof datato the useris herebydelegatedto a componentoutsidethe systemwhich all participants
considerto betrustworthy. This is especiallyusefulfor assessmentsystemswhichattributeto theusera
specificquality (e.g.,successfulpassingof tests)wheretheidentityof therespective user, theidentityof
theattributing componentof thesystem,andtheauthenticityof thedatamustbeprovableto someother
entity.

4An anonymitysetconsistsof all userswhichcannotbedifferentiated.
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4.1.2 Complexity of Anonymity

Theestablishmentof anonymity5 usuallyrequiresa furthercomponentwithin theuseradaptive system
which carriesout theprocedurefor anonymization.Theuserhasto trustthis singleentity which is able
to defeattheuser’s anonymity. Fromtheuser’s perspective, asingleentity maynotbeenoughto inspire
confidence.It canthereforebebeneficialto includemorethanoneentity in theanonymizationprocess,
distributing trust in the processamongseveral entitiesin which the usertrustscollectively (e.g., trust
centersor otherusers).

To assessthe anonymization process,Garvishand Gerdes[GG98, p. 301] define the complexity of
anonymityaccordingto the numberof componentswhich mustcollude in the anonymizationprocess
to defeatanonymity:

“Define the system’s anonymitycomplexity asthe maximumnumberof colluding entities
which cannotdefeatthe anonymity of the system. Order-N anonymity, representedas
OA(N), indicatesthatN+1 entitiesmustcolludeto defeattheanonymity.”

By meansof this measure,systemsproviding anonymity canbe assessed.Someparticularvaluesare
worthyof consideration:

OA(0): In systemswith anonymity complexity 0, a singleentity candefeattheanonymity. This is the
casefor identification(seeChapter4.1.1,Levelsof Anonymity) by thesystem,whereeachcompo-
nentis awareof theidentityof theuserandthereforea singleentity canmisusethis knowledge.

OA(1): In systemsusing pseudonyms, two entitiesmustact jointly to defeatthe anonymity: a com-
ponentof theuseradaptive systemandthe componentmanagingthe assignmentof identity and
pseudonym (i.e.,a registrarfor pseudonyms).

OA(N): is the casewhen N out of N+1 entitiesare unableto defeatthe anonymity of the user. To
assurehis anonymity, the userhasto includeone trustworthy entity to the setof N components
whichmight jointly defeathisanonymity. Thisprocedurecanadaptto individual requirementsfor
anonymity andpseudonymity by includingasmany entitiesasaredemanded.

With the complexity of anonymity, individual userrequirementsregardingthe numberof entitiesin-
volvedin theanonymizationprocesscanbeexpressed.A useradaptive systemwhichsupportscomplex-
ity OA(N) is mostbeneficialfor users,becauseit canadaptto the numberof entitiesrequiredby the
particularuser, therebysatisfyingdifferentuserrequirementsfor trustin theanonymizationprocess.

4.1.3 Typesof Anonymity

To beeffective, anonymity mustbeintroducedon differentlevels. For instance,a well designedsystem
providing anonymity or pseudonymity in a secureandprovablemannermight befutile if it is usedonly
by onepersonwhoseidentity is known by meansoutsidethesystem(e.g.,whenall terminalsfrom which
thesystemcanbeaccessedarebeingvideotaped).

GarvishandGerdes[GG98,p. 306]mentionthreetypesof anonymity whichmustbeconsidered:
5If notdifferentiatedexplicitly, anonymityalsocoverspseudonymity.
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Environmental anonymity is determinedby factorsoutsidethescopeof theuseradaptivesystemused.
Thesefactorsinclude: thenumberof participants,their diversity, andprevious knowledgeabout
the participants.Thesefactorscannotbe alteredby thedesignof the systemandhave to be ob-
servedwhile thesystemis operating.

For instance,a usermodelserver which hoststhe usermodelsof several userscanbe required
to checkwhetherthe numberof usermodelsis large enoughandtheir diversity is low enough
(i.e., themodelshave to besimilar to someextent),which is aprerequisitefor anonymity of users
(andtheir models). In mostcases,theusermodelserver cannotrectify situationsin which these
conditionsdonothold but it caninform theusersthatanonymity is at stake.

Content-basedanonymity is presentwhen no identificationcan be establishedby meansof the ex-
changeddata. Theexchangeddatamight give cluesfor deanonymization,for instance,eitherby
content(e.g.,name,address,emailaddress),structure(e.g.,representationof datatypical for par-
ticular usersor softwaresystemsthey use),or by sequence(e.g.,repeatingpatternswhich make it
possibleto link otherwiseunconnectedsessions).

As an example,a useradaptive systemwhich serves electroniccommercepurposesis usually
dependenton theuser’s identity (e.g.,nameandaddress),eitherfor charging for someservicesor
for delivering goods.Obviously, if theuser’s identity is disclosed,anonymity cannotbepresent.
Othercluesto the user’s identity canbe the languageusedfor queries,the style of writing, the
topicsinvolved,etc.

Proceduralanonymity is determinedby thecommunicationprotocolandtheunderlyingcommunica-
tion layers.This typeof anonymity canbeprovidedby thesystemandshouldbeconsideredin the
designphaseof thesystem.Relatedto thistypeof anonymity arethetwo independentdirectionsof
anonymity: senderanonymityandreceiveranonymity. Senderanonymity is givenif thesenderof
amessagecannotbeascertainedin thesetof potentialsenders.Receiveranonymity meansthatthe
identity of thereceiver is not known to thesenderof a message.Thelatteris especiallyimportant
for answeringqueriesreceivedundersenderanonymity. Receiver anonymity is essentialfor user
modelingpurposeswhennotifications6 aboutchangesin theusermodelhave to betransmittedto
theapplicationsystemwhichmaynotbeconnectedto theusermodelat thattime.

For instance,theaddressof thenetwork nodefrom which a useraccessesa useradaptive system
canreveal theuser’s identity if thenodeis unambiguouslyassociatedwith theuser. This should
bepreventedby meansfor ensuringproceduralanonymity.

To protecttheuser’s privacy throughanonymity, thesethreetypesof anonymity mustbepresentsimul-
taneouslywithin theuseradaptive system.

4.1.4 Risksand Potentialsof Anonymity

Anonymity in humancommunicationharborsseveralrisks,e.g.insults,copyright infringement,pretense
of falseidentities,reducedsocial filtering, or missingcredit for contributions (see[Anon96], [GG98,
p. 299]). Most of the argumentscited againstanonymity are valid only within the context of group
communicationbetweenpersons.In thecaseof usermodeling,apersoninteractswith asoftwaresystem,

6SeeChapter7.2.1.4,Timeliness.
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38 4.2. PSEUDONYMITY

and not with other people. Therefore,most of the argumentsagainstanonymity do not hold in user
modeling. Nevertheless,someof the known positive effects of anonymity [GG98, p. 299] may also
applyto usermodeling:

Anonymity reducesgroup thinking: The individual who is not biasedby grouppressureandwho is
actingon his own behalfmaybemorestronglydifferentiatedfrom others,makingtheadaptation
processof theuseradaptive systemmorediscriminating.

Anonymity hasa deinhibiting effect: Entry barriersfor usersscepticaltowardsusermodelingmaybe
lowered(seeTable2.1on p. 22).

Anonymity allows treatmentof sensitive issues: Theabsenceof personalstigmatizationwhentreating
sensitive issuesanonymouslywithin a useradaptive system(e.g.,retrieving informationabouta
disease)might encourageusersto make moreprofitableuseof thesystem.

To summarizetheabove effects,if userscouldinteractanonymouslywith anadaptive system,they may
bemorewilling to revealpersonal(sensitive) information,providing abetterfoundationfor adaptations.
This canalsoleadto anincreasedsensitivity of theinformationabouttheusersprocessedin thesystem
which requiresstrongeror additionalsecuritymeasures.

Theextentof interactiondependsamongotherthingsontheuser’sbelief in theprivacy (in thisparticular
case,anonymity) of thesystem.Remarkably, theuser’sbelief in theanonymity is notonly determinedby
expertassessmentof theanonymizationprocessbut alsoby theuser’s own perceptionof his anonymity
[GG98,p. 314]:

“If anonymity is beingusedasa device to encouragea moreopenandfrank exchangeof
information,asystem’s perceivedlevel of anonymity maybemoreimportantthanits actual
anonymity.”

Theseconsiderationsleadto thefollowing requirementsfor anonymity in useradaptive systems:

� Anonymoususeof the useradaptive systemshouldbe provided to foster a franker and more
extensive interactionwith thesystemwhich leadsto astrongerbasisfor adaptations.

� To increasetheperceived level of a system’s anonymity, it appearsto beadvantageousto include
theuserin theanonymizationprocess(which leadsto acomplexity7 of anonymity OA(N+1) for a
systemwhichpreviously showedacomplexity of OA(N)).

4.2 Pseudonymity

Chapter 4.1.1, Levels of Anonymity, covered levels of user identification ranging from super-
identificationto anonymity. From theperspective of usermodeling,the rangeof pseudonymity (latent
identificationandpseudonymousidentification) is of specialinterest. With the useof pseudonyms, it
is possibleto string sequencesof consecutive userinteractionswith the useradaptive system(e.g., in

7SeeChapter4.1.2,Complexity of Anonymity.
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differentsessions),creatinga sequenceof interactionswhich alsointerlinks differentsessionswithout
revealingtheidentity of theparticularuser. Pseudonymsalsomakesit possibleto link a usermodeland
theuserbeingmodeledwithout revealingtheuser’s identity to componentsof theuseradaptive system
or to theusermodelingsystem.

4.2.1 Typesof Pseudonyms

Pseudonyms8 canbefurthersubdividedaccordingto theirbearersaswell asto their uses[PWP90]:

� personpseudonym

– publicpersonpseudonym

– closedpersonpseudonym

– anonymouspersonpseudonym

� rolepseudonym

– transactionpseudonym

– applicationpseudonym.

Personpseudonymsareassociatedunequivocally with a person,wherebya personcanbearmorethan
onepseudonym. In thecaseof public personpseudonyms, theassociationof pseudonym andbeareris
publicly known (e.g.,a telephonenumber).A closedpersonpseudonymis publicly known, but theiden-
tity of thebeareris only known to theauthorityissuingthepseudonym (e.g.,aboxnumber).Anonymous
personpseudonymscanbeobtainedwithout revealingthe identity of thebearerwhich will be theonly
entity which is awareof the relationshipbetweenthe identity and the pseudonym (e.g.,a self-chosen
nicknamein achatdiscussion).

Rolepseudonymsareassociatedwith actionspersonsperformandcanbe sharedamongpersonsper-
forming thesameactions.A transactionpseudonymis valid only for a singletransaction.A transaction
pseudonym might be generatedfor a userof a kiosk informationsystem(see[FKN98] and[FKS97])
which is valid for the transactionof this particularuserwith thesystemandwill bediscardedwith the
following user. In contrast,applicationpseudonymslast for several sessionswith thesameapplication
systemandcanbedifferentfor differentapplicationsystems.

Rolepseudonymsenableusersto actin differentroles(seeTable2.1onp.22)or to actonbehalfof others
for acertainperiodof time. Whereastransactionpseudonymsonly lastfor ashortperiodandaretherefore
of limited benefitfor usermodeling,applicationpseudonymshaveanextendedscopeandareappropriate
for long-termmodeling. Personpseudonyms interlink all actionsof a personin all his sessionswith a
useradaptive system.Eventhoughpseudonymsareintendedto concealtheidentityof auser, thestream
of informationcollectedaboutonepersonmayprovide sufficient cluesfor deanonymization9.

8In this section,nodistinctionwill bemadebetweencontrolledanduncontrolledpseudonyms(seeChapter4.1.1,Levelsof
Anonymity).

9An exampleof deanonymizationis givenin Chapter7.2.2.4,InferenceIntegrity.
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4.3 UsingAnonymity and Pseudonymityin UserModeling

Anonymity andpseudonymity offer considerableadvantagesfor usermodeling.By limiting or disguising
therelationshipbetweenpersonsandtheir data,they reducethedemandsmadeby laws,guidelines,and
ethics. In addition,by satisfyinguserdemandsfor privacy (seeChapter2.3,UserDemands), they can
leadto betteracceptanceof useradaptive systems.

The enforcementof anonymity andpseudonymity in useradaptive systemsmeansthat the currentar-
chitectureof useradaptive systemsandusermodelingsystemsmustbeconsideredandnew meansand
proceduresfor establishinganonymity and pseudonymity must be developed. Proposalsfor meeting
theserequirementswill bemadein Chapter6, Solutionsfor AnonymityandPseudonymity.
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Chapter 5

Requirementsfor Security

This chaptercompilesrequirementsfor thesecurityof a usermodel,theusermodelingsystem,andthe
datathatis processedwithin them.Securityin generalinformationsystemsis acollective termfor several
relatedandsometimesoverlappingareas.In this chapter, securitywill be subdivided accordingto the
prevailing definitionof securityin informationsystemsinto the following threefactors(see[Sum97,p.
3], [Ber98, p. 199], [Pfl89,p. 4], and[Die90, p. 138]):

� secrecy

� integrity

� availability.

Becausethe amountof usermodelingfunctionality within useradaptive systemsshouldbe adjustable
accordingto theuser’schangingpreferences,useradaptivesystemscannotrely onafixedamountof user
modelingfunctionalityandmustaswell copewith missingusermodelingfunctionality. Theavailability
of ausermodelingsystem(i.e., thequality thatusermodelingsystemsandtheir functionalityarealways
provided to useradaptive systems)is thereforenot consideredin detail in this thesis.Riskscausedby
specialusermodelingtechniqueswhichendangertheavailability of usermodelingsystemsarediscussed
with regardto theusermodelingsystem’s internalintegrity (seeChapter7.2.2,Internal Integrity).

The requirementsfor secrecy in generalinformationsystemshave been,andcontinueto be,discussed
extensively in the literature. This is also the casefor certain information systems(e.g., information
systemsfor statisticaldata,seeChapter7.2.2.4,InferenceIntegrity) but not for usermodelingsystems.
It is obviousthatthesensitivity of thedataprocessedin ausermodelis mostlybasedon therelationship
betweenthedataandtheuser. Therefore,two requirementsaredefinedwherethefirst, anonymization,
focuseson the secrecy of the relationshipbetweenthe dataand the userand the second,encryption,
is intendedto ensurethe secrecy of the dataitself. Furthermore,confidentiality, asa weakenedform
of secrecy, is alsodiscussedhere.Confidentialityis describedasgrantingparticularusermodelclients
accessto usermodelinformationwhichis keptsecretfrom theremainingclients.Thereby, responsibility
for themaintenanceof specifiedsegmentsof theusermodelcanbetransferredto particularusermodel
clients who sharethe information within thesesegments. As the secondconstituentof security, the
integrity of ausermodel(i.e., thequality thatall processeddatais accurateandconsistentwith regardto

41
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theworld it describes)is discussedfrom theperspective of usermodelclientsasexternal integrity and
from theperspective of developersof usermodelingsystemsasinternal integrity.

In additionto the“higher-level” factorssecrecy, integrity, andavailability, several “lower-level” factors
which candeterminethesecurityof an informationsystemalsoexist. Unfortunately, in many casesno
clearcorrespondencebetweenthe“lower-level” factorsandthe“higher-level” factorscanbefound.Also,
thereis somedisagreementasto whatshouldbeincludedamongtheimportant“lower-level” factors,as
canbeseenfrom thefollowing table:

accesscontrol [LoSh87] [Die90] [Sum97] [Pfl89] [Gol99] [Lev95] [RG91]
accountability [LoSh87] [Sum97] [Pfl89] [Gol99] [RG91]
audit [LoSh87] [Sum97] [Pfl89] [Gol99] [Lev95] [RG91]
authentication [LoSh87] [Die90] [Sum97] [Pfl89] [Gol99] [RG91]
authorization [LoSh87] [Die90] [Sum97] [Gol99]
confidentiality [LoSh87] [Die90] [Sum97] [Gol99] [RG91]
controllability [LoSh87] [Die90] [Lev95]
correctness [LoSh87] [Die90] [Pfl89]
functionality [LoSh87] [Die90] [Sum97] [Pfl89]
identification [LoSh87] [Sum97] [Pfl89] [Gol99] [RG91]
plausibility [Die90]
recovery [LoSh87] [Die90] [Sum97] [Pfl89] [Lev95]
reliability [LoSh87] [Die90] [Pfl89] [Gol99] [Lev95] [RG91]
robustness [Die90] [Lev95]
safety [Sum97] [Gol99] [RG91]
supervision [LoSh87] [Die90] [Gol99]
trustworthiness [LoSh87] [Sum97] [Pfl89] [Gol99]
etc.

Table5.1: Furtherfactorswhichaffect thesecurityof informationsystems

The“lower-level” factorsI considerespeciallyrelevant for securityin usermodelingwill bediscussed
in thefollowing sections.

5.1 Requirementsfor Secrecy

The conceptof secrecyhasnot beenadequatelydefinedin the literature. It is thereforeappropriateto
offer somereflectionson theconceptsecret beforedefiningtherequirements.Oneof thefew definitions
of a secret is thatof Nelson[Nel94, p. 74]:

“One ‘commonsense’definitionof asecretis someinformationthatis purposelybeingkept
from somepersonor persons.It is interestingto investigatethebehavior andcharacteristics
of secrets;this canleadto doubtsaboutsecretsbeingeasilydefinedobjects.”

As Nelsonalsopointsout [Nel94, p. 75], therelationshipbetweeninformationandsecrecy is opaqueas
well:
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“Anotherinterestingquestionis whatpieceof informationcontainsor communicatesa se-
cret. The relationshipbetweeninformation andsecrecy is complicated,as the following
examplessuggest.

1. If we cut asecretin half, is it still a secret?[...]

2. If we moveasecretoutof context, is it still a secret?[...]

3. If we collect enoughnon-secretinformation and processit correctly, we may have a
secret.[...]

4. Someobserversmayalreadyknow somethingabouta secretor have a goodguesson it;
in thatcase,a largesecretcanbecommunicatedwith very little informationflow. [...]

5. Secretscanbecommunicatedby very condensedcodes,[...]

6. In encryptedcommunications,we cancommunicatelarge amountsof datawith no se-
crecy leak,becausethereis anothersecretprotectingtheflow. [...]

7. Sometimesthe information contentof binary datais easyto extract becausethe data
representationis aneasilyguessedstandard.[...]”

In termsof usermodeling,Nelson’s concernsmayhave thefollowing implications:

cf. 1.: Limited to thefield of usermodeling,thequestionis whethera segmentof a usermodelis still
a secretandhow small thesegmentsmustbebeforethey ceaseto qualify assecrets(seeChapter
5.1.2,SecrecythroughSelectiveAccess).

cf. 2.: Theremoval of the information’s context (i.e. concealingthe relationshipbetweentheuserand
his datathroughanonymization1) wasdealtwith in theprevious chapter. Informationprocessed
in useradaptive systemsusually is classifiedasbeingsecretonly becauseof its relationshipto
an identifiableperson(i.e., becausethe datais personaldata). The data(anonymized,no longer
personaldata)processedin useradaptive systems(e.g.,”an arbitraryuseris interestedin advice
on diseaseX”) is usually neithersecretnor worthy of being kept secret(for instance,because
it is widely known that information centerson diseaseX exist and that usersregularly access
informationfrom thesecenters).

In thecaseof usermodeling,moving thesecretoutof its context (i.e.,anonymizingtheinformation
processed)releasesthesystemfrom someof therequirementsfor secrecy.

cf. 3.: Accumulationof unrelated(i.e. anonymous)datais problematicin usermodeling. According
to Allen (seep. 11) usermodelsoughtto differentiateinteractionacrossindividuals. Therefore,
they needto accumulateenoughinformation aboutusersthroughentriesin the respective user
models. The numberof necessaryentriesand their contentdependson the applicationsystem
and the domainof the useradaptive system. With increasingnumberand diversity of entries,
the differentiationacrossindividuals improves, but the probability that the combinationof the
entriesin a usermodelis unique(anddifferentfrom entriesin all otherusermodels)increasesas
well. With a uniquecombinationof usermodelentries,deanonymization,or at leastinferenceof
furtherentriesof theusermodel,becomespossible(seetheexampleof Chapter7.2.2.4,Inference
Integrity).

1For thescopeof thissection,anonymityalsocoverspseudonymity.
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cf. 4.: Relatedto theissueof accumulationof datais theinclusionof knowledgeabouttheenvironment
of themodeleduserwhichcanleadto deanonymizationof ausermodelwith auniquecombination
of entries.

cf. 5.: Usermodelentriescanbehighly complex, very large,andnumerous(see[Pohl98]). If, instead
of the usermodelentries,we considertheir relationshipto a concreteuserto be the secret,the
secretmaybeencodedin averycondensedform. For instance,theencodingof therelationshipas
a bit sequencewill not be longerthan � �!�#"%$'&)(+*-, for * anonymoususermodels.It is therefore
possibleto hideanidentifying sequenceof length � (for instance,a pointerto anotherusermodel
containingidentifying information)in thedatawhich, thoughtto be anonymous,would actually
make it possibleto relateanonymousdatato identifying data.

cf. 6.: Encryptionof communicationis just asimportantin usermodelingasit is for communicationin
informationsystemsin general.A discussionof therequirementsfor encryptionin usermodeling
is givenin Chapter5.1.1.2,SecrecythroughEncryption.

cf. 7.: In thepast,usermodelshavecommonlybeenimplementedasadd-onsto individualuseradaptive
applicationsystems.For thatreason,theencodingof theusermodelentrieswasonly known to the
developerof thesesystems.However, with thetrendtowardopenusermodelswhichareapplicable
to severalapplicationsystems,theusermodelentriesmustbestandardizedanddocumented.The
encodingof theentriesthereforeno longerensuressecrecy.

As the above discussionshows, it is not obvious what shouldbe treatedasa secret in usermodeling.
Becauseof thevaguenessof thetermsecret, I offer nodefinitionof thetermsecrecyin usermodelingin
this thesis.Instead,requirementsfor thedifferentaspectsof secrecy in usermodelingwhichsupportthe
securityof theuseradaptive systemsarediscussedin thefollowing sections.

Shannon[Sha49, p. 656] divides “secrecy systems”into “concealmentsystems”(i.e. steganographic
systems2), “privacy systems”whichrequire“specialequipment”(e.g.,theencodingmechanismof apar-
ticularapplicationsystemfor usermodelentries)to discover theinformation,and“true secrecy systems”
(i.e. cryptographic systems) whereknowledgeof the informationis entirely contingenton knowing a
smallersecret,for instancea cryptographickey. Among thesesecrecy systems,cryptographicsystems
aremostappropriatefor useradaptive systems,becausethe secrecy of thesesecrecy systemsdepends
entirelyon theknowledgeof a cryptographickey. This key caneasilybedistributedover networks(for
which, if necessary, it canalsobeencrypted)andcanalsobeverifiedby cryptographicsystems.

Simmons’definition [Sim92, p. 180] of secrecydoesnot mentionthemechanismsor systemsusedfor
theestablishmentof secrecy:

“Secrecy refersto denialof accessto informationby unauthorizedindividuals.”

Rather, it is basedonthedivisionof individuals(whocanalsobeseenasdifferentusermodelclients)into
thegroupsof authorizedindividualsthataregrantedaccessto information,andunauthorizedindividuals.
Thisdefinitiondoesnotmentionexplicitly whatis to bekeptsecretandhow to doso,but it mentionsthe
individualswho areintendedto shareandto keepa secret.Fromtheperspective of usermodeling,this
definitionmeansit mustbepossibleto groupusermodelclientsthroughauthorizationinto agroupwhich

2See[MOV97, p. 46], [Sch96, p. 9], or [CD97].
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is ableto actjointly to maintaincertainusermodelentrieswhichareunknown to theother(unauthorized)
groupof usermodelclients.Severalsuchauthorizationsshouldexist, sothateachusermodelclient can
bein at leastonegroupwhichhasaccessto aparticularusermodelentry.

Nelson[Nel94, p. 75] alsoavoidsdefiningasecretandfocusesinsteadontheconditionswhichprotecta
secret:

“Whatever thedefinitionof asecretis, it seemsclearthatif noinformationis passedfrom the
holderof asecretto theobserver whodesiresthesecret,thenno secretsarepassedeither.”

Preventionof aninformationflow (within theusermodel)betweentwo usermodelclientsalsoprevents
theexchangeof knowledgeaboutsecretusermodelentriesbetweenthesetwo usermodelclients. This
meansthatSimmons’demandfor authorizationmustbeextendedto includetheconditionthatno user
modelclient is allowedto bein morethanoneauthorizedgroup.Otherwise,aninformationflow between
two groupscouldbeestablishedthroughausermodelclient whichbelongsto bothgroups.

In thefollowing sections,further requirementsfor secrecy in usermodelingwill bedevelopedfrom the
previous descriptionsof secrecy in usermodelingandthe mechanismsfor keepingusermodelentries
secretor confidential.For thescopeof this thesis,secrecyin usermodelingis definedto becomposed
of denialof accessto information(i.e.,usermodelentriesandtheir relationshipto anindividual) andof
selectiveaccessto information(i.e.,confidentialityof usermodelentrieswhich aresharedbetweenuser
modelclients).

5.1.1 Secrecythrough Denial of Access

Secrecy in usermodelingcanbeachievedthroughdenialof accessto theprocessedinformation.Denial
of accessto informationcaneitherbeinterpretedasdenialof accessto therelationshipbetweentheuser
andtheprocesseddataor asdenialof accessto theinformation(i.e., usermodelentries)of a particular
user. Thesetwo casesaredealtwith in thefollowing sections.

5.1.1.1 Secrecythr ough Anonymization

Anonymization3 of theinformationprocessedby ausermodelsystemdissolvestherelationshipbetween
a particularuserand the data(seeChapter4, Requirementsfor Anonymityand Pseudonymity). The
processedusermodelentriesareno longerassignableto a particularuser. This uncertaintyaboutthe
relationshipbetweena userandthe processeddataensuresthat thedataof any given userwill remain
secret.Therefore,secrecy throughanonymizationof theusermodelinginformationcanberequiredasa
basisfor thesecrecy of useradaptive systems.

5.1.1.2 Secrecythr ough Encryption

Theprevioussectioncoveredsecrecy of theuser’s information(i.e., therelationshipbetweentheuser’s
identity andtheusermodelentries)throughanonymization. In many cases,anonymizationof theuser

3For thescopeof thissection,anonymityalsocoverspseudonymity.
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model informationcannotbe implemented,dueto the purposeof the useradaptive system(e.g.,user
adaptive systemsemployed in electroniccommercescenarioswherephysicalcontacthasto be estab-
lishedfor certaintransactions).

To protectpersonaldatafrom inspectionwhenit is exchangedbetweenthe usermodelandits clients,
the informationmustbeencrypted.Throughtheoptionof anappropriatecryptographicsystem(e.g.,a
symmetricor anasymmetriccryptographicsystem4), theauthorizedusersof theinformationcanalsobe
determinedbeforetheencryptionprocess.

5.1.2 Secrecythrough SelectiveAccess

In the previous two sections,the focuswason denialof accesswithin a useradaptive system.Denial
of accesswasdescribedasdenialof accesswith regardto unauthorizedcomponentsof a useradaptive
systemby anonymizationof users’information. Whenanonymizationof theusermodelinformationis
impossibleor would bedetrimentalto theuser(e.g.,theinformationkept in theusermodelof a tutorial
systemmight be advantageousfor the userif presentedto someotherentity) the informationmustbe
keptpersonalized.

Theencryptionof theusermodelinformationis mostusefulfor protectingtheexchangeof information
betweentheusermodelandits clients.If encryptedentriesarestoredin ausermodelwhichcanonly be
decryptedby particularusermodelclients,theusermodelingagentwould be inhibited in its ability to
processtheentries.Their integrity, for example,couldnot bechecked (seeChapter5.2, Requirements
for Integrity).

Secrecy throughanonymizationor encryptionof usermodelinformationwasintendedto deny accessto
theinformationfor unauthorizedcomponents(seeSimmonsquotationonp.44)of auseradaptivesystem
(e.g.,usermodelclients).It is characteristicof bothmethodsthatsomecomponentsof theuseradaptive
systemareexcludedfrom theprocessingof informationby a conditionwith anegative statement.

Anotherpossibilityis tospecifyviaapositivestatementwhichusermodelclientsshouldbeableto jointly
maintainparticularusermodelentries. All clientsnot mentionedexplicitly throughthe authorization
processshouldbeexcludedimplicitly from theprocessingof theseentries.Thismethodmakesit possible
to specifyandenforcethe confidentialityof specificusermodelentriesbetweenparticularusermodel
clients. The joint maintenanceof particularusermodelentriesbenefitsuseradaptive systemsin two
ways. Firstly, explicit personaldatamustbeprovidedonly onceby theuser, andsecondly, usermodel
clientscanprofit from theextensionswhichotherusermodelclientshave addedto themodel.

Possiblemodesfor cooperationbetweentwo usermodel clients areshown in the following diagram
( 021436527#8:9 denotesusermodelentriesmaintainedby usermodelclient A):

4See[MOV97, 544], [Sch96, p. 4], or [DH76].
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cont(A)

cont(B)

cont(A)

cont(B) cont(B)

CONT-DIV CONT-SEP CONT-INCL CONT-SHAR

cont(A)

cont(B)

cont(A)

Figure5.1: Modesof cooperationbetweenapplicationsystems

Thedifferentmodesare:

CONT-DIV depictsthemodewhereusermodelentriesfrom clientA andclientB arecompletelyunre-
lated,e.g.,constituentsof two differentuseradaptive systems.Theusermodelingagentis unable
to correctinconsistenciesbetween<2=4>6?2@#A:B and <2=4>6?2@#CDB .

CONT-SEP shows two clientsmaintainingentriesin oneusermodelingagentwithout interfering.The
entriesare hostedby one usermodel without mutual reuseof entriesby two clients and each
usermodelclient is itself responsiblefor theconfidentialityof its entries.Nevertheless,theuser
modelingagentis ableto makemodificationsin <2=4>6?2@#A:B in dependenceon <2=4>6?2@#CDB andviceversa
(for instance,if <E=4>6?F@#CDB containsanentrywhich is contradictoryto anentryof <2=4>6?2@#A:B ).

CONT-INCL denotesthemodewheretheusermodelentriesof client B area subsetof theentriesof
client A. All entriesmadeby B arealsoknown by A andmustalsobekeptconfidentialby A. The
entriesof <E=4>6?F@#AGB which arenot in <E=4>6?F@#CDB arenot accessibleto B. Therefore,no requirements
for theconfidentialityof theseentriesmustbesetupwith respectto B.

CONT-SHAR is themodewheretheusermodelcontainsentrieswhich aresharedbetween(at least)
two clients.Theentriesin theintersectionof <2=4>6?2@#A:B and <2=4>6?2@#CDB aremaintainedjointly by the
usermodelclientsA andB andhave to bekeptconfidentialbetweenthem.Throughtheseentries,
aninformationflow existsbetweenthetwo usermodelclients.

Which of thesefour modesis requireddependson the particularuseradaptive system,the type of co-
operationbetweenthecomponentsof this system,andthebenefitof sharingusermodelentriesbetween
usermodel clients. Measuresfor supportingthe confidentialityof usermodelentriesare requiredto
supportat leastoneof thesefour modes.In additionto this basicrequirementfor confidentialityin user
modeling,severalotherrequirements,which focuson theeffectivenessof thesecurityfeaturesandtheir
applicability for userswhendefiningtheir individual requirementsfor theconfidentialityof usermodel
information,mustbedefined:

Confidentiality: The information (i.e., usermodel entries)which is provided by the userexplicitly
(e.g.,throughfilling out forms)or implicitly (e.g.,gainedthroughtheinteractionwith anadaptive
applicationsystem)mustbetreatedaccordingto theuser’s individual requirementsfor theconfi-
dentialityof theinformationsubmitted.Theusermustbeableto definewhich usermodelclients
will bepermittedto shareparticularinformationfrom hismodel(seethedifferentmodesin Figure
5.1).
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Grade of confidentiality: Differentgradesof confidentialitymight be requiredin order to reflect the
differentsensitivity of theprocessedinformationandtheamountof trustplacedin particularuser
modelingclients.

Flexibility: Theconfidentialitydemandedof theprocessedinformationshouldbedefinablein aflexible
mannerto accommodateit to changingconditions(e.g.,varyingsensitivity of information,differ-
entuserdemands,temporaryneedfor cooperationbetweenclients,changingtrust in application
systems,etc.).

Scalability: Theconfidentialityof thesystemshouldbeensuredin spiteof thefactthatclientsareadded
to or removedfrom theuseradaptive system.Themechanismswhich ascertainconfidentiality, in
particular, shouldbeindependentof thenumberof clients.

Userorientation: Theprocessfor definingdemandsfor confidentialityshouldbe intuitive andintelli-
gible to theuserwho is intendedto arrive at adefinitionbasedonhis personalopinions.

Delegationof administration: To supporttheuserin definingtheconfidentialityhedemands,asmuch
aspossibleof theadministrativeeffort shouldbedelegatedto thesystem.Theusershouldbeasked
only how hewishesto combine,refine,andextendexistingdefinitions.

In Part III, Solutionsandtheir Applicability for UserModelingPurposes, thecompatibilityandenforce-
mentof the requirementsfor secrecy andconfidentialitywill be discussed.Possiblewaysof meeting
particularrequirementswill be proposedandtheir applicability for usermodelingwill be describedin
detail(seeChapter7.1,Solutionsfor Secrecy).

5.2 Requirementsfor Integrity

Theintegrity of auseradaptive systemis contingentonamultitudeof factorswhich includetheintegrity
of theusermodel,theclientsof theusermodel,theuseradaptive systemwhichemploys theusermodel,
thedomainof theuseradaptive system,andtheusermodelinformation.Thenumberof factorsinvolved
andtheir diversity indicatethat integrity (andthereforeits requirements)cannotbedefinedin a concise
manner. Even for more narrow fields, thereare manifold definitionsof integrity, as is evident from
Campbell’s conclusionregardingthefield of databaseintegrity [Cam95, p. 745]:

“We’ve seena list of 150definitionsof ‘integrity’.”

Insteadof addinganotherdefinition for integrity in usermodeling, I will discussthe requirementsfor
integrity for selectedfactors5 (seeTable 5.1 on p. 42) which I considerespeciallyrelevant for user
modeling. Regardingthe usermodelas the main componentof a useradaptive system,integrity can
be divided into external integrity, which is contingenton factorsoutsidethe usermodel,and internal
integrity, whichdependson theinternalstateandprocessesof theusermodel.

5See[Sum97], [Pfl89], or [CFMS94]for a moreextensive discussionof integrity in informationsystems.
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5.2.1 Requirementsfor External Integrity

The requirementsfor external integrity of a usermodel canbe describedfrom the perspective of the
usermodelclients(i.e., theuseradaptive applicationsystems)which make useof theentriesin theuser
model. The external integrity of the model is dependenton a complex of factors(seeTable5.1 on p.
42). Beyondthefactorsfor integrity in generalinformationsystems,which arenot mentionedin detail
in this section,thereareparticularrequirementswhich areof specialrelevancefor usermodeling.The
following is acompilationof theserequirementsfor theexternalintegrity of ausermodel:

Completeness:Theentriesin theusermodelmustbecompletewith respectto theapplicationsystem
anddomainin orderto permitall adaptationstheapplicationsystemis ableto perform.Obviously,
this requirementis in contrastto the demandthat a usermodelshouldbe constructedimplicitly
in anincrementalway (seeRich quotationon p. 27) to avoid distractingtheusersfrom their main
task(e.g.,informationretrieval). Becausetheability to copewith incompleteinformationabout
theuseris contingentontheparticularadaptiveapplicationsystemwhichemploys theusermodel,
this requirementis not consideredfurther.

Consistency: The informationin theusermodelmustbe consistent.At any given time a modelmust
not containanassertionabouttheuserandits converse.

Correctness:Givena usermodelwith theability to generatenew assertionsfrom an initial setof as-
sertionsby applyingruleswhich representthe domain(e.g.,by meansof a productionsystem,
see[GN87]), correctnessrequiresthatall assertionsgeneratedabouttheuserarealsovalid in the
domainof theadaptive applicationsystem.

Adequacy: Ontheanalogyof acalculusin logic [GN87],adequacy of theusermodelis definedasgiven
if completenessand correctnessare present. Assumingcompletenesswith regard to a specific
domaincanbe achieved, for mostusermodelsit will be presentonly after an initial phase(of
arbitrarylength)in which theusermodelis constructeddynamically. During this phaseadequacy
is notgiven.

Timeliness: Extendingtherequirementsfor correctnessandcompletenessis thedemandfor timeliness
of theusermodel(entries).Theapplicationsystems(andtheuser)mustincludeusermodelentries
which reflectthecurrentcharacteristicsof theuser. Theusermodelmustbeableto handleentries
whichchangefrequentlyandwhichcanacceptcontradictoryvaluesin differentstateswith respect
to time.

Authorization: A useradaptive systemin which several usermodelclients jointly maintainthe user
modelshouldbeableto conferdifferentareasof responsibilitywithin theusermodelontodifferent
clients,possiblywith someareasof responsibilitysharedbetweenparticularclients(seeFigure5.1
on p. 47). By authorization,the allocationof permissionsto clientsconcerningdifferentsetsof
usermodelentriescanbe formalizedandenforced.In Chapter5.1.2,SecrecythroughSelective
Access, authorizationwas introducedasa meansfor ensuringthe confidentialityof usermodel
entries.Authorizationcanbeusedequallywell for themaintenanceof theintegrity of usermodel
entries.For example,thepermissionto modify particularusermodelentriesmightonly begranted
to selectedclientswhichareknown to respecttheintegrity (or validity) of theentries.
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Identification: Authorizationmakesit necessaryto distinguishthe differentusermodelclientsmain-
tainingasharedpartof ausermodelfrom eachother. Theidentificationof clientscanberequired
on differentlevels(seeChapter4.1.1,Levelsof Anonymity).

Authentication: Authenticationof theclientsenablestheusermodelto verify their identity. Further-
more,usermodelentriescanalsobeauthenticated,therebyenablinga retrieving client to verify
theauthenticityof anentryand/ortheidentity of theinsertingclient. This meansthata client can
verify thatanentrywasmadeby a particularclient. For instance,anadaptive applicationsystem
could verify that an entry which certifiesa certainlevel of expertisewasmadeby a competent
entity andhadnotbeenchanged(e.g.,by theuser).

Accountability: With differentclientsmaintaininga sharedusermodel,theaccountabilityfor modifi-
cationsof a particularusermodelentry is essentialfor the accuracy of the usermodel. It must
be possibleto tracea specificusermodel entry to the client which is accountablefor it or its
modifications.

Supervision: The usershouldbe able to control andsupervisethe usermodeland the useradaptive
systemin orderto observe its functioningandevaluateits usefulness,checkandcorrectthedata
processedwithin theusermodel,monitor the informationflow, andinterferewith theprocessing
if necessary. Supervisionthereforerequiresmeasuresfor inspectingandcorrectingtheusermodel
andits entries.

Whenthesefactorsaretakeninto consideration,theexternalintegrity of ausermodelcanbesubstantially
improved. Sincea concisedefinition of integrity in usermodelingcould not be found, further factors
shouldbeaddedwith respectto agivenuseradaptive systemandits domain.

5.2.2 Requirementsfor Inter nal Integrity

The internal integrity of a usermodeldependsmainly on the methodsandmechanismsemployed for
the representationand processingof the datawithin the usermodelingsystemwhich hoststhe user
model.Internalintegrity is alsoinfluencedby constraintson theusermodeldatacausedby theadaptive
applicationsystemsandthedomainsin which they operate.

Therequirementsfor internalintegrity of usermodels,andof theusermodelingsystemsthathostthem,
extendcommonintegrity requirements6 to includethefollowing factors(see[Kay95] and[Jon89] for a
discussionof severalfactors):

Data integrity: Theintegrity of thedatamustbeconsideredwhile inserting,storing,modifying, delet-
ing, processing,andretrieving datawithin ausermodel.A basicintegrity conditionis thatall data
insertedhasto beretrievable(with unchangedvalue).As a furthercondition,theprocessingof the
datais only allowed to producenew dataconsistentwith the inserteddata(e.g.,in particular, the
converseof aninserteddataitemmustnotbegeneratedby aproductionsystem).After deletionor
modificationof theentriesunderlyinga derivation, it mustbepossibleto re-inferdatawhich was
derivedon thebasisof a particularmodelentry.

6For example,integrity requirementsfor databases,see[Ull88], [Mai83], [PL92], or [CK94].
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Systemintegrity: The systemimplementingthe usermodel (i.e., the usermodelingsystem)hasto
ensuresystemintegrity asa basisfor thecorrectoperationof theproceduresit is executing(e.g.,
concurrency control).

Transition integrity: Statetransitionsof theusermodelmusteitherensureintegrity with respectto the
completeexecutionof theintendedstatetransition(e.g.,preventionof deadlocks,compliancewith
informationflow restrictions)or providemeansto enabletheusermodelto recover from imperfect
statetransitions(e.g.,rollbackmechanisms,backupandrecovery procedures).

Inferenceintegrity: Usermodelclientswhich areauthorizedwith well-definedaccesspermissionsfor
particularusermodelentriesmustnot beableto obtainmoreinformationthanintended,e.g.,by
meansof inferenceor combinationof accessmodes.

Constraint integrity: Constraintson the user model and its data (e.g., providing anonymous data)
shouldbesupportedasfaraspossible(e.g.,throughpreventionof deanonymization).

Semanticintegrity: Restrictionsonvaluesof usermodelentries(e.g.,asetof integervaluesfor theage
of theuser)aswell asrestrictionson combinationsof valuesof particularusermodelentries(e.g.,
ageandpermissions)or evolution of entries(e.g.,strictly monotonicallygrowing valuesfor the
user’s age)shouldberespected.

Alteration integrity: Certainusermodelentriesshouldbe protectedfrom alterationregardlessof the
authorizationof theclient (e.g.,anidentifierfor theuserbeingmodeledor particularentriesmade
by otherclients). If protectionfrom alterationis not feasible,alterationshouldat leastbeobserv-
able.

In Chapter7.2, Solutionsfor Integrity, theserequirementswill be discussedin detail. Solutionsfor
requirementswhich have beenimplementedin differentusermodelingsystemswill be discussedand
examplesgiven. Possiblesolutionsfor requirementswhich have not beenmetso far areproposedand
their applicability for usermodeling is discussed.Requirementswhich are incompatiblewith other
requirementsfor integrity or incompatiblewith requirementsfor secrecy will beexaminedandtheirpros
andconsweighedagainsteachother.

5.3 Requirementsfor Availability

Useradaptive systemsposeno additionalrequirementsfor availability in comparisonto generalinfor-
mationsystems.Factorsensuringavailability for generalinformationsystemshave beendescribedin
the literature(see[BDD92], [Lev95], [Pfl89], [Gol99], and[Sum97]) andarenot furtherconsideredin
this thesis.Becauseuseradaptive systemscannotrely thatusermodelingfunctionsarealwayspresent
– dependingon the user’s currentpreferences– the availability of user-selectedusermodelingagents
andthefunctionsthey provide cannotbeguaranteeddueto theuser. We discussfactorswhich peril the
availability throughcertainusermodelingtechniqueswith regardto theusermodelingsystem’s internal
integrity in Chapter7.2.2,Internal Integrity.
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Thestructureof this partof my thesiscorrespondsto thatof Part II, Requirementsfor Securityin User
Modeling. Wherever possible,solutionsfor meetingthe requirementsoutlined in the corresponding
chaptersof theprevious partareproposedhere. Requirementswhich cannotbesatisfiedby usermod-
eling alonearepointedout (e.g.,therequirementfor completenessof theusermodelinformation),and
mutuallyexclusive requirements,suchasthosefor confidentialityandintegrity, arecontrasted.

In Chapter6, Solutionsfor AnonymityandPseudonymity, solutionsfor the requirementsregardingthe
differenttypesof anonymity (i.e.,environmental,content-based,andproceduralanonymity), complexity
of anonymity, and levels of anonymity are discussed.The value of the mix technique introducedby
Chaumin providing procedural anonymityfor a wide rangeof useradaptive systemsis demonstrated.
To make thismix techniqueavailablefor usermodeling,I implementedthemix techniquewhichensures
theproceduralanonymity of messagesin theKQML languageusedfor exchanginginformationbetween
componentsof the useradaptive system. To accomplishthis, the KQML languagewas extendedto
theSKQMLlanguage,which makesit possibleto exchangeencrypted andauthenticatedmessages– a
prerequisitefor the KQMLmix implementationI carriedout. The propertiesof senderanonymity and
receiver anonymity provided by the implementationarediscussedwith respectto their importancefor
usermodelingpurposes.The implementationmakesit possibleto includethe componentsof the user
adaptive systemandtheuserin theanonymizationprocess.Not only doesthisenabletheuserto commit
theuseradaptive systemto a particularcomplexity of anonymity, but it alsopermitstheinclusionof the
userin theanonymization,giving theusergreaterconfidencein his anonymity.

Chapter7, Solutionsfor Security,describessolutionsfor the requirementsfor securityandintegrity of
usermodelingsystemsandof the informationthesesystemsprocess.Methodsfor maintainingsecrecy
throughdenialof accessandthroughselective access(i.e. confidentiality)areproposedandtheir appli-
cability for usermodelingis discussedin detail.

Secrecy throughdenialof accessto theinformationprocessed(i.e.,exchangedbetweencomponents)in a
useradaptivesystemis achievedby encryption.An existingsoftwarelibrary for exchanginginformation
via the KQML languagewas extendedby meansof the Secure Sockets Layer making encryptedand
authenticatedcommunicationin electronicnetworks possible. Sincethe useof this extendedSKAPI
software library requiresonly minor modificationsof the componentsof the useradaptive system,it
canbe appliedto a wide rangeof systems.It enablesa flexible useof encryptionandauthentication
algorithmswhichcanbedeterminedby theapplicationsystemandtheusermodelwithoutbeinglimited
to thefixedinfrastructureprovidedon thenetwork layerfor suchpurposes.

Secrecy throughselectiveaccess to usermodelinformationmeansthat the componentswhich should
beableto operateon particularusermodelentriesby dedicatedactions(e.g.,read, delete) arespecified,
therebyensuringconfidentialityof theparticularentriesbetweenthesecomponents.Somewell-known
modelsfrom thesecurityliteraturefor noninterference,accesscontrol,andinformationflow controlare
describedandsupplementedwith examplesof usermodeling. For the sake of wider applicability, an
accesscontrolmodelwhich actsasa filter betweentheusermodelandits clientswaschosenfor imple-
mentation,becausethis reducesthe demands7 on the usermodelandthe usermodelingsystemwhich
hostsit. The role-basedaccesscontrolmodeloffersa high degreeof flexibility andcomprehensibility.
It canbeusedfor authorizingtheusermodelclientsandfor representingtheusersbeingmodeledin the
differentrolesthey assumewhile interactingwith useradaptive systems.

7In comparisonto informationflow controlmodels.
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Consideringthewide varietyof representationandinferencetechniquesaswell asusermodelingmeth-
ods,thegeneralscopeof this thesis(which doesnot focuson a particularusermodelingsystem),it has
not beenpossibleto meetall the requirementsoutlinedin Part II . Instead,noteworthy solutionsfor the
requirementsimplementedin differentusermodelingsystemsaresummarizedin Chapter7.2,Solutions
for Integrity. Also, theinherentpartialcontradictionbetweenconfidentialityandintegrity is outlined.
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Chapter 6

Solutionsfor Anonymity and
Pseudonymity

In this chapter, solutionsfor the requirementsof anonymity andpseudonymity given in Chapter4, Re-
quirementsfor AnonymityandPseudonymity,arepresented.Thesolutionsproposedhereareindepen-
dentof particularusermodelingsystemsanduseradaptive systems.Hence,requirementswhichdepend
on the type of adaptive system,its domain,or the usermodelingsystememployed arediscussedonly
in termsof featurescommonto many suchsystems.Waysof usingmy implementationin providing
environmentalanonymityfor awiderangeof useradaptivesystemsaredescribed.TheKQMLmiximple-
mentationalsomakesit possibleto includecomponentsof theuseradaptive systemandtheuserin the
anonymizationprocess,giving theusergreaterconfidencein theanonymizationprocess.

6.1 Anonymity

In thefollowing sections,waysof achieving thedifferenttypesof anonymity requiredin Chapter4.1.3,
Typesof Anonymity,arediscussed.Solutionswhich applyto themajority of useradaptive systemsand
theusermodelsemployedby themarediscussedin detail,whereassolutionsthatdependon particular
systemsareonly touchedon briefly.

6.1.1 Envir onmental Anonymity

The technicalmeansof useradaptive systemsareinadequateto ensureenvironmentalanonymity (see
Chapter4.1.3,Typesof Anonymity) sincethis type of anonymity is contingenton suchadministrative
factorsin theenvironmentof useradaptive systemsas: thenumberof users,thediversity of theusers,
thetemporalsequenceof interactions,thetypesof applicationsystemsinvolved,andthedataprocessed.

In somecases,useradaptive systemscanbe enabledto detectconditionscritical to anonymity (for in-
stance,detectpotentialdeanonymizationandprevent it, seeChapter7.2.2.4,InferenceIntegrity). How-
ever, mitigatingsuchconditionsusuallyliesbeyondthemeansof thesystemandmustbehandledin the
environmentin which theuseradaptive systemoperates.

57
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6.1. ANONYMITY

6.1.2 Content-basedAnonymity

Content-basedanonymity canbe further subdivided into formal anonymityandcontextual anonymity.
Formalanonymity involvesremoving all uniqueidentifiersandidentifierswhichareuniquein combina-
tion from theexchangedinformation.For instance,thenameof ausermight serve,perhapsin combina-
tion with theaddress,asauniqueidentifierfor thatuser. All informationexchangedbetweentheapplica-
tion systemandtheusermodelmustbepurgedof suchidentifiersin orderto protecttheuserfrom being
singledout within an anonymity set (seeChapter4.1.1,Levelsof Anonymity). Whentrustworthy ap-
plicationsystemssubmitinformationwithout scrambling1, this might beachievedthroughfilters which
sortout suchinformation.For usermodelsservingapplicationsystemswhichoperateanonymouslyand
applicationsystemswhich dependon identifying information,a compartmentalizedusermodel,where
anonymousandidentifying informationis keptseparate,is appropriate.Thisapproachwill bediscussed
in Chapter7.1.2,SecrecythroughSelectiveAccess.

Contextual anonymity is presentwhennodeanonymizationby meansof theexchangedmessagecontent
is feasible.Deanonymizationoftenfollows thepatternof selecting(combinationsof) attributesof single
occurrenceandassigningtheseattributes(e.g.,usermodelentries)to entities(e.g.,users)by integrating
knowledgeaboutthe environment. An exampleof deanonymizationwhich usesthe content(i.e., user
model entries)is given in Chapter7.2.2.4,InferenceIntegrity. Becauseproceduresfor this type of
anonymity mustbedevelopedin dependenceof therespective useradaptive systemandusermodel,no
solutionscommonto all scenarioscanbeproposed.

6.1.3 ProceduralAnonymity

To provide proceduralanonymity, any informationon the communicationlayer which might provide
cluesto thesender’s or receiver’s identity mustbeconcealed.Thenecessityfor this typeof anonymity
becomesevidentwhenweconsidertheamountof researchonproceduralanonymity for thespecialcase
of Internetusage.In thefollowing pages,severalimplementationsandtheirmostimportantmechanisms
for providing proceduralanonymity for differentapplicationsaredescribed:

Anonymizers for web accessincreasethe complexity of anonymity OA(N) (seeChapter4.1.2,Com-
plexity of Anonymity) by (only) 1 while servingasanintermediarybetweenthewebbrowserand
thewebserver. Currentsystems2 routerequeststhroughoneproxywhichintermitstherelationship
betweenclient andserver andestablishacomplexity of anonymity of OA(0) wheretherehadpre-
viously beenno anonymity whatever. All informationexchangedbetweenoneclient andseveral
serversis routedthroughonenode(i.e., theAnonymizer)which mustbetrustedto not reveal the
identity of theclient.

LPWA: TheLucentPersonalizedWebAssistantactsasan intermediarybetweenthewebbrowserand
personalizedWebservices(see[GGMM97] and[GGKMM99]). It extendsthemechanismof an
Anonymizer(seeabove) by generatinga differentpseudonym, a password, andalsoanemailad-
dressfor eachpersonalizedwebservicetheuseraccessesthroughtheLPWA andtherebyconceals
the identity of the user. Unfortunately, all personalizedinformationis alsoroutedthroughonly

1Scramblingmightbeperformed,e.g,throughencodingin anapplicationdependentformat.
2Seehttp://www.anonymizer.com , http://www.rewebber.de .
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onenode(i.e., theLPWA server) which hasto betrusted.Thecomplexity of anonymity with this
approachis alsoOA(0).

AnonymousRemailers allow usersto sendemailmessageswithout revealingtheir identity (i.e.,email
address)to the receiver (see[Cha81], [GT96], and [MK98]). In addition to the two solutions
describedabove,ananonymousremailercando morethanactasanintermediarybetweensender
andreceiver. Severalanonymousremailersmaybecombinedto a sequence(of length P ) through
whichmessagesarerouted,thusestablishingacomplexity of anonymity OA( PGQSR ). Themessages
areencryptedin awaythatconcealstherelationshipbetweensenderandreceiverof amessagebut
allows eachremailerin thesequenceto decryptthe informationneededfor routing themessage.
This meansthat remailerswithin thesequenceareableto determinetheir directneighborsin the
sequence(i.e., theirpredecessorandtheir successor),but notall constituentsof thesequence.The
mechanismusedwith anonymousremailerswill becoveredin thefollowing sections.

Onion Routing provides anonymity and secrecy on the network layer (see[GRS99] and [SGR97]).
It is basedon a mechanismsimilar to that employed with anonymous remailers,with several
restrictions.Betweenthenumerousintermediarieswhich intermit therelationshipbetweensender
andreceiver, symmetricalencryptionis employed,becausethis reducesprocessingtime, to keep
theexchangedinformationsecretfrom anetwork observerandtheintermediaries.For thispurpose,
after an initial phase,the sequenceof intermediariesis kept stableand provides complexity of
anonymity OA( PTQUR ) for a previously determinednumberP of intermediaries.With thenumber
andthesequenceof intermediaries,aproxywhichcanprovideananonymousconnectionbetween
the senderandthe receiver mustbe configuredprior to its use. Using a pre-configuredproxy is
convenientfor applicationsystemsbecauseof its transparency. However, if theparametersof this
connection(e.g.,thecomplexity of anonymity or thereceiver) arechanged,a new proxy mustbe
establishedwith thenew parameters.For ausermodelserver whichhostsV usermodelsof which
eachwishesto communicateanonymouslywith W applicationsystems,the numberof necessary
proxiesis VYXZW . Theseproxiesoperateon thenetwork layer(seeFigure6.6on p. 77) andmustbe
establishedby meanswhichareexternalto theapplicationsystem.

Crowds allows agroupof usersto browsethewebin ananonymousmanner(see[Reit98] and[RR99])
within an anonymity set. The browser requestsare routedthrougha network which hidesthe
link betweenbrowser and web server by a mechanismsimilar to thosedescribedabove. The
numberof intermediaries,aswell asthesetof intermediariesused,is determinedrandomlyand
changeswith every connectionmadefrom the senderto the receiver. The applicationsystem
(andconsequentlythe userof the useradaptive system)is not ableto determinethe parameters
of the anonymization process.Anotherdrawback is the encryptionmethodusedwith Crowds,
which allows eachintermediaryto gainknowledgeof the informationexchangedandkeepsthis
informationsecretonly while in transitbetweentheintermediaries.

This listing givesan overview of the stateof the art for anonymization on the Internetand its differ-
entapplicationsystems.Eachof thepreviously describedmechanismsfocuseson differentaspects(see
[BFK2000] for an analysisof the different protectiongoals). Anonymizers and the LPWA allow for
anonymity while browsing the Web. They offer convenience(for instance,by generatingpseudonyms
automatically)within the limited applicationof web browsing. They offer anonymity only to a very
limited degree(i.e., complexity of anonymity (OA(0)) anddo not keepthe informationsecretwhile in
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transit.AnonymousRemailers introduceencryptionmechanismsto protectthesecrecy of theexchanged
information.Informationis notonly keptsecretwhile in transit,but is alsokeptsecretfrom theinterme-
diariesinvolved. In addition,theuseris ableto definethenumberandsequenceof theintermediariesto
beusedfor anonymizationof emailtraffic. OnionRoutinggeneralizesthesemechanismsin awaythatal-
lowsvariousapplicationsystemsto usetheInternetanonymously(throughTCP, seeFigure6.6onp.77),
regardlessof thespecificprotocoltheapplicationsystemuses.Thisversatilityhastwo drawbacks:First,
it offers no meansfor configuringthe anonymizationprocessprovided to the applicationsystem,and
second,aproxy is dedicatedto aconnectionbetweenonesenderandonereceiver. Crowdsimplementsa
mechanismsimilar to that introducedwith AnonymousRemailers for thespecificcaseof webbrowsing
via a proxy which routesthe browser’s requeststhrougha network of otherCrowdsparticipants.The
generationof anintermediarysequencecannotbeinfluencedby theuserandtheinformationprocessed
is not keptsecretfrom theintermediaries.

Thiscomparisonshowsthattheimplementationsthathavebeendiscussedsofar (in this thesis)areeither
designedfor specificapplicationsystems(e.g.,webbrowsingthroughLPWA) or for anonymousaccess
to the Internetin general(e.g., throughOnion Routing). All implementationsincludeelementswhich
areappropriatefor usermodeling(e.g., the automaticgenerationof pseudonyms or the independence
of the proxy from the applicationsystem)but no implementationoffers all aspectssimultaneously. In
the following sections,we describethe KQMLmix implementation. This implementationcombines
factorsof theimplementationsdescribedabove which areconsideredto beimportantfor usermodeling
purposes:senderanonymity, receiver anonymity, secrecy, authenticity, andthedynamicconfigurationof
thesefactors.

6.2 ProceduralAnonymity thr ough Mixes

Anonymity is contingenton theability to remainincognitowithin ananonymity set(seeChapter4.1.1,
Levelsof Anonymity). This requiresuniformity of the informationexchangedbetweenthe communi-
cationpartners.However, uniformity of the exchangedmessagesis not compatiblewith the generally
different contentswhich shouldbe exchangedbetweenthe communicationpartners. For this reason,
a new componentis includedin the useradaptive systemwhich makesit possibleto handlemessages
uniformly andwhichconcealstherelationshipbetweensenderandreceiver.

Several techniqueshave beenproposedwith different focusesregardingsenderanonymity or receiver
anonymity in communicationnetworks.

With Implicit AddressesandBroadcasting(see[FL75] and[PW87]) all potentialrecipientsreceive the
messagesemittedby asender. Sincethemessagehasbeenpreparedcryptographically, only theintended
recipientis able to perceive that it is the addresseeand is able to decryptthe message.In this way,
receiver anonymity is ensuredwith respectto anobserver capableof inspectingall messagesexchanged.
Thenumberof messagesto betransportedwithin thecommunicationnetwork with this techniqueis the
productof potentialrecipientstimesthenumberof messagesdestinedfor any recipient.Therefore,this
is feasibleonly in networkswith eitherfew communicationpartnersor little traffic. Anotherdrawback
is thelackof senderanonymity (therecipientis ableto determinethesenderof amessage).

DC-Networks (see[Cha88] and[PW87]) superposea messagewith previously exchangedsecretkeys
from eachparticipantof thenetwork. Thisprovidesinformation-theoretic senderanonymity in exchange
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for amassive amountof key administrationfor apreviously definedanonymity set.

The previously describedtechniquesareappropriatefor usermodelingto a limited extent only. They
provide senderanonymity or receiver anonymity, but not bothsimultaneously. Furthermore,sincethey
apply to fixed setsof participantsonly, they arenot suitedfor an opennetwork whereuseradaptive
applicationsystemscanbe removed from or addedto the useradaptive system. The mix technique,
which is describedin thefollowing sections,is moreapplicable.

6.2.1 The Mix Technique

Themix techniquewasintroducedby Chaumasa technique[Cha81, p. 84]:

“[...] thatallows anelectronicmail systemto hidewho a participantcommunicateswith as
well asthecontentof theinformation– in spiteof anunsecuredunderlyingtelecommunica-
tion system.[...] Onecorrespondentcanremainanonymousto asecond,while allowing the
secondto respondvia anuntraceablereturnaddress.”

This techniqueprovidessenderanonymity aswell asreceiver anonymity by meansof asymmetriccryp-
tography(i.e., public key cryptography, [MOV97, p. 544], [Sch96, p. 4], [DH76]). The main taskof
a so-calledmix is to serve communicationpartnerswith an intermediarywhich collectsmessagesfrom
differentsendersandforwardsthosemessagesto therespective receiversafterre-shuffling thesequence
of themessages.Themainactionsof amix include[Cha81]:

1. receiptof n messagesfrom differentsenders

2. decryptionof themessages

3. changeof thesequenceof themessages

4. dispatchof themessagesto therespective receivers.

In thefollowing, themainactionsaredescribedin moredetail:

Receiptof n messages:The mix waits for n messagesfrom m different senders,wheren ] m. The
numbern of bufferedmessagesandthenumberm of differentsendersdependon thenumberof
participants,the traffic, the latency, andthe probability of anonymity which shouldbe achieved
(see[Kesd2000], [GT96], [KEB98], [Abe98] for calculations).

Decryption of messages:Theuseof anintermediarycanconcealthesenderidentity from thereceiver
andvice versa. For an observer capableof inspectingthe messagesroutedthroughthe network
(e.g.,themessageswhich arehandledby the mix), the relationshipbetweensenderandreceiver
is obvious. To prevent this linking of senderand receiver by meansof the message’s content,
encryptionis usedto forestallinspectionwhile themessageis in transitthroughthenetwork. The
algorithmfor encryptionanddecryptionis describedin Chapter6.2.3,KQMLmix. Whenlayered
public key encryptionis used,themix gainsno knowledgeof theprocessedmessage’s content.
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6.2. PROCEDURALANONYMITY THROUGHMIXES

Changeof sequence:Despiteencryption,anobserver of themix componentis ableto relateincoming
andoutgoingmessages(andthereforesenderandreceiver) by their sequence.Thechangeof the
messagesequencein arandommannerimpedesthisrelation.Sincesimilarcluesmightbeacquired
on thebasisof themessagelength,messagesshouldbepaddedto uniform length(seebelow).

Messagedispatch: Thedecryptedmessagesareforwardedto therespective receiver. To preventundue
latency while waiting for n messages(see1.) dummymessagesmight be generatedandsentto
arbitraryreceiverswhich mustignoresuchmessages[FGJP98].Evenwith n-1dummymessages,
receiver anonymity (concerninganobserver of thenetwork) is given.

Thefollowing figureshows theprocessschemeof themix component.Messagesfrom differentsenders
arereceived,decrypted(illustratedby removing thebox framein Figure6.1),mixed,anddispatchedto
thereceivers:

mix

compo-

nent

sender1

sender2

sender3

receiver1

receiver2

receiver3

Figure6.1: Mix scheme

Theprocessshown in Figure6.1containsonemix andprovidesacomplexity of anonymity of OA(0) (see
Chapter4.1.2,Complexity of Anonymity), becauseonemix candefeatanonymity sincetherelationship
betweensenderandreceiver canbe establishedby meansof the messageroutedthroughthis mix. To
increasethecomplexity of anonymity, severalmixescanbeusedin a sequence.This enablestheuserto
adjustthesystemto hisexpectationsregardingcomplexity of anonymity. Thefollowing figureshows an
exampleof OA(3) with four mixes:

mix

compo-

nent

1

mix

compo-

nent

mix

compo-

nent

2 3

receiver1

receiver2

receiver3

sender1

sender2

sender3

mix

compo-

nent

4

Figure6.2: Mix sequence

Threeout of thesefour mixesareunableto defeatanonymity. Eachmix only hasknowledgeaboutits
directneighbors,i.e., its predecessor(which canbe thesender)andits successor(which canbe there-
ceiver). To relatethesenderto thereceiver of a message,knowledgeof all four mixesis required.With
that knowledge,the partial sequencesof predecessor, mix, andsuccessorcanbe joined to a sequence
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which relatesthesenderto the receiver. It is thereforepossibleto defeatanonymity undercertaincon-
ditions(for instance,whenall mixesagreeto dissolve theanonymity of therelationshipbetweensender
andreceiver for a particularmessage).For anobserver which canonly inspectthemessagesexchanged
betweenmixes(i.e., while beingtransportedvia thenetwork), deanonymizationis not possible.In the
following sections,themix componentwedevelopedespeciallyfor usermodelingpurposesis described.

6.2.2 The Secure KnowledgeQuery and Manipulation Language(SKQML)

6.2.2.1 The KnowledgeQuery and Manipulation Language(KQML)

TheKnowledgeQueryandManipulationLanguage(KQML) (see[KQML93], [KQML97], and[Cov98])
wasproposedasan interfacelanguagefor usermodelingagentsat theUserModelingStandardization
Workshop3 at the Fifth InternationalConferenceon UserModeling [UM96]. KQML hasfound appli-
cation as an interface languagebetweenapplicationsystemsandusermodelingagents(e.g., [PS95],
[Pohl98, p. 206]). An exampleof a KQML messageusedin theBGP-MSusermodelingshellsystemis
givenin [Pohl98, p. 207]:

(ask-if :sender tcp://diva:8094
:receiver tcp://asterix:8091
:language VI
:content (SBUB "dangerous(shark56)")
:reply-with query23)

A KQML messageis a LISP-like [Ste90] structurewhich startswith a so-calledperformative(e.g.ask-
if) andis followed by anarbitrarynumberof keyword valuepairs (e.g.,:reply-withandquery23). The
performative defineshow the valueof the :contentvaluehasto be processed,whereasthe :language
value definesthe languagein which the :contentvalue is expressed.With the :reply-with value, the
receiver of the messageis asked to includean equal:reply-tovalue in the reply in order to allow the
original senderto synchronizerelatedmessages.From the exampleit is obvious that the sender(e.g.,
tcp://diva:8094) aswell asthereceiver (e.g.,tcp://asterix:8091) of theKQML message
arespecifiedby their network nodes(diva andasterix) andtheir port numbers(8094 and8091).
Thesevaluescangive cluesto the identity of the userof the adaptive system.The following sections
cover measureswhich supportproceduralanonymity throughhiding thesevaluesthoughmessagescan
still beexchangedbetweenusermodelingcomponents.

BecauseKQML is deemedto be a standard4 for usermodelingagentsandbecauseof its flexibility it
waschosenasa languagefor communicatingwith themix component5. This enablescomponentsof a
useradaptive system(e.g.,applicationsystems,usermodelingagents)to usethemix without modifying
thewaysin whichcommunicationtakesplace.Theextensionsmadeto KQML to specifytheparameters
requiredby themix aredescribedin thefollowing section.

3See the Results of the Workshop “Standardization of User Modeling Shell Systems”
(http://zeus.gmd.de/ ` kobsa/rfc.ps) onhttp://www.um.org/conferences.html .

4KQML is currentlyusedin theusermodelingshellsystemsBGP-MS(seeChapter8.2,BGP-MS) andTAGUS(seeTable
1.1onp. 12).

5Despitethelimitation of themix componentto KQML, it is denotedmix for short.
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6.2. PROCEDURALANONYMITY THROUGHMIXES

6.2.2.2 Extensionsto KQML

TheKQML specificationallows for extensionof thesetof performativesaswell asthesetof keywords.
Themix makesuseof thefollowing additionalperformative andkeywordswhich this thesisintroduces
(with theexceptionof the:contentand:language keywords).Theperformativeandkeywordsarebriefly
describedin thefollowing tableandarecoveredin detailin thefollowing sectionsof this chapter:

mix-it Theperformative mix-it instructsthemix to processthemessageeither
in the way describedin Chapter6.2.1, The Mix Technique,or if the
keywords :mix-list or :rpi-list arepresent,to preparethe messagesent
asthe :contentvaluefor routingthroughothermixes.

:languageMIX First thevalueMIX advisesthemix to decodethevalueof the :content
keyword with Base64decodingand then to decrypt it with its secret
key. Base64encodingis appliedto keepthemessageparsabledespite
theencryption.

:content Thevalueof the :contentkeyword containseithera messageto bepre-
paredfor routingthroughfurthermixesor anencryptedmessagefor the
currentmix which is intendedto bedecryptedanddispatched.

:mix-list An applicationthat is not awareof cryptographicfunctionsis able to
sendamessageto amix, assigningit to preparethemessagefor routing
throughseveralmixes.Thevalueof the :mix-list keyword consistsof a
sequenceof mixeswhichoughtto beused.

:r pi-list With asequenceof mixesasthevalueof the:rpi-list keyword,theappli-
cationcanspecifythemixesthroughwhichtheresponseto thismessage
oughtto berouted.

:signature Thevalueof the :signature keyword is a Base64encodedsignatureof
the :contentvaluewhichenablesthereceiving mix to prove theauthen-
ticity of themessage.

:RPI Thevalueof the:RPI keywordcontainstheBase64encodedreturnpath
informationnecessaryfor receiver anonymity.

Table6.1: SKQML, extensionsmadeto KQML

Detailson thesekeyword valuepairswill begivenin thefollowing section.Two examplesof messages
for a mix aregiven below. The first is a requestfrom an applicationsystemwhich is unawareof the
cryptographicfunctionalityrequiredfor preparinga messageto beroutedthrougha sequenceof mixes.
Thesecondis anexampleof amessagewhichhasalreadybeenpreparedfor routingthroughmixes:

(mix-it :sender application34
:receiver mix1
:language MIX
:content RTE1MzdO...GiZQ==
:mix-list (mix1 mix34 mix2)
:rpi-list (mix34 mix3 mix5))
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(mix-it :sender mix5
:receiver mix3
:language MIX
:content QWNQeHA0...oOOl4=
:signature BBICDH+8...4D+Yw=
:RPI lS8md5lo...LUJTw=)

Similar extensionsof KQML which focuson theauthenticityof messagesandaspectsof key exchange
but not on encryptionhave beenproposedin [FMT95]. In the following, theacronym SKQML(secure
KQML) subsumestheextensionsto KQML throughtheabove-mentionedkeywordsandthealgorithms
describedbelow.

6.2.3 KQMLmix

KQMLmix 6 is a softwarepackagewhich implementsthe mix functionality describedabove. It is de-
signedto supportstandalonecomponentsof a useradaptive system(e.g.,mixesandintermediariesbe-
tweenmixesandapplicationsystems)andto beincludedin existing applicationsystems.It is written in
Java7 in orderto beusablewith many operatingsystems.KQMLmix takesadvantageof theJavaAgent
TemplateLite (JatLite)8 which wasdevelopedat StanfordUniversity’s Centerfor DesignResearch(see
[Petr96] and [JPC2000]). JatLiteenablesJava programsto exchangeKQML messagesandprovides
several featuresthat areparticularlyconvenientfor useradaptive systems(e.g.,messagerouter, name
server, asynchronouscommunication).As a provider for cryptography, theCryptix9 packagefor Java is
applied.BothJatLiteandCryptix areavailablein sourcecodewhich is necessarywhenimplementations
critical to securityareto beinspected.In contrastto thesystemsdescribedin Chapter6.1.3,Procedural
Anonymity, KQMLmix usesonly softwarepackageswhich areavailableinternationallywithout license
restrictions.

In thefollowing sections,thestructureandthevaluesof thekeyword valuepairs of SKQML messages
whichareprocessedby a mix will bedescribed.

6.2.3.1 MessageForwarding

Oneof themain functionsof a mix is theforwarding(dispatch)of receivedmessageswhich have been
encryptedin orderto protectthemfrom inspectionwhile beingtransported(seep. 61). Eachmix in a
sequenceremovesoneof thelayersof encryptionin which themessagewaswrapped(seeFigure6.2on
p. 62). By decryptingtheprocessedmessage,themix learnswhatmix precedesit in thesequenceand
which follows it, but knows neitherthecontentof themessagenor theoriginatingsender(e.g.,sender1)
or the ultimatereceiver (e.g., receiver2) – as long asthe currentmix is not marginal in the sequence.
Neithercanit determineits orderin thesequence(despitethefirst andthe lastmix in thesequence)or
thesequence’s length.

6Seehttp://www.KQMLmix.net .
7Seehttp://java.sun.com .
8Seehttp://java.stanford.edu .
9Seehttp://www.cryptix.org .
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Theprocessof wrappinga messagein encryptionlayersso that it canberoutedthrougha sequenceof
mixesandthesuccessive decryptionby themixesaredescribedin thefollowing paragraphs.

MessageEncryption
Theencryptionof amessagefor asinglemix involvesasinglestep(seeFigure6.1onp. 62).

A messaged is encryptedin a hybrid cryptographicsystem10 which encryptsthe messaged with
the (symmetrical)Blowfish11 algorithm and a key egf6h , denotedby: dTikj4lnm o%f6hqp+dsrtegf6hvu with
owfxh asthe Blowfish encryptionfunction. The key eyf6h usedfor the Blowfish algorithmis encrypted
with the (asymmetrical)ElGamal12 algorithmandthe public key e)z-{-| }'| ~ for an agent � , denotedby:
e fxh�| ~ p�e f6h u�m�o z�{ p�e f6h rte z�{-| }'| ~ u with o z-{ as the ElGamalencryptionfunction. The key lengths
arevariableandarecurrentlysetto 128bits for theBlowfish algorithmand1024bits for theElGamal
algorithm.

The ciphertext �E�Fp+dsrtegf6h�rtegz�{-| }'| ~-u of the messaged , the symmetricalkey eyf6h , and the public key
e)z-{-| }'| ~ is calculatedby �E�2p+dsr��:uvm�oZz�{�p�egfxh�rte)z�{-| }'| ~�u6�qowf6hqp+dsrteyf6hvu for a randomlychoseneyf6h .

KQML messages,in particularthe :contentvalueof a KQML message,mustbeconstructedwith char-
actersof a definedalphabet(see[KQML93] and[KQML97]) andmustnot containspecialcharacters.
Therefore,theencryptedcontentof a KQML messageis transformedwhile beingtransported.For the
transformation,theBase6413 algorithmis applied( �2�4�)ikj4lwp��Fu denotestheBase64encodingof abinaryar-
ray � and �E�4�)� ikl p��'u thedecodingof astring � ). A :contentvalue � readyfor sendingto anagent� within
aKQML messageis computedby �2�4�)ikj4lZp#�E�Fp#�%r��:u�u . Thedecryptionof thevalueis achievedthroughthe
function ��� : �qm����2p��2�4�)� i�l p��2�4� ikj4l p#�E�Fp#�%r��:u�u�u�r��:u .

MessageSignature
To guaranteetheauthenticity(seeChapter5.2.1,Requirementsfor ExternalIntegrity) of themessages
exchangedwith mixes,thekeyword :signature is introduced(seeTable6.1onp. 64). Thevalueconsists
of a hashvalueof thecontentvaluewhich is calculatedby theRIPE-MD14 algorithm.

The signaturevalue � of a messaged (i.e., the :contentvalue)andan agent � is calculatedby ��m
�w���g�vp+dsr��:u (which canonly be accomplishedby agent � ) andis verified by ��oZ�4��� �¡p��gr�dsr��Gu (which
canbe accomplishedby eachagent)by integrationof the hashfunction andasymmetricalencryption
(i.e.,RIPEMD160andElGamal).Thesignaturevalueis alsotransformedwith theBase64algorithmto
meettherequirementsof theKQML syntax.

After Base64encoding,thesignaturevalue � which containsthesignaturefor the :contentvalue d can
beadded,togetherwith thekeyword :signature, to theKQML message.This valueenablesthereceiver

10See[Sch96, p. 32].
11See[Sch96, p. 336]or [MOV97, p. 281].
12See[Sch96, p. 532] or [MOV97, p. 294]. Both algorithmswerechosenbecausethey areavailablewithout licenserestric-

tions.
13SeeRequestfor Comments(RFC) 2045: MultipurposeInternetMail Extensions(MIME) Part One: Formatof Internet

MessageBodies.
14RACE (ResearchandDevelopmentin AdvancedCommunicationTechnologiesin Europe)integrity primitivesevaluation

messagedigest,see[Sch96, p. 445], [MOV97, p. 350],andtheCryptix object
Signature.getInstance(“RIPEMD160/ElGamal/PKCS#1”).
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to checktheauthenticityof themessage’scontentandalsothesender’s identity(seesuper-identification,
Chapter4.1.1,Levelsof Anonymity).

MessagePadding
Themessagesequenceof receivedanddispatchedmessagesis changedin a randommannerin orderto
make it impossibleto link incomingandoutgoingmessages(andtherebysenderandreceiver) of a mix
on thebasisof their sequences.However, althoughthesequencesof incomingandoutgoingmessages
arechanged,thesemessagescanbecorrelatedbasedonthelengthsof themessages.Therefore,outgoing
messagesarepaddedin orderto make themsimilar. After padding,the:contentvaluesof themessageto
bedispatchedareof uniform lengthandcannotberelatedto the :contentvaluesof receivedmessages.

Thepaddingalgorithmis usuallydependenton theencryptionalgorithm.To eliminatethis dependence,
the following algorithmis usedfor a given contentvalue £ for anagent¤ , thepaddinglength ¥ , anda
randomstring ¦ :

§ ¨y©y©)ª¬«¡­y® ¯F«¡­g°�± ²´³ ¥¡µ�¥ ¯F«¡­y°¶±-· £F¸§ ¨y©y©y¯Z©º¹�°�»4ª¼«¡­ ²´³ £¾½ ” ” ½q¿ ª¬» ¦ °�ÀsÁÂ±�¨g» ¦ · ¦)Ã §Ä¨�©g©gª¬«¡­y® ¯F«¡­g°�± µÆÅw¸
£EÇ ²´³ È2É4Ê)ËkÌ4ÍZ· £ °F·´§Ä¨y©y©y¯w©�¹�°�»'ª¬«¡­ Ã�¤:¸�¸

(6.1)

After exchangingthe :contentof therespective messagewith themodifiedvalue £EÇ , the :contentvalues
of all messagesareof equallengthandcannotbeusedto relateincomingandoutgoingmessages.

Mix Sequence
The usermust choosea set of mixes which he truststo processthe messagein the definedmanner
without trying to defeatanonymity (e.g., Î ª¼Ï Å'Ã�Î ª¬Ï¡Ð Ã�Î ª¬Ï Ñ Ã�Î ª¬ÏÄÊ ). He is ableto choose« mixes,thus
achieving a complexity of anonymity OA( « µÒÅ ) (seeChapter4.1.2,Complexity of Anonymity). By
giving thesetof chosenmixesa certainorder, theusercreatesthesequenceÎÓ¦ . For a receiver which
is awareof cryptographicfunctionality, ÎÓ¦ shouldbe extendedby the receiver. This meansthat the
messagewill bewrappedin anadditionalencryptionlayerwhich canonly bedissolved by thereceiver
(in contrastto Figures6.1and6.2wherethecontentis transportedover thenetwork without encryption
in thefinal step).This keepsanobserver from inspectingthemessagecontentsentfrom thelastmix in
thesequenceto therespective receiver.

SequenceEncryption
Messagesareusually routedthroughseveral mixesandmustbe encryptedfor eachdistinct mix. For
eachmix, a layerof encryptionwhichcanonly bedissolvedby therespective mix is wrappedaroundthe
message.For theexamplein Figure6.2with thesequenceof mixes ÎÓ¦ ³Ô· Î ª¬Ï Å'Ã�Î ª¬Ï Ð Ã�Î ª¼Ï Ñ Ã�Î ª¬ÏÄÊ ¸ ,
theencryptionlayersfor amessageÎ aredepictedin thefollowing figure:
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6.2. PROCEDURALANONYMITY THROUGHMIXES

message m

encryption layer for mix2

encryption layer for mix4

encryption layer for mix3

encryption layer for mix1

Figure6.3: Encryptionlayersfor amix sequence

For usermodelingcomponentswhich areunawareof cryptographicfunctions,a mix canbeadvisedto
prepareamessagefor routingthroughamix sequence.For instance,themessageÖ whichis to berouted
throughthemixes Ö�×¬Ø Ù , Ö�×¬Ø Ú , and Ö�×¬Ø�Û canbegeneratedby thefollowing performative (seeFigure
6.2on p. 62 andthefollowing sectionfor the :rpi-list keyword):

(mix-it :sendersender1 :receiver mix1
:contentÜ2Ý4Û)Þ¼ß'àZá+Öãâ :languageMIX
:mix-list (mix2 mix3 mix4) :rpi-list (mix4 mix3 mix2))

(6.2)

Thereby, Ö�×¬Ø-ä is advised to prepare the messageÖ for routing through the mix sequence
á+Ö�×¬Ø¡Ù�å�Ö�×¬Ø Ú�å�Ö�×¬ØÄÛyâ . KQMLmix canthusbe usedby applicationsystemswhich cannotbe modified
to includecryptographicalgorithms.

Thealgorithmfor thesuccessive messageencryptionfor a messageÖ of a senderæ for a sequenceof
mixes ÖÓæ is:

× ç´è é
ÖTê ç´è Ö
Ö�×¬ØÄëíì'ìïîgð ç´è ÖTîºñ�òZëíì'ì'îyð6á+ìïòZó�òZìïæ4ògá+ÖÓæ'â�â
Ö�×¬ØÄëíì'ìïîgð6ô õ�òFö¡÷gø�ù�á+ÖÓæ'â¼úûç´è æü ùý×¼õ�ò × þ õ�òZö¡÷gø¶ù-á+ÖÓæ4âÿ Ö�×¼Ø ç´è Ö�×¼ØÄëíì4ìïîyð¡ô ×¬ú

æ4òFö���òFì ç´è Ö�×¼ØÄëíì4ìïîyð¡ô ×�� äEú
Ö�� ç´è Ü2Ý4Û)Þkß4àZá��EøFá+Ö��¶å�Ö�×¬Ø¡â�â
Ö�� ç´è (”mix-it :sender” ��æ%òZö��yòZì	� ” :content” ��Ö��

� ” :receiver ” � Ö�×¬Ø
� ” :languageMIX)”
× ç´è ×��nä�

Ö�
���� ç´è Ö��

(6.3)

The messageÖ�
���� is readyto be sentto the first mix of ÖÓæ (e.g., Ö�×¼Ø Ù ) andis subsequentlyrouted
throughtherestof thesequenceÖÓæ to thelastmix in ÖÓæ (e.g., Ö�×¬Ø�Û ).
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To summarizetheprocedurefor forwardingmessagesthrougha mix sequence– whenmessageswhich
containthemix-it performative andwhich areformulatedin theMIX language(seep. 64) arereceived
by amix, they areprocessedin thefollowing manner:

1. (unpaddingof the:contentvalue)

2. decodingof the :contentvaluewith Base64algorithm

3. signatureverification

4. decryptionof the :contentvalue

5. changeof thesequenceof themessages

6. (paddingof the:contentvalueof thedecryptedmessage)

7. messagedispatchof thedecryptedmessages.

With theproceduresdescribedabove, it is possibleto routeamessagethroughasequenceof mixes.The
messageis alwaysencrypted(aslong asthemix is not at thebeginning or at theendof thesequence)
andcannotbeinspectedwhile beingtransportedin thenetwork. Themix techniqueveils therelationship
betweensenderandreceiver. To unveil the relationship,all mixesthroughwhich a messagehasbeen
routedmustcollude.

6.2.3.2 MessageBackwarding

As theaboveparagraphsdemonstrate,(sender)anonymity canconcealtheidentityof amessage’ssender
from the receiver or a network observer by usingencryptionandmixes. In thecaseof usermodeling,
many messagesrequirearesponsewhichmustbetransmittedfrom thecurrentreceiverbackto thesender
(seeask-ifandreplyperformatives,[Pohl98, p. 207]). Thereforethecurrentreceiver needsto reply to a
messagewithoutknowing thesender’s identity.

Chaum[Cha81] proposesaprocedurefor anonymousreturnaddresseswherethesender(e.g.appl12)of a
messagehasto maintainsomevalueswhichthereceiveralsoneeds(e.g.um42)in orderto prepareareply
to aquerywhichwasreceivedfrom theanonymoussender(appl12).Gülcü andTsudik[GT96] improved
this procedureby including thesevaluesin the forwardedmessage,therebyrelieving the originating
sender(appl12)from the responsibilityfor maintainingthesevalues(i.e., thesenderbecomesstateless
with respectto thesevalues).

With messageforwarding,thesenderusesasymmetricalencryptionto encryptthemessagesfor all mixes
in thesequence.Themessagecontainsall layersof encryptionbeforeenteringthemix sequence.With
messagebackwarding,themessageis notwrappedin encryptionlayers,but is encryptedsuccessively by
meansof symmetricalencryption.Themixesin thesequenceencryptthemessageinsteadof decrypting
it as is doneon the forward path. The (symmetrical)keys, different for eachmix, for the encryption
with theBlowfishalgorithmareprovidedby thesender(appl12)of themessagefor whichananonymous
reply is expectedandaresentwith thatmessage.Thegenerationandpreparationof thedifferentkeys
for a given key seed��� anda symmetricalkey ����� known only by thesender� (appl12)with respect
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to a mix sequence����� - ���! #" (seeperformative 6.2on p. 68 andthe :rpi-list keyword) is expressedin the
following algorithm[GT96]:

�%$'& ()+* �,�.- � / �.-10�23" *54 �6�7� - ���! #"98: � $'& �<;>=
 #?A@CBD-E?�FG-#-EH $'& �<IKJ�-1?LFM-N-EH
 #?A@CBD-E? $'& -#O�P 4  #?3@CBQ-1?LFM-N-EHLRSJ3O�PT8
 #?A@CBD-E?AUV�W�YX�?�Z ��[\=�]^$'& _�`badc!eWf 4  E?A@CBQ-1?L8g

(6.4)

Thearray  #?A@CBD-E?AUV�W�YX�? containsdifferentsymmetricalkeys,eachof whichis to beusedby adifferent
mix of thesequence.Theencodingandencryptionof thekeys is depictedby thefollowing algorithm:

 E?A@CBQ-1?LFM-#-#H $'& �.-E0�2�" *54 ����� - ���! #"98�I	J�-1?LFM-#-#H
�6�7� $'& _h`badc!ebf 4�i " 4  E?A@CBQ-1?LFM-#-#HLRj��Xk E" 4 ����� - ���! #"989898
� $'& =)+* �!��- � / �.-10�23" *54 �6�7� - ���! #"98: @��ml $'& -#��-E@n-10�"oUp" 4 �.-10�2�" *q4 ����� - ���! #"98r[Q�SR9�6�7� - ���! #"98

@��ml7ebc!s1tu$'& -#��-E@n-10�"oUp" 4 �.-10�2�" *q4 ����� - ���! #"98r[\=p[Q�jR9����� - ���! #"98
����� $'&  #?3@CBQ-E?AUV�W�WX3?�Z ��-E0�2�" *q4 ����� - ���! #"98r[v=	[Q�.]AIw@��,lxIw�����
����� $'& _h`badc!ebf 4�i " 4 �����jR9@��ml7ebc!s1t!898
� $'& ��;y�g

�6�7�z$'& -#��-E@n-10�"oUp" 4 (kR9����� - ���! #"j8�Iw�����

(6.5)

Thevariable����� containsthereturnpathinformation(seeTable6.1on p. 64 andtheexampleon p. 64)
which is neededby eachmix in thesequencein orderto encryptthemessagesymmetricallyanddispatch
it to thenext mix. Themessageto which ananonymousreply is expected(e.g. @ in Algorithm 6.3 on
p. 68)mustbeenhancedwith thekeywordvaluepair ”:RPI ” I ����� in orderto enablethereceiver (e.g.
um42)to senda reply to theanonymoussender(seethesamplemessageon p. 64).

While themessage@ is beingprocessedat thereceiver (e.g.um42),the”:RPI” keyword indicatesthat
ananonymousreplyshouldbegenerated.Theanonymousreply to thesender(e.g.,appl12)with agiven
����� is processedby thereceiverusingthefollowing algorithm(where����� ascalculatedin Algorithm 6.5,
@n-# b NXd2A- thereply to besentback, l{&>HA- ih| 0 iY4 l
Iw?L8 ):

�d- i -1�,}A-1� $'& HA- ih| 0 iW4 �����o8
����� $'& HA- ih| 0 iW4 HA- ih| 0 iY4 �6�7�~898
@n-# b NXd2A- $'& ”(mix-it :sender” IT2A-1"9��?A��X�@n- 4 8�I ” :receiver ” IT�d- i -E�m}A-E�

I ”:content” IK_h`badc,eWf 4 @n-# b NXd2A-b8qI ”:RPI ” IT������I ”)”

(6.6)

Mixeswhicharenot at thebeginningor at theendof thesequence����� - ���! #" encryptthemessagecontent
symmetricallywith one of the keys preparedin Algorithm 6.4 and encodedin Algorithm 6.5. The
encryptionfollowsthealgorithmgivenbelow (with ����� and ih| 0�"o-E0�" asvaluesof theaccordingkeywords
of thereceivedmessage):
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����� �'� ���1�������j�o�A�E�o���k���3�n���m�9�
�#�3�C�Q�1� �'� �h�b�d�j�~�#���3�#�h�N ��Y�������~�9�
�d�E�1�1�,¡A�1� �'� �A�E�h�b ��W���A�E�h�b ��Y���6�7�~�9�
�����m¢ �,£1¤ �'� �A�E�h�b ��W���A�E�h�b ��Y���3�E�h�b ��Y�������~�9�9�
�h�b ��o�E �� �'� �h�b� � ¢ � �.�N¥�¦K���h�N ��9�1 ����S�#�3�C�Q�1�L�9�
�n�#�b�N�d�A� �'� ”(mix-it :sender” § �A�1�9���A�����n�3�m� § ” :receiver ” § �d�#�h�E�m¡A�E�

§ ”:content” § �h�b ��o�E �� § ”:RPI ” § ����� ¢ �!£1¤ § ”)”

(6.7)

After beingsigned15 by thecurrentmix, theresulting�n�#�b�#���A� canbedispatchedto thereceivermix and
thussuccessively routedbackwardto thesender(e.g.appl12)alongthegivensequenceof mixes���m¨ - © �!�E�
which might be differentfrom thesequenceusedon the forward path. With eachmix in thesequence
themessageis again16 encryptedsymmetrically. Thus,no mix within thesequence(exceptthemixesat
thebeginningandtheend)is ableto gainknowledgeof thecontentof the input messageof Algorithm
6.6. Beforean anonymousreply is deliveredto the receiver (i.e., the senderof the reply request,e.g.,
appl12),the messagehasto be decryptedsuccessively with the keys usedfor symmetricalencryption
alongthemix sequence.In contrastto themethodproposedby Chaum[Cha81] wherethekeys mustbe
storeduntil themessagearrives,thekeys in Gülcü andTsudik’s method[GT96] arecalculatedby means
containedin themessage,leaving thereceiver stateless(seeAlgorithm 6.4):

����� �'� ���1���6�7�j�o�A�1�9���A�����n�3�m�9�
  �'� �3�#���b ��Y�������~�ª �1�L«M�#�#� �'� �3�#���b ��Y���3�#�h�N ��Y�������~�9�
� �'� ¬
­+®L� © � � ¯  ° � �'� �<±>²

�#�A�C�D�E��«G�#�E� �'� � § ª �1�L«M�N�E��#�A�C�D�E�A³V�W�Y����´ ��µ\²�¶^�'� �#¥�¦K�.�#�3�C�Q�1�L«M�N�E�L� ª ¥�¦T�·
�%�'�  Cµ¹¸
­+®L� © � � ºV� ¬° �h�b ��9�1 ��»�'� � ¥�¦ ���h�b ��9�1 ����S�E�A�C�Q�1�k³p�W�Y����´ �.¶��

� �'� �qµ\²·

(6.8)

15SeeChapter6.2.3.1,Message Signature.
16Successive symmetricalencryptionoffers no bettersecrecy thansingleencryption.Throughrenewed encryptionat each

mix in thesequence,theoutgoingmessagelooksdifferentthantheincoming.Thispreventsanobserver from relatingthese
two messages.
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With thealgorithmdescribedabove,themessageis symmetricallydecryptedin asequencewhichexactly
reversesthesequencein which it wasencryptedwhile passingthroughthemix sequence.Thereforeit is
equivalentto theinputmessageof Algorithm 6.6.Thefactthatthemixesat theendof thesequencegain
knowledgeof thismessageis adesignfeaturewhichenablescomponentsof useradaptivesystemswhich
areunawareof cryptographicfunctionsto usethe mix component.To closethis gap(of encryption),
severaladditionsmight beimplementedindependently:

½ The communicationbetweenthe usermodelingcomponentandthe mix componentcanalsobe
encrypted.

½ Themix componentandtheusermodelingcomponentcanbeplacedin a trustedenvironment.

½ Themix componentcanbeincludedin theusermodelingcomponent.

6.2.3.3 Known Attacks to Mixes

Several attacksto mixes areknown. They attemptto establisha relationshipbetweenincoming and
outgoingmessages.Someof theattacksandwaysof defeatingthemarelistedbelow:

n-1 Attack
The mix doesnot start its processcycle until ¾ messageshave arrived (seeChapter6.2.1, The Mix
Technique), where ¾ mustbefixedwith regardto thefrequency of messagesandmaximumlatency. An
attacker mightsend¾À¿ÂÁ messageswhicharedispatchedto receiverscooperatingwith theattacker. The
processcycle startswhenthenext messagearrives.Sincethereceiversof ¾C¿ÃÁ messagesareknown to
theattacker, theonemessagewith a previously unknown receiver is themessagewhich wasnot sentby
theattacker.

Thisattackcanbepreventedwhentheprocesscycleof themix is notonly determinedby thereceiptof ¾
messagesbut alsoby theconditionthatthesemessagesarefrom upto ¾ differentsenders.Theidentityof
thesenderscanbeprovenby thetransportmedium(i.e., thevalueof theKQML keyword :sender). The
KQMLmix implementationusesmeansof super-identification (seeChapter4.1.1,Levelsof Anonymity)
whencheckingthesignatureof thesenderfor thecontentvaluecontainedin the:signature value.

MessageReplay
An attacker canobserve all input andoutputmessagesof a mix processedin onecycle. If a particular
input messageis fed into the mix by the attacker in more than one processcycle, it will always be
dispatchedto thesamereceiver (seeAlgorithm 6.3onp. 68). Therefore,afteranumberof replayattacks
enoughevidenceaboutthereceiverof themessageis gainedto enabletheattacker to identify thereceiver
(e.g., certaintyaboutthe receiver is presentif only one and the samereceiver in eachprocesscycle
receivesonly onemessage).

To preventmessagesfrom beingreplayed,themix hasto keeptrackof previously sentmessages.It is
sufficientto retainasummaryof themessageratherthanthewholemessage,for instance,asahashvalue.
It is alsopossibleto retainthekey usedfor symmetricalencryptionof themessage(i.e. Ä�Å�Æ , Chapter
6.2.3.1,Message Encryption,) or its asymmetricalencryptionkey (i.e. ÇEÈ5ÉwÊ.Ä3Å�ÆÌËSÄdÈ5É5Í ÎWÍ Ï5Ð ). The mix
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mustcomparethisvalueof thecurrentmessagewith all valuesof previousmessages(perhapslimited to
aspecificnumberof previousmessages)anddiscardany messagewhichhasalreadybeenprocessed.

Length correlation
Anotherattackattemptsto retracethemessagesequencechangescarriedout by themix. Inspectionof
the lengthsof incomingandoutgoingmessagesmight give cluesto the changeof messagesequence;
messagelengthdecreasesuniformly by removing oneencryptionlayerof themessage.Theprocedure
for keepingthelengthsof themessagesuniform is describedon p. 67.

This overview of known attacksto mixes shows that their vulnerability is dependenton the attacker
model(e.g.,a network observer or anactive attacker). Sincea detaileddiscussionof all possibleattacks
would not provide any specificresultsfor usermodelingpurposes,we will not go into moredetailhere
(see[Jer99], [Kesd2000], [GT96], [Abe98], [FJP97],[Jak98], [KEB98], [FGJP98],and[Jak99] for more
information).

6.2.4 SenderAnonymity

Whenmessagesaresentthroughasequenceof mixesin orderto concealtherelationshipbetweensender
andreceiver of themessage,senderanonymity (seeChapter4.1.3,Typesof Anonymity) with complexityÒÔÓxÕ�ÖÂ×ÙØ#Ú

canbe achieved with
Ö

asthe lengthof the mix sequence(seeChapter4.1.2,Complexity
of Anonymity). Hence,theuserof a useradaptive systemis enabledto adjustthesystemto his personal
requirementsregardinganonymity by definingamix sequenceof sufficient lengthwhich is composedof
componentsin whichhetrusts.

6.2.5 Receiver Anonymity

Componentsof useradaptivesystemsoftensendmessageswhichrequireareply [Pohl98, p. 207]. These
replieshave to be deliveredin the sameanonymousmannerasthe requestfor the reply (seethe :RPI
keyword, Chapter6.2.2.2,Extensionsto KQML). Thesameappliesfor notificationssentfrom theuser
modelto anapplicationsystemwhich is currentlynotconnectedto theusermodel(seeChapter8.4,The
AVANTIsystem).

With themessage backwarding describedabove (seeChapter6.2.3.2,Message Backwarding), thesame
complexity of anonymity canbe achieved aswith message forwarding (seeChapter6.2.3.1,Message
Forwarding). In addition, the senderis able to senda message(e.g., a reply) without knowing the
receiver’s identity (i.e., receiver anonymity, Chapter4.1.3,Typesof Anonymity). Furthermore,different
mix sequencescanbechosen,makingit possibleto handlesenderandreceiver anonymity separately.

6.2.6 Mix Network

The mix componentand its internal mechanismfor the processingof messageswere coveredabove.
To be mosteffective, mixesmustbe arrangedin a sequence(seeFigure6.2 on p. 62). The following
paragraphsdescribehow mixeswithin auseradaptive systemcanbearrangedinto sequences.
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6.2. PROCEDURALANONYMITY THROUGHMIXES

6.2.6.1 Structur e of a Mix Network

As describedabove,mixesmustbearrangedin asequenceof sufficient lengthto provide thecomplexity
of anonymity demanded.Figure6.2showsamix sequencewhichcontainseachmix only onceandwhich
is commonto all sendersandreceivers.In general,mix sequencescan:

Ü bedifferentin length,

Ü bedifferentfor eachsender,

Ü bedifferentfor messageforwardingandmessagebackwarding,

Ü vary with eachmessage,

Ü containeachmix morethanonce,

Ü containlimited loops(e.g.,thereceiver of adispatchedmessageis themix itself), and

Ü notbealteredby a mix in thesequence.

Becausemixesarenot committedto a particularuseror componentof a useradaptive system,they may
bearrangedindependentlyprior to beingrequiredby aparticularuseror component.Thearrangementin
which eachmix canbea neighborto a chosenmix in a potentialsequenceprovidesoptimumflexibility
within sequencegeneration.Furthermore,eachmix shouldbeaccessiblefrom eachcomponent(depicted
in Figure6.4 for UM1, UM2 andappl1– appl5). The following figureshows a mix network with user
modelingcomponentssharingthenetwork (dashedlinessymbolizeencryptedcommunicationwhereas
solid linessymbolizecommunicationwhichmayor maynotbeencrypted,seeChapter6.2.3.1,Message
Forwarding):

UM1

mixappl1

mix

mix

mix

mix

UM2

appl5

appl4

appl3

appl2

Figure6.4: Mix network

With the structuredepictedabove, it is possibleto provide senderanonymity as well as receiver
anonymity (seetheprevious sections)to both the usermodelor usermodelingserver (e.g. UM1) and
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the useradaptive applicationsystem(e.g., appl1, an adaptive information system). From thesefour
possibilities,two areespeciallyrelevantfor usermodelingpurposes:

1. senderanonymity for messagessentfrom UM1 to appl1

2. receiver anonymity for messagessentfrom appl1to UM1.

(1.) Sincetheusermodelor usermodelingagentmay resideon the user’s network node(insteadin a
remoteusermodelingserver), the location(i.e., thenetwork address)of UM1 mustbeconcealed
from appl1whensendinga messageto appl1(seeChapter6.2.4,SenderAnonymity,andChapter
6.2.3.1,Message Forwarding).

(2.) To sendmessagesto UM1 appl1 must have somemeansto contactUM1 without knowing the
network addressof UM1. With the return path information (i.e., the :RPI valueof an received
messagefrom UM1, seeTable6.1 andChapter6.2.3.2,Message Backwarding) appl1 is ableto
respondto messagessentfrom ananonymoususermodel(ingagent)(e.g. UM1). If appl1is not
only to respondto messagesbut alsoto starta messageexchange,an :RPI value(which canbe
obtainedfrom UM1) hasto beprovidedto appl1initially by theuser.

A thoroughdiscussionof generalizedstructuresfor mix networksis givenin [Jer99].
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6.2. PROCEDURALANONYMITY THROUGHMIXES

6.2.6.2 Mix Network including UserModeling Components

The figure above shows an architecturewhereusermodelingcomponentswhich areunawareof cryp-
tographicfunctionsmake useof a mix network (seePerformative 6.2 on p. 68 and the solid lines in
Figure6.4). To prevent an observer from inspectingthe messagesexchangedbetweena usermodel-
ing componentandthemix network, at leastoneof themethodsdescribedon p. 72 shouldbeapplied.
Mosteffective is theincorporationof themix componentinto theusermodelingcomponent.Thismakes
unencryptedcommunicationwith anexternalcomponentsuperfluous,andthereforenotobservable.Fur-
thermore,thecomponentsof a useradaptive systemcanalsoserve asa mix in themix network which
producesmessagesautonomously. For an observer, it is not possibleto decidewhich of the messages
dispatchedby a componentareproducedby thatcomponent17 andwhich areonly routedat therequest
of othercomponents.The following figureshows a mixedapproachwhereusermodelingcomponents
(e.g.,useradaptive applicationsystemsandusermodelingagents)alsoimplementmixes:

application dependent anonymization application independent anonymization

user interface C
(e.g., web browser)

user interface B
(e.g., news reader)

user interface A
(e.g., web browser)

user interface D
(e.g., agent)

user1

user2

Crowds

Onion Routing

LPWA

KQMLmix

Mixmaster, ...

anonymization
techniques

user interfacesusers mix network
for KQML

user modeling
agents

user interface E
(e.g., email)

mix  UM1

mix  UM2

appl2 mix

mix

appl3 mix

mix

appl5 mix

appl1

appl4

Figure6.5: Mix network with includedusermodelingcomponents

In contrastto Figure 6.4, the usermodelingcomponents(i.e., the useradaptive applicationsystems
appl1– appl5andtheusermodelingagentsUM1 andUM2) take not only advantageof a mix network
betweenthembut also implementthe mix network throughinclusionof the mix componentsinto the
usermodelingcomponents.This inclusionyieldsseveral improvements:

ß Thecontentof messagesexchangedbetweentheusermodelingcomponentandthefirst or lastmix
in amix sequencecannotbeobserved(seep. 72).

ß Messagesexchangedbetweentheusermodelingcomponentandthemix network canbeauthenti-
cated(seeChapter6.2.3.1,Message Signature).

17This alsoincludesdummymessageswhichareproducedto preventunduelatency (seep. 62).
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á Messageswhichoriginatefrom ausermodelingcomponentcannotbedistinguishedby a network
observer from dummymessages(seep. 62)or messageswhichareroutedthroughthemix network
on behalfof anotherusermodelingcomponent(seeChapter6.2.3.1,Message Forwarding).

Sofar only theapplicationindependentanonymization(seetherighthandsideof Figure6.5)of KQML
messagesexchangedbetweenthe useradaptive applicationsystem(e.g., a web server) and the user
modelingagenthave beendiscussed.To keepnot only the usermodelingagentanonymousfrom the
useradaptive applicationsystembut also the user, similar techniqueshave to be appliedbetweenthe
applicationsystemandtheuser. In Chapter6.1.3,Procedural Anonymity,severalapplicationdependent
anonymizationtechniques(seethe lefthandsideof Figure6.5) have beendiscussedwhich aresuitable
to keepthe useranonymousfrom an applicationsystem.Sincethesetechniquesaredependenton the
applicationandits particularprotocol(e.g.,HTTP18, Email), they have to bechosenfor eachapplication
system.

6.3 Pseudonymity

In theprevioussectionswe explainedhow anonymity (seeChapter4.1.1,Levelsof Anonymity) within a
useradaptivesystemmightbeachieved. In contrastto otherapproachesproviding anonymity (seeOnion
RoutingandCrowdsin Chapter6.1.3,Procedural Anonymity), the implementationof anonymity takes
placeon a high layerin thecommunicationmodel(i.e.,on thepresentationlayer, seetheOSI reference
model,[Pfl89,p. 367]):

layer 7:

application

layer 6:

presentation

layer 5:

session

layer 4:

transport

layer 3:

network

layer 2:

data link

physical

layer 1:

interested in news, financial information
appl1

TCP

IP

TCP

IP

(mix-it ... :content ((I news) (I finance) :mix-list ...)

UM1

SKQML-API SKQML-API

Figure6.6: Anonymity throughSKQML within theOSI referencemodel

18In additionto the anonymizationtechniquesfor web usagediscussedin Chapter6.1.3,Procedural Anonymity,alsothe
KQMLmix implementationcanbeusedto supplyproceduralanonymity for HTTP. Wedevelopedaproxywhich is ableto
routeHTTPrequestsandthecorrespondingrepliesfrom webserversthrougha mix network.
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6.4. SUMMARY

Theimplementationof theanonymizationmechanismson a high layerenablestheusermodelingcom-
ponentsto vary19 thesemechanismsin cooperationwith thecommunicationsystem(i.e., theSKQML-
API20, which forms the coreof the KQMLmix implementation).With the methodsdescribedin the
previoussections,bothsenderanonymity andreceiver anonymity arefeasible.Nevertheless,otherlev-
els of anonymity (seeChapter4.1.1,Levelsof Anonymity) canalsobe established.If a registrar for
pseudonymsis includedin theuseradaptive system,it will beableto provide thesystemwith controlled
aswell asuncontrolledpseudonyms (i.e., latentandpseudonymousidentification). In additionto these
levelsof anonymity, super-identification is madepossibleby applyingthe:signaturekeyword(seep.66)
to messagesexchangedbetweenusermodelingcomponents.As we have seen,super-identification is
alsousedin authenticatingmixes(seeChapter6.2.3.1,Message Signature, andp. 69).

6.4 Summary

Thesolutionproposedherefor ensuringproceduralanonymity (seeChapter6.2.3,KQMLmix) is more
flexible thanthe solutionsfor anonymity summarizedin Chapter6.1.3,Procedural Anonymity,which
often permit only onelevel of anonymity. Mixescanbe arrangedinto a mix sequence(seep. 67 and
Chapter6.2.6.1,Structure of a Mix Network) basedon theuser’s requirementsfor privacy. Thecompo-
nentsof themix sequencecanbechosenon thebasisof theuser’s trust that they will carryout themix
procedureasdefinedandwill not try to defeatanonymity. The lengthof themix sequencecanalsobe
increasedin orderto convincetheuserthattheanonymizationprocessis effective.

In additionto theanonymizationof thedataprocessed,pseudonymizationcanalsobeprovided,which
is especiallyrelevant for usermodeling. With pseudonymousinformation,useradaptive systemscan
be usedwithout revealingthat (sensitive) informationstemsfrom a userwhich canbe unambiguously
identified.

TheKQMLmix implementationcanbeusedasanintermediarybetweencomponentsof a useradaptive
system– makingit usablefor a wide rangeof components(e.g., including componentswhich arenot
awareof cryptographicfunctions). The KQMLmix softwarepackagecanalsobe incorporatedwithin
components,addingthe mix functionality to thesecomponentsand making the structureof the mix
network moreefficient.

Sincethe parametersof the anonymization processcan be determinedby the usermodelingcompo-
nentsvia the SKQML language(on the presentationlayer, seeFigure6.6) andchangeddynamically,
theKQMLmix implementationwe have describedhereoffersmoreflexibility thanpreviously available
solutions(seeChapter6.1.3,Procedural Anonymity) which mustbe configuredprior to their use. The
usermodelingcomponentsarealsoableto determinetheparametersusedwith KQMLmix on thebasis
of apreviousnegotiation21 processregardingtheuser’sprivacy demands.In particular, KQML messages
maybeexchangedbetweenusermodelingcomponentsunderthefollowing conditions:

ã senderanonymity and/orreceiver anonymity

19In contrastto thesolutionsdescribedin Chapter6.1.3,Procedural Anonymity,theparametersfor theanonymizationprocess
(e.g.,thelengthof themix sequenceandtheaffectedmixes)maychangewith eachKQML message.

20SKQML applicationprogrammerinterface
21For instance,seethesummaryof P3P, Chapter8.5,ThePlatformfor PrivacyPreferencesProject(P3P).
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å flexible complexity of anonymity

å differentlevelsof anonymity (rangingfrom super-identificationto anonymity)

å encryptionof messagecontent

å authenticityof messageandsender

whichwe considerto beespeciallyimportantfor usermodelingpurposes.
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Chapter 7

Solutionsfor Security

In this chapter, thesolutionsdevelopedin this thesiswill be juxtaposedwith the requirementslisted in
Chapter5, Requirementsfor Security. In caseswhereno appropriatesolutionsfor meetingtherequire-
mentswerefound,therisksinvolvedin employing auseradaptive systemaredescribed.

Correspondingto our division of requirementsfor securityinto requirementsfor secrecyand require-
mentsfor integrity, solutionswill alsobeexaminedfrom theperspectivesof secrecyandintegrity.

7.1 Solutionsfor Secrecy

In Chapter5.1, Requirementsfor Secrecy, we demonstratedthat secrecy, especiallyin usermodeling,
is difficult, if not impossible,to define. Nevertheless,requirementsfor the secrecy of the usermodel
information(i.e.,personalinformation)canbemeteitherthroughdenialof accessto thatinformationor
throughselective accessto partsof thatinformation.

7.1.1 Secrecythrough Denial of Access

7.1.1.1 Secrecythr ough Anonymization

Secrecy throughdenialof accessby meansof anonymizationwascoveredthoroughlyin thelastchapter.
Anonymization(or pseudonymization)of theusermodelinformationconcealstherelationshipbetween
a particularuserandhis usermodel information. Thoughthe usermodel information is accessibleto
usermodelclients,thecorrespondingusercannotbedeterminedfor agivenusermodel(entry).Theuser
model(information)of aparticularuseris thereforesecret, becauseit cannotbedetermined(i.e.,singled
out from amongall usermodels).

7.1.1.2 Secrecythr ough Encryption

Secrecy throughencryptedcommunicationis anappropriatewayfor useradaptivesystemsto protectthe
communicateddatawhile it is in transitbetweenusermodelingcomponents.This is essentialfor user

81
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82 7.1. SOLUTIONSFORSECRECY

modelswhich arenot partof an applicationsystemandwhich canbe accessedby several components
(i.e., usermodelclients)via a network. The following sectionsdescribea softwarepackagewhich I
developedfor useradaptive systemswhich allows for encryptedexchangeof usermodel information
within anetwork (e.g.,theInternet).

7.1.1.2.1 KQML Application Programmer Interface (KAPI)

The KQML1 ApplicationProgrammerInterface(KAPI)2 providesmeansfor exchangingKQML mes-
sageswithin a network over theTCP/IPlayers(seeFigure7.1 on p. 88). As anexample,theBGP-MS
usermodelingshell systemtakesadvantageof this softwarepackagein orderto communicatewith ap-
plicationsystems[Pohl98, p. 205].

TheKAPI softwarepackage,availableasa library written in theprogramminglanguageC, is incorpo-
ratedinto BGP-MSvia theforeignfunctioninterfaceof LISP [Ste90], in whichBGP-MSis written. For
BGP-MS,the following functionsareavailable for communicationwith its clients(only the functions
relevantto this sectionarelisted):

æ (defun Lisp-KInit () ...)
With this function,thecommunicationpackageis initialized.

æ (defun Lisp-KListen (url) ...)
To communicateover TCP [Hu92], a socket has to be establishedon which connectionsare
accepted. The string url containsthe node nameand socket which should be used(e.g.,
tcp://asterix:8091, seep. 63).

æ (defun Lisp-KSendString (message) ...)
A KQML message(see[Pohl98, p. 207] for examples)canbe sentto the receiver throughthe
functionLisp-KSendStringwhichusesastringasanargumentfor themessageto besent.

æ (defun Lisp-KGetString () ...)
To receive a messagefrom anysender, BGP-MScalls Lisp-KGetStringwhich returnstheoldest
messagereceivedup to thatpoint.

For thesebasiccommunicationfunctions, I have implementedextensionswhich make it possibleto
encryptthe usermodel information and to authenticate3 the senderor the receiver, and the message
exchanged.Theseextensionsaredescribedin moredetail in thefollowing sections.

7.1.1.2.2 Inclusion of the Secure SocketsLayer in KAPI (SKAPI)

The functionsdescribedabove enableBGP-MSto communicatewith applicationsystemsvia the net-
work. ThedatasentthroughTCPis transmittedasprovidedby thesender, meaningit canbeobserved
by network components.TheSecure SocketsLayer (SSL)makesit possibleto encryptcommunication

1SeeChapter6.2.2.1,TheKnowledge QueryandManipulationLanguage (KQML).
2Seehttp://www.csee.umbc.edu/kqml/software/ .
3SeeChapter5.2.1,Requirementsfor ExternalIntegrity.
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by meansof sockets(see[Hir97] and[SSL96]). Thefunctionsarelocatedjust above thetransportlayer
(i.e., theTCPlayer, seeFigure7.1on p. 88) andrequireonly a few argumentsto establishanencrypted
channelbetweentwo components(i.e., end-to-endencryption). With SSL, the following encryption
algorithmscanbeused(see[Sch96] and[MOV97] for adescriptionof thealgorithms):

è no encryptionalgorithm

è streamciphers:RC4with 40 bit or 128bit key length

è CBC block ciphers:RC2,DES40,DES,3DES,3DESEDE,IDEA, Fortezza.

For the encryption of the communication, the IDEA algorithm was chosen (see
SSL_IDEA_128_CBC_WITH_MD5 in the SSL documentation). All of the above-mentionedal-
gorithmsencryptsymmetrically(seeChapter6.2,Procedural AnonymitythroughMixes). To exchange
the sessionkeys which areusedfor symmetricalencryption,the RSA4 key exchange methodis used.
With theRSAmethod,certificateswhichconformto theX.509standard5 canbeusedwhenestablishing
thecommunication[MOV97, p. 653]. An exampleof anX.509certificateis givenbelow:

(01) Certificate:
(02) Data:
(03) Version: 3 (0x2)
(04) Serial Number: 290 (0x122)
(05) Signature Algorithm: md5WithRSAEncryption
(06) Issuer: C=DE, ST=Staat1, L=Stadt1, O=Organisation1, OU=Unit1,
(07) CN=CA-Organisation/Email=ca@irgendwo
(08) Validity
(09) Not Before: Nov 18 13:22:38 1998 GMT
(10) Not After : Nov 7 13:22:38 2000 GMT
(11) Subject: C=DE, ST=Staat1, O=Organisation1, OU=Unit1,
(12) CN=Applikation1/Email=appl1@irgendwo
(13) Subject Public Key Info:
(14) Public Key Algorithm: rsaEncryption
(15) RSA Public Key: (1024 bit)
(16) Modulus (1024 bit):
(17) 00:d6:3a:cf:16:38:5b:f1:4b:3b:ba:7d:90:10:54:
.... ...
(25) 55:6f:66:de:81:88:d5:84:e1
(26) Exponent: 65537 (0x10001)
(27) X509v3 extensions:
(28) Netscape CA Revocation Url:
(29) .#http://www.cryptsoft.com/ca-crl.pem

.... ...
(34) Signature Algorithm: md5WithRSAEncryption
(35) 9f:19:e3:9c:82:8b:e1:3c:db:94:88:58:32:cf:91:6f:e6:b9:
.... ...
(42) 8c:9a

Table7.1: X.509certificate

4Rivest,Shamir, andAdleman
5SeeRequestfor Comments(RFC)2459:InternetX.509PublicKey InfrastructureCertificateandCRL Profile.
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The fields6 of the certificategive informationabouttheholder, the issuer, the validity, andthe crypto-
graphickeys. Someof theimportantfieldsare(seetheline numbersabove):

(03) versionof theX.509standard

(04) theserialnumberof thecertificate

(06) theissuerof thecertificate

(08) theinterval of validity of thecertificate

(11) informationabouttheholderof thecertificate

(14) thecryptographicalgorithmfor thekey certified

(17) the(public) key certified

(27) extensions,e.g.,for key revocation

(34) thealgorithmusedby theissuerfor thesignatureof thecertificate

(35) thesignatureof theissuer.

With anX.509certificate,acryptographickey (e.g.,apublicRSAkey) canberelatedto acommunicator
(seelines (11) and (17)) by meansof super-identification (seeChapter4.1.1, Levels of Anonymity).
This relation is affirmed by a trustworthy party (i.e., the certificate’s issuer, seeline (06), perhapsa
trust center)throughthe signature(seeline (35)) which is verifiable7 by all communicators.While a
communicationlink is beingestablished8 via SSL, the certifiedpublic key canbe usedto authenticate
both communicatorsand to exchangea symmetricalsessionkey to be usedfor further exchangesof
encryptedinformation(for instance,throughthe IDEA algorithmmentionedabove). After this phase,
theencryptedinformationwhich is exchangedbetweenthetwo communicatorsis not observablewhile
beingtransportedwithin thenetwork.

The SSLeay9 library [Hir97] waschosenasan implementationfor SSL, because:it is internationally
available, it is in the public domain(licensingpresentsno problems),and the sourcecodeis readily
available. By incorporatingthe functionsof SSLeayinto the KAPI library, we establishedthe SKAPI
(secureKAPI) library. Thefollowing exampleshowshow amessageis dispatchedwhenSSLis included
in KAPI:

6SeeRequestfor Comments(RFC)2459:InternetX.509PublicKey InfrastructureCertificateandCRL Profile.
7See[Sch96, Chap.8] or [MOV97, Chap.13] for key managementtechniques.
8See[Hir97] for adetaileddiscussionof theSSLhandshake phase.
9Seehttp://www2.psy.uq.edu.au/ é ftp/Crypto/ andOpenSSL(http://www.openssl.org/).
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(01) tcpSend(ParsedURL *purl, char *buffer, X509 **prover)
(02) { SSL *con;
(03) int i;
(04) char buf[256];
(05) X509 *cert;
(06)
(07) TCPInfo *info = (TCPInfo *) purl->transinfo;
(08) if (purl->state != OPEN_CON)
(09) { purl->fd = TCPconnect(info->host, info->port);
(10) if (purl->fd == -1) return -1;
(11) SSL_CTX_set_verify(SSL_ctx, SSL_VERIFY_PEER, verify_callback);
(12) con = SSL_new(SSL_ctx);
(13) SSL_set_fd(con, purl->fd);
(14) SSL_use_RSAPrivateKey_file(con, SSL_key_file, SSL_FILETYPE_PEM);
(15) SSL_use_certificate_file(con, SSL_cert_file, SSL_FILETYPE_PEM);
(16) prover_certificate(*prover);
(17) i = SSL_connect(con);
(18) if (i > 0)
(19) { purl->SSL_accepted = 1;
(20) purl->SSL_context = con;
(21) purl->state = OPEN_CON;
(22) }
(23) }
(24) if (purl->SSL_accepted)
(25) { cert = SSL_get_peer_certificate(purl->SSL_context);
(26) if (verify_cert(cert) && (!*prover || match_certs(cert, *prover)))
(27) { if (TCPsend(buffer, purl->SSL_context) < 0) { return (-1); }
(28) *prover = cert;
(29) return(1);
(30) } else { return(-1); }
(31) } else { return(-1); }
(32) }

Table7.2: SKAPI functionfor messagedispatch(example)

Theextensionsto theKAPI codeareexplainedbelow:

(01) tcpSend is afunctionof KAPI whichpreviously requiredtheargumentspurl (theaddressof the
receiver) andbuffer (themessage).In SKAPI theargumentlist hasbeenextendedby prover
which is a referenceto astructurefor theinformationcontainedin theX.509certificatefor which
thereceiver of thecurrentmessageis expectedto betheholder.

(08) If thereceiver is contactedfor thefirst time,anencryptedconnectionis established.Theconnection
is storedfor furtheruse.

(09) Theconnectionvia a socket is establishedasin KAPI.

(11) Thefunctionfor verifying thecommunicationpartner’s certificateis defined.
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(12) A new SSL context is createdwhich proceedsfrom the currentcontext. It containsparameters
necessaryfor theencryption(e.g.,thepreferredencryptionalgorithms).

(13) TheSSLcontext is assignedto thesocket.

(14) Theprivateandpublic keys of thesenderareassignedto theSSLcontext.

(16) Thecertificateagainstwhich thereceiver’s certificatemustbecheckedis defined.

(17) Theestablishingphase(i.e., theSSLhandshake phase10) is started.

(18) Whenanagreementaboutthekeysandalgorithmsto beusedhasbeenreached,thecommunication
link is stored.

(24) With apreviously storedencryptedconnection(see(08)), themessagedispatchis initialized.

(25) Thecurrentcertificateof thecommunicationpartneris requested.

(26) Thecertificate’s validity (e.g.,issuer’s signature)is verifiedandif a testcertificateis defined(see
(16)) with thismessagedispatchrequest,thecertificateis checkedagainstit.

(27) The messageis dispatchedby the KAPI function TCPSend which uses the SSL function
SSL_write insteadof the send function usually usedwith sockets. SSL_write encrypts
themessageandsendsit to thesocket.

(28) If no test certificatehasbeendefined(see(16)), the senderobtainsa referenceto the receiver’s
certificateinformation and is able to identify the receiver of the messageby meansof super-
identification(seeChapter4.1.1,Levelsof Anonymity).

Thisexampleshowsthatthedispatchedmessageis encryptedusingfunctionsof theSKAPI librarywhich
aretransparentto theapplicationusingthat library. Theapplicationmustonly definethecryptographic
keys thatshouldbeused(e.g.,by a certificate).Therefore,theSKAPI interfaceis only slightly different
from thatof KAPI (seep. 82):

ë (defun Lisp-KInit (private-key-file certificate-file) ...)
The parametersprivate-key-file andcertificate-file denotethe files containing
theprivatekey andthecertificatefile (bothencodedin PEM11 format)which arethebasisfor the
SSLhandshake phase.

Theapplicationsystemcanacceptseveral identities(e.g.,pseudonyms, seeChapter4.1.1,Levels
of Anonymity), definedby certificates,in communicatingwith its partners. Associatedwith a
certificateis thepublic key (seep. 83) usedin theSSLhandshake phaseto establishanencrypted
communicationlink. Thecorrespondingprivatekey for decryptionat thehandshake mustalsobe
defined.

10See[Hir97] for adetaileddiscussionof theSSLhandshake phase(andencryptionprocess).
11SeeRequestfor Comments(RFC)1422:Privacy Enhancementfor InternetElectronicMail: Part II: Certificate-BasedKey

Management.
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í (defun Lisp-KSendString (message certificate-file) ...)
In additionto themessage, the certificateof the message’s receiver canbe definedin orderto
authenticatethereceiverbymeansof super-identification(seeChapter4.1.1,Levelsof Anonymity).

If thereceiver’s currentcertificatedoesnot matchthedemandedcertificate,themessagewill not
besentto thequestionablereceiver.

If no certificateis defined(by the parametercertificate-file), the senderonly obtains
informationaboutthecertificatepresentedby thereceiver andthemessageis sentwithout regard
to thereceiver’s identity.

í (defun Lisp-KGetString (certificate-file) ...)
Theadditionalspecificationof thesenderof thenext messageto bereceivedassuresthereceiver
of thesender’s identity.

If the certificatepresentedby the senderdoesnot matchthe onespecifiedby certificate-
file, themessagewill bediscarded.

If no certificateis defined,thereceiver obtainsonly informationaboutthecertificatepresentedby
thesenderandthemessageis receivedwithout regardto thereceiver’s identity.

Theseselectedfunctionsshow how SKAPI canbeincludedin a usermodelingcomponent(in this case,
theBGP-MSusermodelingshellsystem).Themodificationswhichhave to bemadeto ausermodeling
componentin orderto usetheSKAPI insteadof theKAPI areminor (for instance,a new parameterin
thefunctioncall mustbeadded).

7.1.1.2.3 The SKAPI Library for Encrypted KQML MessageExchange

The SKAPI library we have developedenablesusermodelingcomponentsto exchangeKQML mes-
sagesvia anencryptedcommunicationlink. By encryptionof themessages,secrecy of theinformation
exchangedbetweentwo usermodelingcomponents(e.g.,betweenan applicationsystemandthe user
modelingagent)is given. Furthermore,by meansof asymmetriccryptography(seeChapter6.2.1,The
Mix Technique) theexpectedidentity of thecommunicationpartnercaneitherbespecifiedprior to ex-
changingmessagesor learnedafterwardsthroughcertificates(i.e., the communicationpartnerandthe
exchangedmessagescanbeauthenticated).

SKQML (seeChapter6.2.2,TheSecure Knowledge QueryandManipulationLanguage (SKQML)) also
permitsencryptionof themessagecontentto becommunicated.Thecontentmustbeencryptedbefore
thecommunicationsoftwarecansendit (seeChapter6.2.2.2,Extensionsto KQML, andAlgorithm 6.3
on p. 68). Sincetheencryptionmustbeaccomplishedby theusermodelingcomponent,modifications
within thecomponentarerequired.Either thecomponenthasto preparea messagewhich instructsan
intermediarymix to encryptthe message,or the componenthasto encryptthe messageitself, which
requirescryptographiccapabilities(seetheexamplemessageson p. 64).

Whenthe SKAPI library is usedinsteadof the KAPI library, the usermodelingcomponentis able to
communicatein encryptedform withoutmodifications12. Theencryptionof thecontentto beexchanged

12The additionalparametersexplainedin the previous section(for instance,the certificatefile) may be predefinedwithin
SKAPI for aninvariablecommunicationpartnerandneednotbeprovidedby theusermodelingcomponentusingSKAPI.
Thus,theadditionalparametersmaybeomitted.
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takes placejust above the transportlayer, giving the usermodelingcomponenttransparentaccessto
encryptionfunctions(seeFigure7.1 in contrastto Figure6.6 on p. 77 whereencryptiontakesplaceat
thepresentationlayer):

layer 7:

application

layer 6:

presentation

layer 5:

session

layer 4:

transport

layer 3:

network

layer 2:

data link

physical

layer 1:

t3sFm6PF7W33Kcz2H3LLq9zXUGgd9/M

interested in news, financial information

(tell ... :content (I news fin))

application

KQML-API

TCP

IP

application

KQML-API

TCP

IP

secure sockets layer (SSL)

Figure7.1: EncryptionthroughSKAPI

Two featuresof theSKAPI library areparticularlynoteworthy. First, SKAPI enablestheBGP-MSuser
modelingshell systemto maintainthe secrecy of datawhile it is in transit throughthe network. And
second,theauthenticityof theusermodelclientsandtheauthenticityof theexchangedKQML messages
canbeverifiedby meansof X.509certificates.

7.1.2 Secrecythrough SelectiveAccess

In Chapter7.1.1,SecrecythroughDenial of Access,we saw how usermodelinformationcanbe kept
secretbetweenthe senderandthe receiver of a message,eitherthroughanonymizationor throughen-
cryption. For usermodelinformationwhich is usefulto morethanoneusermodelclient, thesecrecy of
this informationbetweentheusermodelandonly oneclient is not appropriate.Several clientsshould
sharethis informationandkeepit confidentialamongthem.

Therequirementsfor confidentialityin Chapter5.1.2,SecrecythroughSelectiveAccess,wereformulated
from the user’s perspective. Therefore,theseformulationscanneitherbe usedto analyzethe mutual
consistency of requirementsnor arethey directly convertible into automaticprocedureswhich couldbe
executedin auseradaptive system.

To reducethegapbetweenrequirementsandformal specifications,securityresearchhasdevelopedso-
calledsecuritymodelswhicharemainlyconcernedwith theconfidentialityandtheintegrity of informa-
tion systems.In contrastto logical models[CK90] which actasconcretization13, securitymodelsactas
abstractions,neglectingirrelevantfactorsandconcentratingon essentialfactorsinstead.

13A modelof a givensetof axiomsexistsonly for a setof axiomswhich arefreeof conflict. An existing modelrepresents
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A definitionof asecuritymodelis givenin [LoSh87, p. 308]:

“In computersecurity, a modelthatdefinesthesystem-enforcedsecurityrules. It specifies
theaccesscontrolson theuseof informationandhow informationwill beallowed to flow
throughthe system. It alsoprovides the mechanismfor specifyinghow to changeaccess
controlsandinterfacesdynamicallywithout compromisingthesystem.”

Securitymodelsareimportantin thedesignphaseof aninformationsystemaswell asin theduty phase
andserve thefollowing purposes:

Definition of Terms: The definition of termsis a prerequisiteof securitymodels. It specifiesentities
of thesystemwhich arerelevant for confidentiality, clarifieswhat theseentitiesmeananddisam-
biguatesthetermssothatthey canbeprocessedautomatically.

Description: Thesecuritymodeldescribestheform of confidentiality, for example,thecircumstances
underwhicha systemcomponentcanacquireknowledgeof information.It describes,eitherin an
algorithmicalor a declarative manner, theactionswithin thesystemrelevant for thefulfillment of
requirementsregardingsecurity.

Analysis: Thedescriptionof theactionspossiblein themodelenablesthesystemto determinewhether
theseactionsareconsistentandadequatefor the system. The modelalso makes it possibleto
recognizewhatactionsmight leadto undesirableaccessto informationandto preventsuchaccess
beforethesystemis actuallyused.

Verification: Potentialviolationsof theconfidentialityrequirementscanbedeterminedandforestalled
in advance,e.g.,by automaticprocedures.In themodelingprocess,issuesconsideredirrelevant
for confidentialityare neglectedby abstraction. Therefore,the model can only be interpreted
within thelimits setby theabstractionandcannotguaranteeconfidentialitybeyondits formalism.
Nevertheless,within theselimitations,themodelcanbeverifiedin a formalmannerwhichassures
theuserthatall informationintendedfor accesscanbeaccessed,but informationwhich wasnot
intendedto beaccessedwill notbe.

Enforcement: By arrangingunambiguoustermsthroughactions,it is possibleto generateautomatic
proceduresfrom themodelwhichcanenforcetheconfidentialityrequirementswithin thesystem.

Confidentiality requirementsare often given as interdictions(e.g., particularapplicationsystemsare
never permittedto acquireknowledgeof personalinterestsmaintainedin a usermodel).Fromits struc-
ture,aninterdictionis a negatedexistenceclause(e.g., ïGðAñóòAôxõ�ñDö , whereñ denotesa potentialstate
of thesystemand ôxõ�ñDö theaccessto information),whichis equalto anall-quantifiedclauseof thenega-
tion of the interdiction(e.g., ÷7ñøòqïùôxõ�ñDö ). Empiricalall-quantifiedclausesusuallycannotbeproven
becausenot all statesareknown or canbe tested(whereasthey might easilybe falsified,see[AK93]).
With formalsecuritymodels,all permissibleactionsandstatesaredescribedandcanusuallybeenumer-
ated. Throughenumerationof all states,the compatibility of thesystemwith the requirementscanbe
provenor at leastbetested.By meansof positive conditions(definedby permissionsin contradictionto

only oneof potentiallymany assignmentsfor thesyntacticalelementsof thesetof axiomsassignedby an interpretation
function.Themodeltherebyis a concretization(see[CK90]).
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interdictions)in a securitymodelandthe restrictionthat only actionswhich areallowed by themodel
canbeperformed,confidentialityrequirementscanbeformulatedandtreatedalgorithmically.

In the following sectionssomewell-known securitymodelsaredescribed,examplesof their usesare
given,andtheirapplicabilityfor usermodelingis evaluated.

7.1.2.1 NoninterferenceModels

Datawhich canbeassignedto categories14 andis only confidentialif two categoriesarecombinedcan
beprotectedby noninterference[Sum97, p. 137]:

“A precisedefinitionof informationflow restrictionis found in theconceptof noninterfer-
ence. Onegroupof usersis noninterferingwith anothergroupif theactionsof thefirst group
usingcertaincommandshave no effecton whatthesecondgroupcansee.”

With noninterference,severalusermodelclientscanmaintainthesameusermodel,thoughbeingsepa-
ratedwith respectto definedcategoriesof theusermodeldata.Figure5.1onp. 47depictsseveralmodes
of cooperationbetweenapplicationsystems:CONT-DIV andCONT-SEPshow modesfor which com-
pletenoninterferencebetweentheapplicationsystemsû and ü is given(eitherby applicationof two user
modelsor by separationof ýhþbÿ�����û�� and ýhþbÿ�����ü�� within oneusermodel). In themodeCONT-SHAR,
theareaý�þbÿ�����û��
	wý�þbÿ�����ü�� is not interferingwith ýhþNÿ�����ü���	wýhþbÿ�����û�� .
Thefollowing sectionsdescribetwo well-known noninterferencemodelswhichensureconfidentialityby
giving accessto informationto all entitieswhich arenot excludedfrom accessby previously accessed
information.

7.1.2.1.1 The ChineseWall Security Policy

The ChineseWall securitypolicy proposedby Brewer and Nash(see[BN89] and [Kes92]) makes it
possibleto separateaccessto conflictingclassesof information[BN89, p. 207]:

“The basisof theChineseWall policy is thatpeopleareonly allowedaccessto information
which is notheldto conflict with any otherinformationthatthey alreadypossess.”

Initially, therequesterof informationis allowedto accessany informationherequests(e.g.,information
of classû whichcontainsanonymousdata).Subsequentinformationrequests(e.g.,informationrequests
referring to class ü which containspersonalinformation) are allowed if thereis no conflict relation
betweenthecurrentinformationclassandall informationclassespreviously referredto. Whenclassû
and ü aredefinedasconflicting, thelatter informationrequestcannotbesatisfied.Theconflict relation
establishesa ChineseWall betweeninformationclasses(for instance,somepartitions in usermodels
[KP95] may be definedas conflicting) wherethe requesteris able to choosethe side of the wall he
wantsto be on. CONT-SEP(seeFigure5.1 on p. 47) depictsthe ChineseWall policy within oneuser
model,CONT-DIV (seeFigure5.1)establishesaChineseWall betweentwo usermodelingagentswhere

14For instance,in a usermodel,anonymousdataaboutsensitive characteristicscanconstituteonecategory andidentifying
informationabouttheusera secondcategory.
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consistency procedures(seeChapter7.2.1.1,Consistency,andChapter7.2.2.1,DataIntegrity) mustalso
benon-interfering.

7.1.2.1.2 NoninterferenceModel (Goguen-Meseguer)

GoguenandMeseguer(see[GM82] and[GM84]) describetheir noninterferencemodelin termsof au-
tomatatheory. Beginningfrom astate������� , statetransitionscanbeconductedby thefunction:

����� ������� �"!#�
with � asthe setof users15 and � the setof statechangingcommands. The output (for instance,the
displayof avariable’s value)a useris ableto getin astateis definedby thefunction

�%$'&(� �)�*�+!-, ,
with , asthesetof possibleoutputs.

Thehistoryof thesystemis denotedasthesequenceof all pairsof users’commands. $0/21435/76 �8.2�9�:� 6 :
; �<.2�=� � 6?>%1 ;A@ . $
B�143�B�6�C�D�D�D%C . $'E01435EF6

The statewhich is reachedby applyingthe sequence; startingfrom the initial state � � is denotedbyGHG ;JIHI . Theoutputavailablefor auser
$

in thatstateis givenby:

GHG ;JIHILKM@ �%$'& . GHG ;JIHI 1N$O6
For given groupsof usersP 1 P�QSRT� anda setof commands�SU"RV� the function WYX[Z \0] purgesall
pairsof ; whichcontainelementsof thosesubsets:

WYX[Z \ ] . ; 6 @"^_;)` . $
143_6ba�$ �cPed 3 �c�SUgf
Theusergroup P doesnot interfere with P�Q :

P �ha P Q i j ; �k.2�=� � 6l>%1 j $ � P Q � GHG ;JIHI K @ GHG WYX[Z \(. ; 6 IHI K
Also, for agivensetof commands� U doesnot interfere with P�Q :

�SU �ha P Q i j ; �<.2����� 6 > 1 j $ �cP Q � GHG ;JIHI K @ GHG WOmnZ \ ] . ; 6 IHI K
Whencombined,agroupof usersP andasetof commands�SU donot interfere with usersin P Q :

�SU 1 P �ha P Q i j ; �<.2�=� � 6 > 1 j $ �cP Q � GHG ;SIHI K @ GHG WOX[Z \ ] . ; 6 IHI K
Within Goguenand Meseguer’s noninterferencemodel, a securitypolicy is a set of noninterference
assertions[GM82, p. 16]. With theassertionsof noninterferingclasses,a policy canbedefinedwhich
assuresthe userthat a group of usermodel clients cannotgain knowledgeaboutusermodel entries
maintainedby a conflictinggroupof usermodelclients. For example,a groupof usermodelclients
which shouldonly maintainanonymousdatamay conflict with a group of usermodel clients which
shouldonly maintainpersonalinformation.

15For GoguenandMeseguer(see[GM82] and[GM84]), the term usercorrespondsto a usermodelclient which accesses
informationfrom a usermodelandnot to theuserbeingmodeled.
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The noninterferencemodel makes it possibleto specify conflicting groupsof usermodel clients (or
actions,seeabove). It neitherspecifieswhich usermodelclient is ableto accessa particularusermodel
entry nor doesit mentionparticularaccessmodes(e.g., read, delete). Therefore,it can be usedfor
separatingapplicationsystemsof a useradaptive systemwhile maintainingtheusermodel,but it is not
suitablewhenaccessto concreteusermodelentrieshasto bedefinedfor particularapplicationsystems.

In order to computethe output presentedto a user p (i.e., a usermodel client), the history q of all
commandsfrom eachusermustfirst be purgedfrom the commandsmadeby usersin conflicting user
groups.Therefore,thehistory q hasto bebekeptandthepurgedhistory rYs[t u0v[wLq�x mustbeobtainable
for each y and zS{ in orderto producethe output |H| qS}H}h~ . The usermodelmusteitherbe recomputed
for every accesswhich is dependenton the groupof usersy andthe setof commandszS{ , or several
parallelusermodelshave to bekept,eachfor a staticgroupof usersy andsetof commandszS{ . The
sharedmaintenanceof ausermodelis only possiblewithin agroupof noninterferingusers(i.e.,agroup
of noninterferingusermodelclients)wherebyall usersin thatgroupsharethecompleteinformationof
thegroup.

GoguenandMeseguer’s noninterferencemodelmakesit possibleto separategroupsof applicationsys-
tems,eachof whichmaintainsasharedusermodelwithin auseradaptive system.It is therefore,like the
Chinesewall model(seeabove), focusedon theusersof information(i.e., theusermodelclients)rather
thanon theinformationitself (e.g.,on its sensitivity or thepurposeof theinformationrequest).

7.1.2.2 Inf ormation Flow Control Models

In contrastto the modelsdescribedin the previous sections,informationflow control modelsdealpri-
marily with the informationprocessedwithin a system.They describeeitherhow informationcanflow
within an informationsystemor which kinds of informationflows areprohibited. It is assumedthat
informationflows only within themodeldescribed(e.g.,in theusermodelingcomponentwhich imple-
mentstheinformationflow controlmodel). Informationflow betweeninformationrequesters(e.g.,user
modelclients)is not consideredhere.

In thefollowing, two well-known informationflow controlmodelsarepresentedwith examplessuitable
for useradaptive systems.

7.1.2.2.1 The Multi-Le vel Security Model (Bell-LaPadula)

By relatinga set � of subjects(i.e., informationrequesters)to a set � of objects(i.e., processedinfor-
mationentities),Bell andLaPadula’s multi-level securitymodel(see[BP76] and[Bell88]) specifiesthe
accessto informationaswell astheflow of informationwithin thesystemprocessingthe information.
Both subjectsandobjectsarearrangedinto securitylevels, wherebya securitylevel is a pair consisting
of a classificationandacompartment.

A classificationis an elementof the totally orderedset z (e.g., z ���_p0���5���n�����2�Y�2�������%���
�����l�������
���_��� - �%���
�����l������� with the order16: p0�����L�n�%�_�2�Y�l�_�����%���
�����2�7��� , �%���
�����l�����"�-�n����� - ���_�
�_���l���n� ). A
���% ¡r0�����l c����� is an elementof the power set ¢�£ with ¤ as the set of all need-to-knowcategories

16reflexive, transitive,antisymmetric
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which describethecontentof an ¦�§?¨ª©_«5¬ or thecontenta ­_®O§?¨�©_«5¬ is allowed to refer to. For example,a
usermodelcanbepartitionedinto theneed-to-knowcategories ¯±°"²_³�´�¬N©�µ�©�­�¬N­�¶·­%¸�³7¹�¹º­�¶4»n§¼³7¹L³�¬2³l©�­�½ . For
thesetof ­%©_«5®'µ�³�¬l¾¿¹º©�Àn©_¹º­ÂÁ�°AÃ=ÄcÅ�Æ , adominancerelation is defined:

Ç «�È_¶N´gÈ¼É(Ê Ç «�Ë�¶N´�Ë_ÉgÌ#«�ÈSÊ)«�ËÎÍÏ´gÈJÐÑ´�Ë «�È_¶4«�Ë�Ò Ã�¶N´gÈ_¶N´�Ë�ÒcÅ Æ (7.1)

Thesecuritylevel function ÓÔ° Ç Ó�ÕY¶·Ó�Ö×¶·Ó�ØÙÉ×ÚªÛ Ä�ÜeÄ�Û8ÝÞÁ�ß is appliedfor everysubject­ requesting
accessto object ¦ . Thefunction Ó�ÖàÚ�Ü�ÝÞÁ assignseachobjectits securitylevel and Ó�ÕáÚ�Û<Ý#Á each
subjectits securitylevel. Thefunction Ó�ØkÚªÛ<ÝÞÁS¶·Ó�Ø Ç ­�É(ÊâÓ�Õ Ç ­�É0¶·­�Ò Û , allows thesubjectto choose
asecuritylevel lower thanthepossiblemaximum.Thepermissibleaccessmodesfor subject­�ã to object
¦�ä aredefinedby amatrix åæ° ÇLç ãLè ä�É¼¶ ç ãLè äéÒcÅ�êÎ¶4ëì°�²_µ�©�»ªí'¶NîSµ�³�¬N©�½ .
TheBell-LaPadulamodelis describedin termsof a statemachinemodelwith a systemstate À�ÒÑïð°Ç�ñ ¶·åA¶·Ó�É . ñ denotesthesetof currentaccessrightsfor subjects­�ãgÒcÛ , ¦%ãgÒ�Ü , theobjectsreferredto,
and »�ãgÒÔë theaccessmode: §J° Ç ­�ãl¶4¦�ãl¶4»ªã�ÉÂÒ ñ .

A systemstateÀ is consideredto besecureaccordingto theBell-LaPadulamodelif thefollowing three
propertiesaregiven:

simplesecurity property (“no readup secrecy”): Whena subjecthasreador write accessto an ob-
ject, thenthesecuritylevel of thesubjectdominatesthesecuritylevel of theobject(with respect
to thedominancerelation7.1).

òFó(ô�õOöl÷Sô�ø�ùûúLó�ö2÷�ö7ü�ý�þ�ÿ�� ô���� úLó�ö2÷�ö��Îü	��
�ý��gô
���������0úhó�������� ú ÷��
(7.2)

This condition ensuresthat operationscan only be performedfor objectssubdominantto the
subject’s securitylevel. For example,thefollowing accessmodesare:

valid: ����� è! � è!"$#&%('*) +-, ����� )/. �10�2�3�4 % �5� ã6+�ã�#5'�è�72ã 2�8 #�"$# �98:� è �&; ã 4<4<�-= ) +-> �  � )/. �10�2�3�4 % �5� ã6+�ã�#5'�è�72ã 2�8 #�"$# �98:�-= )
valid: ���5? è! ? è!@A"lã 8 #-) +-, ���5? )/. �1B #�"-C - � # 2D� ã 8 ã B #·èE75%(F�ã 4 ã 8 ã6# �-= ) +-> �  ? )/. �6� # 2G� ã 8 ã B #4èE75%*F�ã 4 ã 8 ã6# �-= )
not valid: ���&H è! H è!"$#&%('*) +-, ���&H )/. �1B #�"-C - � # 2D� ã 8 ã B #·èE75%(F�ã 4 ã 8 ã6# �-= ) +-> �  H )/. �6� # 2G� ã 8 ã B #4èE72ã 2�8 #&"-# ��8:�5= )

Theconditionenforcesthatsubjectscanonly accessinformationwith thesameor a lowersecurity
level. Throughthe combinationof classificationsandneed-to-knowcategories, it is possibleto
partitionausermodelinto classesin which theinformationflow canberestrictedto onedirection
(e.g.,from ­�©_´
­_³7¬2³�Àn© to Àn©�µ�¾ - ­�©_´
­_³�¬l³�Àn© ) within thisclass(e.g., »�§¼³7¹L³�¬l³2©�­ ).I -property (“no write down secrecy”): Whenasubjecthasreadaccessto oneobject,thenthesecurity
level of anotherobjectfor thewrite accessmustnot belower thanthesubject’s securitylevel for
thereadoperation.

úLó�ö2÷KJ_ö7ü�ý�þ%ÿG�gôL�M����N úLó������ � ú ÷KJ(�
and

úLó�öl÷�O�ö&� ü���
�ý��Ùô��M����N úhó���PQ� � ú ÷�O�� óÂô�õOöl÷KJ�öl÷�O(ô�øMR
(7.3)

This propertyspecifiesthat informationderived throughreadaccessto an objectof a specific
securitylevel cannotflow to anotherobjecton a securitylevel which is subdominantwith respect
to thedominancerelation(seeExpression7.1). For instance,thewrite requestsare:

valid: ����� è! � è!@A"lã 8 #-) +-S �6�$� )T. �<0�2G394 % �&� ãU+�ã6#&'�è�72ã 2V8 #&"$# ��8:�5= ) + > �  � )T. �10�2G394 % �&� ãU+�ã6#&'�èE72ã 2�8 #&"-# ��8:�5= )
not valid: ��� ? è! ? è!@A"lã 8 #-) + S �6� ? )T. �<B #&"-C - � # 2D� ã 8 ã B #·è�7 ��; ã 4W41� è:%(F�ã 4 ã 8 ã6# �-= ) +5> �  ? )T. �6� # 2D� ã 8 ã B #·èE7 �&; ã 4<4<� è:%*F�ã 4 ã 8 ã6# �-= )
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The conditionpreventsconfidentialinformationfrom flowing to a subdominantsecuritylevel to
which applicationsystemswhich cannotbetrustedto keepinformationconfidentialalsohave ac-
cess.Preventingthis kind of informationflow canbeusefulfor two reasons.First, usermodeling
agentsemploy procedureswhich maintainthe integrity of the usermodel(seeChapter7.2, So-
lutions for Integrity), and this sometimesentailsmodifying usermodel entries(e.g., entriesof
differentclasses).The Y -propertyensuresthat this is only possibleif thereis no informationflow
to classeson a lower securitylevel. Second,neithersuchintentionalinformationflows, nor un-
intentional,accidentalinformationflows (e.g.,dueto an applicationsystemerror) arepermitted
unlessthey arecompliantwith themodel17.

discretionary security property: All requestedaccessmodesmustbespecifiedin thematrix Z .

[]\	^`_La`b9[dc(ef_
ghb9[dc-i
_Ljlk/m!\	^&b&c(eKb5c-ionp_LqMrsc-i
_Lt�^:u e
(7.4)

While theprevious two propertiesdescribethepotentialflow of informationwithin thesecurity
model, this propertydescribeshow an object (i.e., a usermodel entry) is relatedto a subject
(i.e., anapplicationsystem)throughparticularaccessmodes(seeChapter7.1.2.3.1for a detailed
descriptionof anaccesscontrolmatrix).

Usingtheterminologyof theBell-LaPadula’s statemachinemodel, all secure transactions(i.e., transac-
tions which transforma secure statevGw into a secure statev�wUxzy ) startingfrom an initial secure statevD{
resultin a secure system(statevGwUxzy ). All transactionsareconsideredto besecure if they complywith
thethreepropertiesdescribedabove.

With the Bell-LaPadulasecuritymodel, it is possibleto build a classificationandneed-to-knowcate-
gorieswhichcharacterizeusermodelentriesaswell asusermodelclients(i.e. applicationsystems).The
simplesecurityproperty(seeExpression7.2)andthe Y -property(seeExpression7.3)specifythepossi-
ble informationflow within thesecuritylevelsof theusermodel. Theparticularaccessmodesfor user
modelclientsto usermodelentriescanbedefinedby anaccesscontrolmatrix(seeExpression7.4)which
relateseachsubjectto anobject.Thedefinitionof particularaccessmodesenhancesthedefinitionof the
possibleinformationflow with a specificationfor concreteinformationaccess. This modelis therefore
usefulfor specifyingacompartmentalizedusermodel(seeFigure5.1onp. 47)andfor assigninggrades
of confidentialityto theusermodelentriesin thecompartments.

7.1.2.2.2 The Lattice Model of Secure Inf ormation Flow (Denning)

In Denning’s informationflow control model(see[Denn76], [Denn82, Chap.5]) the informationflow
(denotedby | ) is describedasreducedentropy18 of theobjectto which informationflows.

An informationflow from thevariable}A~�� to thevariable�/~9�
} ~9� |l�f� ~9� (7.5)

17Becauseall componentsinvolvedin thesecuritymodelhave to complywith suchconditions,thesemodelsareoftencalled
mandatorysecuritymodels(MAC models).

18See[Sha49], [Blah87], or [Denn82] for entropyandconditionalentropy.
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is given when, througha statetransitionfrom state � to state ��� (causedby a commandsequence� ,�p�A��� � ), new informationabout�A��� canbeobtained(i.e., reductionof conditionalentropy) from �/�9� :�
��� �(� �A�����f� �
� � � � � � (7.6)

For example,in ausermodel19 in thestate� with thesetof formulas:� ��������� ��� ��� � � �E¡ �¢� ��� ��£ �¢� ��� ��¤ �(¥ ��¦ ��� �¢� ��¦ �E¡ �(¥��¦ ��� ��§ � � ��� �¢� ��� �E¡ �(¥ �z¦ �E¡ ��§ � � ��£ �¢� � � ��¤ �(¥¨A© ¥�ª«¥$¬�­ �z® � © �¢¯ ��® � ª°� ± © � ª ² (7.7)

and � �³��� and � �³��¦ , � � hasanentropy (with ´ � � � � astheprobabilitydistribution of � � ):
� � � � � �¶µ¸·º¹ � ´ � � � �5» ¤A� ´ � � � �$� �¼µ �G½¾ » ¤�½¾À¿ ½¾ » ¤�½¾«¿ ½¾ » ¤�½¾«¿ ½¾ » ¤�½¾ � �ÂÁ (bits)

After insertingthepredicate� ¦ ��� � through � , thestatechanges:� � �`�Ã� � � ��� �¢� ��� �E¡ �(¥ ��¦ ��� �(¥�z¦ ��� � § ��� ��� �¢� � � �E¡ �(¥ ��¦ �E¡ � § ��� ��£ ��� � � ��¤ �(¥¨A© ¥�ª«¥$¬ ­ � ® � © ��¯ � ® � ª°�Ä± © � ª ² (7.8)

andsodoestheentropy of �A� � :
� � �A� � � �¶µ � ½Á » ¤ ½Á ¿ ½Á » ¤ ½Á ¿lÅÆ¿lÅ � � ½ (bit)

Theconditionalentropy of � in state� (in absenceof informationabout� � ) is:�°� � � � � � � � � � � � �ÂÁ (bits)

andwith knowledgeof � � � :
�
��� �(� �`� � � �¼µ¸· ¹ � � ´

��� �*� �`� � �5» ¤A� ´ ��� �(� �A� � �$� �¶µ � ½Á » ¤ ½Á ¿ ½Á » ¤ ½Á ¿lÅÇ¿lÅ � � ½ (bit)

Because(seeinequation7.6): �
� � �*� �A� � � � ½ �
�
� � � � � � �ÈÁ

an information flow exists from the variable � � � to the variable � � � ( � � �G§É��� � � , seeExpression7.5).
Hence,a usermodelingcomponentwhich only hasknowledgeaboutthe valueof � � � (i.e. ��¦ ) hasa
loweruncertaintyaboutthe(probable)valueof � � (i.e. ��� ) afterthestatetransitionthroughthecommand
sequence� .

In Denning’s informationflow control model,a flow policy is definedby arrangingsecurityclassesin
a lattice20 �9Ê Ë ¥��Ì¥(Í�¥(ÎÌ� , where � definesa dominancerelation21, Í the leastupperboundoperator

19For thisexample,theusermodelconsistsof a setof first orderlogic formulas,see[Pohl98,Chap.3].
20See[Denn82, Chap.5] or [Bir61] for a definition.
21reflexive, transitive,antisymmetric
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(ÐÒÑzÓ$Ô«Õ¸Ö�×¼ØDÑ�Ù�ÔÚÕ¸Ö × ), Û thegreatestlower boundoperator(ÐÒÑzÓ$Ô«ÕÜÖ ×¼ØDÑ�Û�ÔÚÕ¸Ö × ). Thereis
alsoasupremumÝ�Þ/ß�à9Ö ×âá andaninfimum ã9ä�åÄà9Ö ×âá .
Eachobject æ is assignedto asecurityclass ÝVçDà�æèáfÕ¸Ö × . An informationflow Ñ`éÒêlëìÔ é�í is allowed,if

ÝVçGà�Ñ`é(áfîïÝKçDà�Ô é í á (7.9)

For example, in a specific user adaptive systemthe security classesã9äñð$ò�óèòKÝKð ç�æVä�ÝKÞõôöò�ó÷ÕøÖ × ,ã9äñð$ò�óèòKÝKð ßõóDæGùèÞAç�ò�ó¶ÕúÖ × , ã9äñð-ò�óèòKÝKð ôüû/ã9äñð-ûTã9ä�ò�ó¶ÕýÖ × , and ã�äñð-ò�óDòVÝ�ð ÝKÞèß`ò�óGþ/ã&ÝVæ�ó�ÕÿÖ × can be
orderedby thedominancerelation:

ã9äñð$ò�óèòVÝ�ð ôüûTã9äñð-û/ã9ä�ò�ó î ã9äñð$ò�óèòKÝKð ç�æVä�ÝKÞõôöò�óã9äñð$ò�óèòVÝ�ð ôüûTã9äñð-û/ã9ä�ò�ó î ã9äñð$ò�óèòKÝKð ßõóDæGùèÞÒç�ò�óã9äñð$ò�óèòVÝ�ð ç�æ�ä�Ý�ÞÒôöò�ó î ã9äñð$ò�óèòKÝKð Ý�Þ/ßAò�óGþTã&ÝKæ�óã9äñð$ò�óèòVÝ�ð ßõóDæGùèÞAç�ò�ó î ã9äñð$ò�óèòKÝKð Ý�Þ/ßAò�óGþTã&ÝKæ�ó
(7.10)

With ����� � (seeExpression7.7)asobjects,theinformationflow Ñ é�í êlëfÔ é�í is:

valid: ÝKçDà����	á�� ã9äñð$ò�óèòKÝKð ßõóDæGùèÞAç�ò�ó ÝKçDà��	�Ká�� ã9äñð$ò�óèòKÝKð ÝKÞèßAò�ó�þTã&ÝVæVó
not valid: ÝKçDà����	á�� ã9äñð$ò�óèòKÝKð ßõóDæGùèÞAç�ò�ó ÝKçDà��	�Ká�� ã9äñð$ò�óèòKÝKð ôüûTã9äñð5ûTã9ä�ò�ó
not valid: ÝKçDà����	á�� ã9äñð$ò�óèòKÝKð ç�æ�ä�Ý�ÞÒôöò�ó ÝKçDà��	�Ká�� ã9äñð$ò�óèòKÝKð ôüûTã9äñð5ûTã9ä�ò�ó

Theinformationflow controlmodeldescribesonly whichkindsof informationflowsareallowedwithin
a systembut doesnot specifywhich actions(e.g.,read, write) canbeperformedby subjectson specific
objects.It is thereforelessstringentthantheBell-LaPadulamodel.It is alsomoreflexible in its definition
of valid informationflows becauseit doesnot classifyusermodelclientsby securitylevels. Rather, it
concentrateson the processedinformationby groupingusermodelentriesinto securityclasseswhich
arearrangedin a lattice. Informationmight flow accordingto thedominancerelation (seeExpression
7.10)in thedirectionof thesupremumof thelattice(e.g., ã9äñð$ò�óèòKÝKð ÝKÞèßAò�ó�þTã&ÝVæVó in Expression7.10).

Themodeldescribesin adeclarative mannerhow to verify thevalidity of aninformationflow whichwas
inducedby astatetransitionfrom stateÝ to stateÝ�
 via acommandsequence� ( Ý�
Aë�Ý�
 ). It focusesonthe
probablevaluesof variables(for instance,on thevaluesof theusermodelentries��� and ��� ) ratherthan
on subjects(i.e., usermodelclients)andthecommandsthey areallowed to give to a usermodel(e.g.,
insert). Sincetheconcretecommands(or commandsequences� ) which leadto permissibleinformation
flows are not describedexplicitly by the model, automaticproceduresfor checkingthe feasibility of
thecommand(sequence)to becarriedout cannotbeemployed. Rather, thecommand(sequence)must
be carriedout on the usermodelandafterwardsretractedif an invalid informationflow occurs. This
strategy usually involves expensive computations,particularly the calculationof conditionalentropy,
andcommandsequenceswhicharenot retractablemayexist.

Becauseconcretecommandsarenot describedwithin the informationflow model, it is applicablefor
non-compartmentedor sub-symbolicrepresentationmechanisms.However, it is notgenerallyapplicable
to all usermodelsbecauseof thelimitationsof theusermodelingsystemswhich hostthem(seeabove).
Theinformationflow controlmodelalsohasto beimplementedwithin theusermodelingsystemin order
to be ableto calculateentropies.Thus,a securitymodelbasedon Denning’s informationflow control
modelmustbeadjustedto eachindividual usermodelingsystem.
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7.1.2.3 AccessControl Models

Thesecuritymodelsdiscussedabove definedthe informationflow within an informationsystemeither
by groupingconflictinginformationinto mutuallyexclusive accessclassesor by specifyingthepermiss-
ableeffectsbetweeninformationclasses.Thesesecuritymodelsfocuseitherontherelationshipbetween
particularinformationobjects(e.g.,usermodelentries)by groupingtheminto (conflicting)information
classeswith noinformationflow permittedbetweenthem,or they focusondefiningpermissableinforma-
tion flows betweeninformationclasses.An exceptionis Bell andLaPadula’s multi-level securitymodel
(seeChapter7.1.2.2,InformationFlow Control Models) where,in additionto thedescriptionof thepos-
sibleinformationflows,subjectsarerelatedto objectsby accessmodesthroughanaccesscontrolmatrix
(seeExpression7.4 on p. 94). This accesscontrol matrix will be describedin detail in the following
section.

Via a matrix, all objectsin aninformationsystemcanberelatedto thesubjectsby accessmodeswhich
are grantedto a given subjecton an object (e.g., ��������������������� ). When requirementsconcerningthe
confidentialityof theobjectsarestrong,mostof thematrix’s elementswill beemptybecauseonly few
accessmodesaredefined.Hence,the matrix canbe broken down into accesscontrol lists (with focus
on the objects)or capability lists (with focuson the subjects).In both of thesemethodssubjectsand
objectsarerelateddirectlyby accessmodes.The role-basedaccesscontrol modelenhancestheaccess
matrix model(andthe lists into which it canbe broken down) by introducinganabstractentity (i.e., a
role) which groupsaccessmodes.Subjectsandobjectsareno longerrelatedby concreteaccessmodes
but by acollective termfor thesemodes(i.e.,a role).

In thefollowing sections,thedifferentaccesscontrol modelsaredescribed.

7.1.2.3.1 The AccessMatrix Model

The accessmatrix modeldevelopedby Harrison,Ruzzo,andUllman (HRU model, [HRU76]) relates
eachsubject�� ( �� "!$# ) andeachobject %�& ( %�&'!$( ) of an informationsystemthrougha setof access
modes )  +* &-,/. (e.g., .1032 ����������45�768�9����:;�����<���=�������������?> ). The relation is denotedby the matrix@ 0BA )  +* &DC . Thevalidity of a requestA �  ��% & ��%;E C with %;EF! . is givenby thefollowing equivalence:

A �  ��% & ��%;E C valid G %;EF!H)  +* & (7.11)

For a useradaptive systemwith applicationsystems��E�EI��J�����E�EI�LKD��M�M�MD����E<EI�ONP!Q# , the set of objects( 0R2 ��ST�U�7V J �W��ST�U�?V K �W��ST�U�7V�X7�W��ST�Y�?V=Z7��M�M�M��W��ST�U�?V=[\> , andthesetof rights .]0^2 �_��`���6����a> , (e.g., � 0�b�Dcd��` 0 `�Ed�<�e�9����6 0 6fSg�7���?�h��� 0 ����������� ) anexampleof anaccesscontrolmatrix is givenbelow:

@ 0
ijjjj
k
2 `g> 2 `g> 2 `g���I��6����a> l�l�l 2 `g>2 `����_��6�> 2 `����_��6�> 2 `g���I��6����a> l�l�l 2 `����_��6�>
...

...
...

...
...

...2 `����_��6W���a> 2 `����_��6�����> 2 `g���I��6�����> 2 `g���I��6����a> l�l�l 2 `����_��6�����>

mWnnnn
o (7.12)

In additionto thematrixdescribedhere,theHRU modelmakesit possiblefor subjectsto alterthematrix@
in orderto modify therelationbetweensubjectsandrights(i.e.,discretionary22 accesscontrol model,

DAC model) which is, however, not relevantfor usermodelingpurposes.
22Therelationof accessmodescanbemodifiedat theusers’discretion.
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7.1.2.3.2 Capability Lists and AccessControl Lists

For useradaptivesystemsin whichahighdegreeof separation(i.e.,noninterference,seeChapter7.1.2.1,
NoninterferenceModels) betweendifferentapplicationsystemsis demanded(seeCONT-DIV, CONT-
SEPin Figure5.1 on p. 47) the matrix q rts+uHv+w x�y (seeabove) is sparse(for instance,subject z is
not relatedwith a right to objects {}|�~�{7�T��s���y and subject � is not relatedwith a right to objects{�|�~�{7�T��s�z\y ).
A capabilitylist ~��L�Y� for asubject��v is asetof pairscontainingall rightsapplicablefor ��v :

~��+�8�gr��es�{�x<��uHv+w x�y"�DuHv+w x��r}������������u�� (7.13)

Thecapabilitylist for ��v containsall non-emptysetsof therow � of matrix q andtheirrelationto objects
(e.g., ~����Y�����¡ ¢r£�es�¤��T�U¥?¦b§�����¨©�7y;�ªs�¤��T�Y¥?¦�«D����¨©�7y;�¬s�¤��T�U¥7¦=­7����¨g��®I������¯��7y;�ª°�°�°D�±s�¤��T�Y¥?¦=²³����¨g�7yW� ). Ordered
accordingto objects(insteadof accordingto subjects),accesscontrol listscanbeobtainedwhichspecify
whichsubjectsareallowedto performoperationsfor agivenobject {�x :

®�~���´�µ5rP�es�� v ��u v+w x y"�Du v+w x �r¶�����³�·�ª����� (7.14)

For example,theaccesscontrol list for object ¤��T�Y¥?¦�¸ is: ®�~h�L¹8º7»½¼9¾�¿Àr���°�°�°���s�®�Á�ÁI��ºI����¨���®_������¯��7yW� .
Breakingdown theaccesscontrolmatrix reducesthestorageandretrieval effort for sparsematricesbut
doesnotoffer moreopportunitiesthantheaccessmatrix modeldoes.

Thenext sectiondescribesanaccesscontrolmodelwhichextendstherelationshipbetweensubjectsand
objectsthroughaccessmodesto includeanadditionalentity.

7.1.2.4 Role-BasedAccessControl Model

Thesecuritymodelsproposedin theprevioussectionsrelatesubjects(e.g.,usermodelclients)to objects
(e.g.,entriesin ausermodel)throughpermissions(i.e.,permissibleaccessto objects).Thesemanticsof
permissions(e.g.,read, write) arefixedwithin therespective modelandcannotbechanged.

In therole-basedaccesscontrol model(RBAC model, see[SCFY96],[SB97],and[SBM99]) permissions
aregroupedby roles. Theserolesareabstractentitiesfor whichnamesandsemanticscanbechosenand
changedby thedesignerof theaccesscontrolmodel. Permissions23 describedifferentmodesof access
(e.g.,to a usermodel). This flexibility in definingandgroupingpermissionsthroughrolesmeansthat
RBAC is notboundto a particularaccesspolicy (seetheprevioussectionsin this chapter)thoughit still
supportsimportantprinciples[SCFY96,p. 40]:

“AlthoughtheRBAC conceptis policy neutral,it directlysupportsthreewell-known securityprinciples:

Â Leastprivilege: Only thosepermissionsrequiredfor thetasksperformedby thesameuserin the
roleareassignedto therole.Â Separationof duties: Invocationof mutuallyexclusive rolescanberequiredto completeasensitive
task, suchas requiring an accountingclerk andan accountmanagerto participatein issuinga
check.

23For instance,two permissionsread-identifyingandread-anonymouscandistinguishreadaccessto usermodelentrieswhich
make it possibleeitherto identify theuseror to maintainhis anonymity.
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Ä Dataabstraction: Insteadof theread,write, executepermissionstypically providedby theoperat-
ing system,abstractpermissions,suchascreditanddebitfor anaccountobject,canbeestablished.”

The above-mentionedprinciplessupportthe confidentialityof information. For the purposeof user
modeling,theprinciplesareexplainedby examples:

Ä Leastprivilege: Applicationsystemswhich areonly dependenton particularinformationclasses
of the usermodel (e.g., informationconcerningthe user’s skills or interests)shouldbe able to
accessonly thatinformationclasswhich is intendedfor them.Also, within thatclass,only access
modeswhich arenecessaryfor thefunctioningof theapplicationsystemshouldbegranted.For a
particularapplicationsystem,readaccessmaybeadequatebut not themodesdeleteor modify.

Ä Separation of duties: For a usermodel which is divided into partscontaininganonymousand
personaldata,two differentroleswhichcollectaccessmodesto anonymousdataandaccessmodes
to personaldatacanbedefined.Applicationsystemsmaybeassignedto oneof theserolesbut not
to bothin orderto preventthelinkageof anonymousandpersonaldata.With dynamicseparation
of duty, anapplicationsystemis preventedfrom usingtwo (separated)rolesin onesession,static
separation of dutypreventsapplicationsystemsfrom usingtwo (separated)rolesatany time.

Ä Data abstraction: Throughauthorization(seebelow), usermodel clients are assignedto roles
which collectaccessmodesto usermodelentries.Theusermodelclientsarethereforeno longer
relateddirectly to usermodelentriesasthey werein thesecuritymodelsdescribedin the previ-
oussections.By definingroles,the authorizationcanabstractfrom concreteusermodelentries
(comparetheenumeratedentriesin Matrix 7.12onp. 97). For instance,therole interestconsumer
may collect all accessmodesnecessaryto acquireknowledgeaboutthe user’s interestswithout
specifyingtheconcreteusermodelentries.

By meansof roles,differentaccessmodescanbeassignedto subjects(i.e., usermodelclients,denoted
as users in the model of [SCFY96]) which can vary with different information requests(denotedas
sessions). The role-basedaccesscontrol modelis formulatedset-theoretically, makingstraightforward
implementationandverificationpossible.Thebasereferencemodel Å\Æ�Ç\ÈÊÉ is givenby [SCFY96, p.
42] (exampleswill begivenin a latersection):

Å\Æ�ÇËÈÊÉ
ÄÍÌ , Å , Î , and Ï (users,roles,permissions,andsessions);Ä Î¢ÇPÐ-ÎÒÑ�Å , amany-to-many permission-to-roleassignmentrelation;ÄÍÌ ÇÓÐ Ì Ñ�Å , amany-to-many user-to-roleassignmentrelation;ÄÕÔ×ÖDØ�Ù�Ú Ï$Û Ì , a functionmappingeachsessionÖ�Ü to thesingleuser ÔdÖ7Ø�Ù�Ý�Ö�Ü�Þ (constantfor

thesession’s lifetime); andÄÕÙ=ß?à�Ø�Ö¢Ú Ï�Ûâá=ã , a functionmappingeachsessionÖ Ü , to asetof rolesÙ=ß?à�Ø�Ö�Ý�Ö Ü Þ Ðåä Ù_æ¡Ý+ÔdÖ7Ø�Ù�Ý�Ö Ü Þ;ç�Ù�ÞéèêÌ Ç¢ë (whichcanchangewith time) and
sessionÖ Ü hasthepermissionsì	íhî7í9ï9ðòñUó�ô¡óYõOö9ä�÷ æ¡Ý ÷ ç�Ù�Þéè Î³Ç¢ë .
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100 7.1. SOLUTIONSFORSECRECY

For role-basedaccesscontrolmodelswhoserolesdescribeintersectingpermissionsets,role hierarchies
in whichpermissionsarepassedalongthehierarchyvia inheritancecanbeintroduced. This leadsto the
extendedmodel ø\ù�úËûÀü givenin [SCFY96, p. 42] (exampleswill begivenin a latersection):

ø\ù�úËûÀü�ýÍþ
, ø , ÿ , � , ÿ³ú ,

þ
ú , and ������� areunchangedfrom ø\ù�úËû	� ;ý

ø�

�Òø�� ø is a partial orderon ø calledthe role hierarchyor role dominancerelation,
alsowritten as � ; andý
������������������� is modifiedfrom ø\ù�ú\û � to require
��������� ����!#"	�%$��'&(�#) ��*+�,�-"/.0�1�2�3�4�5����!�"768��*9";:

þ
ú=<�> (which canchangewith time) and

session� ! hasthepermissions?A@CB3@EDEFHGJILK(INM9OE$8PQ&(�#)R� * *�S �-"/.0�HPT68� * * "	: ÿ³úU<�> .
A further extensioncan be madethrough ø\ù ú\û	V [SCFY96, p. 44] which allows for integration of
arbitrarypredicateswhosetruth valuesarecontingenton their compliancewith constraints(e.g.,mutual
exclusionof rolesfor oneuserin thesamesessionor in all sessions,i.e.,dynamicor staticseparationof
duty, seeaboveand[San98], [Kuhn97], [SZ97]). In orderto fulfill theinformationrequest,thenecessary
accessmodesmustbepresentandthepredicatesmustbetrue.

Role-basedaccesscontrol modelsarepolicy neutral. Nevertheless,becauseof their flexibility andex-
pressiveness,severalpolicies,andtherebysecuritymodels,canbemodeledby RBAC. Nyanchamaand
Osborn(see[NO95], [Osb97], and[San96a]) describetheemulationof amandatoryaccesscontrolmodel
(seeChapter7.1.2.2,InformationFlow Control Models). SandhuandMunawer [SM98] show how adis-
cretionaryaccessmodel(seeChapter7.1.2.3,AccessControl Models) canberepresentedby RBAC,and
Barkley [Bar97a] shows how accesscontrol lists (seeChapter7.1.2.3,AccessControl Models) canbe
expressedby RBAC.

The role-basedaccesscontrol modelmakesit possibleto implementseveral of the policieswhich are
mandatoryin thesecuritymodelsdescribedin Chapter7.1.2,SecrecythroughSelectiveAccess, andto
vary thesepoliciesaccordingto therequirements24 of particularuseradaptive systems.Therole-based
accesscontrolmodelis alsoflexible enoughto supportachangingnumberof usermodelclientsthrough
dataabstraction.

7.1.2.5 Applicability of Security Models to UserModeling

Thissectioncomparesthesecuritymodelspresentedin theprevioussectionsandratestheirapplicability
for the purposeof usermodeling. With respectto generalinformation systems,the securitymodels

24For instance,thedescribedsecuritymodelsfocuseitherontherequirementfor confidentiality(seeChapter7.1.2.2.1) or on
therequirementfor integrity (seeChapter7.2.2.1,Data Integrity). For usermodels,anorientationeitheronconfidentiality
or on integrity would both yield negative results. In the first case,usermodel clients which are classifiedto handle
confidentialinformationarenotableto correctusermodelinformationwhich is accessibleto usermodelclientswhichare
classifiedto handlelessconfidentialinformation– the integrity of usermodelinformationon lower confidentialitylevels
canthereforenot bemaintainedby clientson higherconfidentialitylevels. In thelattercase,clientswhich areconsidered
to foster the integrity bettermust be able to supersedea greaterset of usermodel information than clients which are
lessreliable– thereforeclientson a high integrity level will keeptheir informationlessconfidential.For usermodeling
purposes,a mixture of thesetwo orientationswill be suitablewhich affords a securitymodel that canadaptto varying
policies.
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describedherehave beencomparedby Pernul[Per95] andothers(e.g., [DMD89], [Gol99], [Lan97],
[McL87], [Per94], [PT92], [San96], and[Sum97]).

Securitymodelsarejust asimportantfor useradaptive systemsasthey arefor generalinformationsys-
tems. Dependingon the domainand structureof the useradaptive system,the modeof cooperation
betweendifferentapplicationsystems(e.g.,applicationsystemX andapplicationsystemY in Figure
5.1 on p. 47) usinga sharedusermodel,andthedemandsof theuserbeingmodeled,differentsecurity
modelsareappropriate.

Noninterferencemodelsaremostappropriatewhenseveralapplicationsystemsmaintaininga common
usermodelneedto beseparatedcompletely(seeCONT-DIV, CONT-SEPin Figure5.1onp. 47).

TheChineseWall securitypolicyprovidesa formalismfor specifyingconflictclasses(e.g., Z/[3\+]/^_X�` and
Z/[3\+]/^_Ya` in Figure5.1onp.47) from whichaspecificusermodelclientcanchooseto accessinformation
from only oneof theconflictingclasses.An assignmentof particularconflictingclassesto usermodel
clients is not madeby the ChineseWall securitypolicy. The client choosingoneclassout of a setof
conflicting classes(for instance,Z/[3\+]4^_Xb` ) determinesfor itself which classesare to be excludedfor
furtherrequests(for instance,all classeswhich conflict with ZC[3\+]4^_Xb` ). Thus,it is not possiblewith the
ChineseWall securitypolicy to preventaccessto aclassof sensitive informationfor aparticularclient.

TheGoguenandMeseguernoninterferencemodelmakesit possibleto separateusermodelclientsmain-
taininga commonusermodelby assigningclientsto groups. In additionto noninterferenceof clients,
noninterferenceof commands(e.g.,the insertionof usermodelentries)canalsobe formulatedwithin
themodel. Whencombinedwith oneanother, particularcommandsissuedby particularclientscanbe
definedasbeingnoninterferingwith otherclients(i.e., theexecutionof thesecommandscannotbede-
tectedby otherapplicationsystems).Crucial for thenoninterferencemodelis the historyof all issued
commandsstartingfrom aninitial stateandtheability to purgecommandsfrom thehistory. Usermod-
eling componentsusuallydon’t keepa historyof all executedcommands.However, even if they did, it
is likely that a history purgedby arbitrarily chosencommandswould result in an inconsistentstateof
theusermodelingcomponent.Thisdangerwouldbeparticularlygreatfor conflict classeswhicharenot
static(for instance,whenclientschangeor join aconflict class).

In their multi-level securitymodelBell andLaPadulaprovide meansfor classifyingusermodelentries
andapplicationsystemsaccordingto contentclassesandsensitivity levels. Furthermore,themodelde-
finesthepermissibleinformationflow in orderto prevent informationfrom becomingaccessiblein con-
tentclasseswhichwerenotassignedor onsensitivity levelswhicharelower thanexpected.Thenowrite
downpropertysupportsconfidentialitywithin a useradaptive systembut hastwo consequenceswhich
arecounterproductive25: First,applicationsystemsin whichtheusertrusts(i.e.,applicationsystemsona
high sensitivity level) areunableto supersede(e.g.,update, delete) entriesmadeby applicationsystems
on a lower sensitivity level. This meansthat trustedapplicationsystemsarenot allowedto correctuser
modelentriesmadeby untrustedapplicationsystems.Second,untrustedapplicationsystemsarenot
allowedto acquireknowledgeof anyusermodelentrymadeby anapplicationin which theuserplaces
greatertrust. Thesecharacteristicslower thetrustworthinessof theusermodelentriesandconsequently
diminishthequalityof theuseradaptive system.

25Theconflict betweenconfidentialityandintegrity inherentin suchsecuritymodelsis discussedin [Wis91] andon p. 100.
Possiblewaysof resolvingthisconflictareexploredin Chapter7.2.2.4,InferenceIntegrity andChapter7.1.2.4,Role-Based
AccessControl Model.
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102 7.1. SOLUTIONSFORSECRECY

UsingDenning’s informationflow model, it is possibleto specifypermissibleinformationflows by ar-
rangingsecurityclassesin a lattice. This allows for a moreflexible securitypolicy – in contrastto the
multi-level securitymodelwherethe securitypolicy is mandatory. Nevertheless,an informationflow
betweenclassescausedby a commandsequencecanbedetectedonly by a tremendousamountof com-
putation(seethecomparatively simpleexampleon p. 95).

Commonto the noninterference,multi-level security, and informationflow modelsis the fact that the
definedsecuritypolicy mustbeenforcedby theusermodelingsystem.For example,thenoninterference
model relieson the history of commandsandon their virtual executionafter beingpurgedof certain
commands.Thiscanonly bedone,if atall, by theusermodelingsystem.Themulti-level securitymodel
presumesthat information is not processedoutsidethe componentimplementingthe securitymodel.
Otherwiseit wouldbepossibleto retrieve informationbelongingto asecuritylevel c�d;e�f�g andinsertthat
informationon a securitylevel c2hd e�f�g subdominantto c�d	e�f3g (therebyviolating the i -property, seeEx-
pression7.3onp. 93). For theinformationflow controlmodel,it is essentialto calculatetheconditional
entropy for all usermodelentriesbeforeeachstatetransitionof theusermodelingcomponent.Because
inferenceswithin theusermodelingcomponentinfluencetheconditionalentropy of a usermodelentry
(seeexample7.10on p. 96), thecalculationcanonly beperformedwithin thiscomponent.

To beimplementedwithin ausermodelingsystem,thesesecuritymodelsmustbeadaptedto thespecific
representationandinferencetechniquesof theparticularusermodelingsystem.They arethereforenot
independentof theusermodelingsystememployed.

For themajority of useradaptive systems,it is appropriateto focuson theinterfaceof theusermodeling
componentwith theuseradaptive system.Controllingthecommunicationbetweenapplicationsystems
andthe usermodelingcomponentmakes it possibleto specifythe joint maintenanceof a shareduser
modelthroughselective accessto information. This approachmakesno assumptionsaboutthe internal
structureandinformationprocessingof theusermodelingcomponentandis thereforegenerallyapplica-
ble.

We have chosenrole-basedaccesscontrol asour accesscontrol model for an implementationandap-
plication within a useradaptive system.This modelmakesit possibleto develop simpleandintuitive
securitymodelsaswell asto emulatemany well-known securitymodels.Thebalancebetweensecurity
requirementsandconvenientusecanbeachievedon differentlevelsof granularity(e.g.,differentstruc-
turesof the role hierarchy)– which is especiallyimportantfor useradaptive systemsin which a user
protectinghis usermodelis includedin thesystem.

Therole-basedaccesscontrolmodelimplementedhereandits potentialfor usermodelingpurposeswill
bediscussedin thenext section.

7.1.3 Confidentiality through the Role-BasedAccessControl Model

In the previous sectionthe role-basedaccesscontrol model was describedand comparedwith other
well-known securitymodels.Becauseit is independentof a givenpolicy andis flexible in supportinga
changingnumberof applicationsystems,wepreferthisaccesscontrolmodelfor usewithin useradaptive
systems.

This sectionoffers examplesof policies which apply to the useof usermodel entriesby application
systemsandareexpressedasrole-basedaccesscontrolmodels(RBAC models).
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Usermodelsoften collect dataon the interestsof their usersin order to provide adaptive application
systemswith a basisfor personalizedinformationsupply. While “someapplicationsystemsonly make
useof the user’s interestsstoredin the usermodel”26 (i.e., they are interestconsumers), “other appli-
cationsystemshave to insertor updateentriesin theusermodel” (i.e., they areinterestproducers). “A
certainsetof permissionsis commonto all applicationsystems”(e.g.,contactingtheusermodel,interest
maintainer) and“all permissionsmustbeavailablefor a supervisor”which mustbeableto correctthe
usermodelentries(for instance,theuser, interestsupervisor).

Given the competenciesdescribedabove for the roles27 k#l+m8n4opn�q�m r/s3lTq�tvuwn4o , k#l+m8n4opn�q�m x'o�s�yptvr4n�o ,k#l+m8n4opn�q�m u{z�k#l+mJz�k#lTn�o , and k#l+m8n4opn�q�m q�tpx2n�o�|-kNq�s3o , a hierarchyof rolescanbe arrangedwherepermis-
sions28 arepropagated(i.e., inherited) alongthehierarchyin thedirectionof thearrows:

interest-maintainer

interest-producer interest-consumer

interest-supervisor

Figure7.2: Rolehierarchyarrangingrolesaccordingto competencies

In theterminologyof }�~����=� (seeChapter7.1.2.4,Role-BasedAccessControl Model), therolehierar-
chy is givenby:

}������ � k�l+mEn�o�n�q�m q�t-x2n4o�|-kJq�s3o3�8k#l+mEn�opn�q�m x'o�s3y-tvr4n4o-�7�
� k�l+mEn�o�n�q�m q�t-x2n4o�|-kJq�s3o3�8k#l+mEn�opn�q�m rCs3lTq�t'uwn�op�7�
� k�l+mEn�o�n�q�m x'o�s3y-tvr4n4o3�8k#l+m8n4opn�q�m u{z�k#l+mEz-k#lTn�o-�7�
� k�l+mEn�o�n�q�m rCs3lTq�t'uwn�o��8k#l+m8n4opn�q�m u{z�k#l+mEz-k#lTn�o-� �

(7.15)

wheretheelementsof }�� representthedominancerelation: � z'���4�;� }���� z���� .
For many useradaptive systems,therearedifferent implementationsfor a type of applicationsystem
(e.g.,differentimplementationsfor a news readerexist asrepresentativesfor k#l+m8n4opn�q�m r/s�lTq�t'uwn�o ) and
different implementations“can be on different user’s trust levels” dependingon their reliability, the
implementer, theavailability of thesourcecode,etc.

To illustrate, we have chosenthree trust levels: untrusted(no assurancesregardingthe trust level of
theimplementationcanbegiven),trusted(theimplementationis assumedto betrustworthy, e.g.,based
eitheron experienceor on recommendation),inspected(the trustworthinessof the implementationhas
beenproven,e.g.,by inspectionof thesourcecode).

Throughorderingthethreelevels( k#lTq8x�n�rCmEn�y���mNo�t2q�m8n�y���t'l+mJo3t�q�m8n�y ) asecondhierarchyis established
which is orthogonalto the classificationshown in Figure7.2. A combinationof thesetwo orthogonal

26Commonrequirementsof useradaptive systemsusedfor theexamplesin this sectionareenclosedin quotationmarks.
27Seealsothesecurityclassesof example7.10onp. 96.
28Permissionsfor this examplearedefinedonpp. 106and113.
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104 7.1. SOLUTIONSFORSECRECY

hierarchies(e.g., ���+�E��������� �/�3�T�� '¡w�4� �N� representsa “trusted interestconsumer”)is shown in Figure
7.3:

 untrusted 

trusted

inspected

interest_maintainer_unt

interest_maintainer_trinterest_producer_unt interest_consumer_unt

interest_maintainer_insinterest_producer_tr interest_consumer_tr

interest_producer_ins interest_consumer_ins

interest_supervisor_unt

interest_supervisor_tr

interest_supervisor_ins

Figure7.3: Layeredrolehierarchygroupedby trustlevels

Therolesin thefigurearegroupedby trustlevels.Within onetrustlevel group(e.g. trusted, a hierarchy
similar to that of Figure7.2 on p. 103 canbe recognized).Arrows betweenroles in differentgroups
representthe way in which permissionsare passed(inherited) betweenhierarchieson different trust
levels.Therole hierarchyfor theexamplein Figure7.3 is denotedby:

¢2£¥¤v¦¨§ª©H«(¬3­9®�¯8®E°#­ ±³²�«(¬�­9²�«´¬�®N¯ µ�¬�­_¶1«´¬3­9®N¯E®E°�­ ±	²L«(¬3­9²L«(¬3®N¯ ­0¯L·_¶�©´«(¬�­9®N¯8®J°�­ ±³²L«(¬3­9²L«(¬�®�¯ ­0¯E¶¸«(¬3­9®�¯8®E°#­ ±³²�«(¬�­9²�«´¬�®N¯ «(¬�°N·�¶©H«(¬3­9®�¯8®E°#­ ¹4¯8ºE»8µ�¼#®N¯ µ�¬�­_¶1«´¬3­9®N¯E®E°�­ ¹4¯8ºE»8µ�¼�®�¯ ­0¯8·�¶�©´«´¬3­9®N¯E®E°�­ ¹�¯EºE»8µ�¼#®�¯ ­0¯E¶½«(¬�­9®N¯8®J°�­ ¹4¯8ºE»8µ�¼#®N¯ «(¬�°N·�¶©H«(¬3­9®�¯8®E°#­ ¼#ºJ¬�°#µ�±	®�¯ µ�¬3­_¶¸«(¬�­9®N¯8®J°�­ ¼#ºJ¬�°�µ�±³®N¯ ­0¯E¶�·_¶N©H«(¬�­9®N¯8®J°�­ ¼#ºJ¬�°�µ�±	®�¯ ­0¯E¶¸«(¬�­9®N¯8®J°�­ ¼#ºJ¬�°�µ�±³®N¯ «(¬�°N·�¶©H«(¬3­9®�¯8®E°#­ °�µ�¹�®N¯J¾�«0°NºJ¯ µ�¬3­_¶¸«(¬3­9®�¯8®E°#­ °�µ�¹�®N¯J¾�«0°NºJ¯ ­0¯L·_¶N©H«(¬3­9®�¯8®E°#­ °�µ�¹�®N¯J¾�«0°NºJ¯ ­0¯E¶1«´¬3­9®N¯E®E°�­ °�µ�¹�®N¯E¾L«9°�ºJ¯ «(¬�°N·�¶©H«(¬3­9®�¯8®E°#­ ±³²�«(¬�­9²�«´¬�®N¯ µ�¬�­_¶1«´¬3­9®N¯E®E°�­ ¹�¯EºE»8µ�¼#®�¯ µ�¬�­½·�¶�©´«´¬3­9®N¯E®E°�­ ±	²L«(¬3­9²L«(¬3®N¯ µ�¬3­_¶¸«(¬�­9®N¯8®J°�­ ¼#ºJ¬�°�µ�±³®N¯ µ�¬�­½·�¶©H«(¬3­9®�¯8®E°#­ ¹4¯8ºE»8µ�¼#®N¯ µ�¬�­_¶1«´¬3­9®N¯E®E°�­ °�µ�¹�®N¯E¾L«9°�ºJ¯ µ�¬�­½·�¶�©H«(¬3­9®�¯8®E°#­ ¼#ºJ¬�°#µ�±³®N¯ µ�¬3­_¶½«(¬�­9®N¯8®J°�­ °#µ7¹�®�¯E¾L«9°NºJ¯ µ�¬3­½·_¶©H«(¬3­9®�¯8®E°#­ ±³²�«(¬�­9²�«´¬�®N¯ ­0¯E¶1«(¬�­9®N¯8®J°�­ ¹4¯8ºJ»Lµ�¼#®N¯ ­0¯L·_¶J©H«(¬�­9®N¯8®J°�­ ±³²�«´¬3­9²L«(¬�®�¯ ­0¯E¶½«(¬3­9®�¯8®E°#­ ¼#ºJ¬�°#µ�±³®N¯ ­0¯L·_¶©H«(¬3­9®�¯8®E°#­ ¹4¯8ºE»8µ�¼#®N¯ ­0¯E¶1«(¬�­9®N¯8®J°�­ °�µ�¹�®N¯E¾L«9°�ºJ¯ ­0¯8·�¶�©´«´¬3­9®N¯E®E°�­ ¼�ºN¬�°�µ�±³®N¯ ­0¯E¶1«´¬3­9®N¯E®E°�­ °�µ�¹�®N¯E¾L«9°�ºJ¯ ­0¯L·�¶©H«(¬3­9®�¯8®E°#­ ±³²�«(¬�­9²�«´¬�®N¯ «(¬�°8¶¸«´¬3­9®N¯E®E°�­ ¹�¯EºE»8µ�¼#®�¯ «(¬�°J·_¶#©´«(¬�­9®N¯8®J°�­ ±³²L«(¬3­9²L«(¬�®�¯ «(¬�°L¶½«(¬3­9®�¯8®E°#­ ¼#ºJ¬�°�µ�±	®�¯ «´¬�°J·_¶©H«(¬3­9®�¯8®E°#­ ¹4¯8ºE»8µ�¼#®N¯ «(¬�°8¶¸«´¬3­9®N¯E®E°�­ °�µ�¹�®N¯E¾L«9°�ºJ¯ «(¬�°N·�¶�©´«´¬3­9®N¯E®E°�­ ¼�ºN¬�°�µ�±³®N¯ «(¬�°8¶9«(¬3­9®�¯8®E°#­ °�µ�¹�®N¯J¾�«0°NºJ¯ «(¬�°N·%¿
(7.16)

Thesamehierarchyasdepictedin Figure7.3anddenotedby À�Á�Â in Equation7.16is shown in Figure
7.4whererolesarenotgroupedby trustlevels(seeFigure7.3),but by competencies:
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maintainer

producer consumer

supervisor

interest_maintainer_unt

interest_maintainer_trinterest_producer_unt interest_consumer_unt

interest_maintainer_insinterest_producer_tr interest_consumer_tr

interest_producer_ins interest_consumer_ins

interest_supervisor_unt

interest_supervisor_tr

interest_supervisor_ins

Figure7.4: Layeredrolehierarchygroupedby competencies

So far, competenciesrequiredwhenmanipulatingassumptionsabouttheuser’s interestshave beende-
fined (seeFigure7.2). The hierarchyof competencieswasextendedby includingdifferenttrust levels
(seeFigure7.3)resultingin ageneralhierarchywhichcanbeappliedto all useradaptivesystemsdealing
with userinterests.

To bemoreintelligible for users,the role hierarchycanbe furtherextendedto includerolesdescribing
morespecific(exemplary)classesof applicationsystems(e.g., ÄÅÄÅÄ - ÆTÇ4ÈÊÉ - É3Ç4Ë�Ì-Í�Î4Ç , ÆTÇ�ÈÊÉ - ËpÇ�Ï Ð�Ç�Ë ,
and Ñ{Ò�Ð�Ç�Ó - Ò3ÈÔÆTÇ4Ë ):

Õ�Öa×UØ%Õ�Ö�ÙÛÚÝÜ Þ Í#Æ+ßEÇ�ËpÇ�É�ß à'Ë�Ò�ÐpávÎ4Ç�Ë á'Æ+ßCâ7ÄÅÄãÄ - ÆTÇ4ÈbÉ - É3Ç4Ë�Ì�Í�Î4Ç�ä7âÞ Í#Æ+ßEÇ�ËpÇ�É�ß Î/Ò�ÆTÉ�á'ÑwÇ�Ë ßJË�â8ÆTÇ�ÈÊÉ - ËpÇ�Ï Ð�Ç4Ë-ä7âÞ Í#Æ+ßEÇ�ËpÇ�É�ß É�á-à2Ç4Ë�Ì�ÍNÉ�Ò3Ë Í#ÆTÉ-â8Ñ{Ò�Ð�Ç�Ó - Ò�ÈÔÆTÇ4Ë-ä å
(7.17)

With respectto therolesof thehierarchy
Õ�Ö ×

a permission-to-role assignment29 æèç (see
Õ�é ç�ê	ë on

p. 99)canbedepictedin thefollowing way:

æèç Ø�Ü Þ Í�Æ+ßEÇ�Ë�Ç�É�ß Ñ{Ï-Í#Æ+ßEÏ�Í#ÆTÇ4Ë ávÆ+ß7â8á-àvÐ-Ï�ß8Ç�ä7âÞ Í�Æ+ßEÇ�Ë�Ç�É�ß Ñ{Ï-Í#Æ+ßEÏ�Í#ÆTÇ4Ë ßJË3â8Í#ÆTÉ�Ç�Ë�ß8ä7âÞ Í�Æ+ßEÇ�Ë�Ç�É�ß ÎCÒ3ÆTÉ�á'ÑwÇ�Ë ßNË3âLÏRÉ�ì - ÍJíîä7âÞ Í�Æ+ßEÇ�Ë�Ç�É�ß à'Ë�Ò3Ð-ávÎ4Ç4Ë ßNË3âLÐ�Ç�Ó_Ç�ßEÇ - Ò3ÆTÇ�ä7âÞ Í�Æ+ßEÇ�Ë�Ç�É�ß ÎCÒ3ÆTÉ�á'ÑwÇ�Ë Í#ÆTÉ-âLÏ É3ì - Ï�Ó_Ó#ä7âÞ Í�Æ+ßEÇ�Ë�Ç�É�ß à'Ë�Ò3Ð-ávÎ4Ç4Ë Í#ÆTÉpâLÐ Ç�Ó�Ç4ß8Ç - Ï�Ó_Ó#ä å

(7.18)

29More precisely:permissionnamesarerelatedto rolenames.
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Thepermission-to-roleassignment30 is motivatedby thefollowing requirementsof acommonuseradap-
tivesystem:

ïpðvñ�ò-ó8ô “All applicationsystemsareallowedto updateusermodelentries.”õ#öT÷ ô4ø�ó “Only trustedapplicationsystemsareallowedto insertnew entries.”ò ÷3ù -
õNú

“Someof the trustedapplicationsystemsareallowed to acquireknowledge
aboutparticularinterests.”ñ�ô�û_ô�óEô - ü ö ô “Someof thetrustedapplicationsystemsareallowedto deleteparticularinter-
ests.”ò ÷3ù - ò û1û “Someof theinspectedapplicationsystemsareallowedto acquireknowledge
aboutall interests.”ñ�ô�û_ô�óEô - ò û1û “Someof theinspectedapplicationsystemsareallowedto deleteall interests.”

Thedistributionof permissionsandthewaythey arepassedalongthehierarchyý�þaÿ to thespecificroles
of ý�þaÿ , whichwereaddedto ý�þ�� in Equation7.17,canbedepictedin thefollowing way:

 untrusted 

trusted

inspected

role holders and permissions

interest_maintainer_unt
update

interest_maintainer_tr
insert

interest_producer_unt interest_consumer_unt

interest_maintainer_insinterest_producer_tr
delete-one

interest_consumer_tr
ask-if

interest_producer_ins
delete-all

interest_consumer_ins
ask-all

interest_supervisor_unt

WWW news service

interest_supervisor_tr

interest_supervisor_ins

news reader model-owner

update 
 ask-if 
 insert 
 ask-all 
 delete-one 
 delete-all 

update 
 
 
 
 
 

update 
 ask-if 
 insert 
 
 
 

Figure7.5: Rolehierarchywith permissioninheritance

30Permissionnamesaremotivatedby KQML performatives,seeChapter6.2.2.1,TheKnowledge QueryandManipulation
Language (KQML).
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To completetherole-basedaccesscontrolmodel �������
	 (seep. 98) for thisexample,the

� setof users(i.e.,applicationsystems)is definedas ��
���������������������� �"! ,

� theuser-to-role assignmentrelation
�#��
��"$ �����������&%'%(% - )+*-,#. - ./*-0�1"243-*65&��$ �������7�8�9)+*-,#. - 0:*��";8*-0�5<! ,

� andthefunction 0:=��7*�. asthemaximumof all applicablerolesfor two sessions31 .6>4?�?�@ 	 and .6>4?<?�@BA :
0:=��7*�.8$7.�>C?�?�@ 	 5D
'�/%'%(% - )+*-,#. - ./*-0�1"243-*�! and 0�=��7*�.8$7.6>4?�?�@EAF5D
'��)+*-,G. - 0�*��8;"*�08! aredefined.

This givesus thepermissionsetsHJI4K4LCL�MONP
Q��R���;"��S9*�! and HTI4KCL4L9MVU�
Q��R���;��"S�*����8./W - 2CX��924)+.6*�0/S&! . In the
next section,this examplewill alsobe discussedin connectionwith the implementationwe developed
for role-basedaccesscontrolin usermodeling.

Anotherexampleof a rolehierarchy32 thatcanbeappliedto useradaptive systemsis givenin [Schr97a]
wherethemotivation for definingrolescanbe tracedto differentkinds of agents(i.e., applicationsys-
tems)embeddedin auseradaptive system:

Figure7.6: Rolehierarchyconcerningagents

Modelingcharacteristicsvaluablefor informationfiltering andword processingusuallyunderlydifferent
mechanismsanddomainsof usermodeling(seeChapter1, UserModeling). By analogy, accessto the
characteristicsshouldbedefinedandadministeredin thedifferentandindependentdomainswhich are
bestqualifiedfor this task(e.g.,in trust centers). The following figuredepictsthesituationwheretwo
rolehierarchies33 reference34 rolesof a third hierarchycontainingrolesgeneralto bothdomains:

31Sessionsaredefinedin thefollowing section.
32Arrows arein oppositedirection.
33Arrows arein oppositedirection.
34Seenext sectionfor thedefinitionof reference.
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108 7.1. SOLUTIONSFORSECRECY

Figure7.7: Rolehierarchiesspanningdifferentdomains

By dividing role hierarchiesinto differentareasof responsibility, whichextendsthemodel Y�Z\[�]_^ , we
haveachievedthedelegationof administrationandscalabilityrequiredin Chapter5.1.2,Secrecythrough
SelectiveAccess. Theflexibility of therolearrangementmeansthatexpectationsregardingconfidentiality
andits gradecanbemetandconstraintswhichareincludedin Y�Z\[#]_^ (e.g.,staticor dynamicseparation
of duty) canbeapplied.Themostimportantfeatureof our proposedmodelis its userorientation; it is
intelligible even to userswho wish to protecttheir own usermodel(seethespecificrolesin Figure7.5
whichwereaddedto Y�`�a in Equation7.17on p. 105).
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7.1.4 Implementation of a Role-BasedAccessControl Model

This sectiondescribesan implementationdevelopedin this thesisin orderto defineandenforcea role-
basedaccesscontrol model (see c�d\e�f_g on p. 99) within a useradaptive system. As a basis,the
RBAC/Web implementation35 of NIST36 is used(see[BCFGK97], [FBK99], and[SP98]), makingthe
following possible:

h definition of the set of applicationsystemsi and the set of roles c (seethe referencemodel
c�d\e�f_g on p. 99), andthe role hierarchyc�j (seethe referencemodel c�d\e�f
k on p. 100 and
Equation7.15)

h definitionof constraintsregardingrole hierarchies(e.g.,staticanddynamicseparationof duty, p.
99),

h definition of user-role assignment(i.e., the relation iGe , seethe referencemodel c�d\e#f_g , p. 99
andp. 107),

h specificationof maximumcardinalityfor a role (i.e., themaximumnumberof applicationsystems
whichcanassumea particularrole),

h visualizationof rolehierarchiesanduserassignment,and

h convenientusevia aWWW interface.

After beingidentifiedandauthenticated(seeChapter5.2.1,Requirementsfor ExternalIntegrity), which
is beyond37 thescopeof this implementation,theroleadministratoris ableto defineusers38, roles,arole
hierarchy(i.e., inheritanceof permissions,seec�j�k on p. 104),maximumcardinalityof roles,andthe
mutualexclusionof roles(e.g.,separationof duty).

The following figure shows the role administrator’s interface with values for the definition of the
exemplaryrolehierarchyc�j�k (seeEquation7.16onp. 104)usedin theprevioussection:

35RBAC/WebRelease1.1,http://hissa.ncsl.nist.gov/rbac/
36NationalInstituteof StandardsandTechnology, Maryland,USA
37Theidentificationandauthenticationof therole administratoris handledvia thewebserver.
38Users of theRBAC modelcorrespondto applicationsystemsfor thescopeof this thesis,but mightalsoincludetheuserof

theuseradaptive system.
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Figure7.8: RBAC/Webuserinterfacefor roledefinition
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Thedefinedrolehierarchy(e.g., m�n�o ) canalsoberepresentedin graphicform (seealsoFigure7.3onp.
104andFigure7.4onp. 105):

Figure7.9: RBAC/Webuserinterfacefor graphicrepresentationof a rolehierarchy

In Figure 7.5 on p. 106 the role hierarchy m�npo (seeEquation7.16 on p. 104) was enlarged by the
specific roles q(q(q - r+s�tGu - u6s�v/w"x4y-s , r+s�tGu - v:s�z"{8s-v , and |~}/{8s�� - }/t
r+s�v to createthe role hierarchy
m�n�� (seeEquation7.17 on p. 105), providing the userwith role namessuitablefor his domain. In
Figure 7.7 on p. 108 a role hierarchywas put togetherby referencingRBAC models from differ-
ent domains. An analogousdivision can be madefor m�n � in which the exemplary {"}6|~z"x�r����/���4�9�����
contains39 m�n�o and is administeredby experts in interestmodeling. The roles m�n �\� m�n�o can
be arrangedin a second {�}/|~z"x�r�� �/���"����� which can be maintainedby anotherrole administratoror
by the user himself. With different instancesof the RBAC/Web implementation,different RBAC

39The domaincontainsnot only independentrole hierarchiesbut independentRBAC models(see �J���T��� , �J���T��� , and�J���J��� in Chapter7.1.2.4,Role-BasedAccessControl Model).
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models can be managedand addressedby different URLs40. I extendedthe RBAC/Web imple-
mentation to make it possible to associatedifferent RBAC models (as describedabove, for in-
stance,thosein the domains�"�6�~ "¡�¢�£�¤/¥�¦4§9¦�¨�¥ and ���/�~ "¡�¢�© ¤/¥�ª"«<«�¬ ) in order to be able to link different
RBAC models. In Figure 7.11 on p. 113 the string ¡�¢�­9®-¯�®�°�­ ±F�6¢+°�²³�´®�¯ ­µ¯�¶�·�¸´¹»ºP¼�º\½�¹ - ½D®-¯�¾¿®-¯
is a reference to �"�/�~ �¡�¢�£�¤/¥�¦4§9¦�¨�¥ which establishesan inheritance relation between the role
¡�¢�­9®-¯�®�°�­ ±F�/¢+°�²��´®-¯ ­µ¯ of ���/�~ "¡�¢ £�¤6¥�¦C§9¦µ¨4¥ to the role ¢+®�ÀG° - ¯�®� 8�"®-¯ of ���/�~ "¡�¢�© ¤/¥�ª"«�«�¬ (seeFigures7.5
and7.7).Thereby, thepermissionsassignedto role ¡�¢�­�®�¯�®�°�­ ±Á�/¢+°�²³�´®�¯ ­C¯ in �"�/�~ �¡�¢�£�¤/¥�¦4§9¦�¨�¥ alsoapply
to ¡�¢�­9®-¯�®6°�­ ±F�/¢+°�²��´®-¯ ­µ¯�¶#·�¸´¹»ºÂ¼�º�½�¹ - ½D®�¯�¾8®-¯ in ���/�~ �¡4¢�© ¤6¥�ª8«�«�¬ whichtransfersthesepermissions
to therole ¢+®�ÀG° - ¯�®� 8�"®-¯ (seeFigure7.10):

Figure7.10:RBAC/Webuserinterfacefor graphicrepresentationof user-role assignment

TheRBAC/Webimplementationalsoassistsin managingtheuser-role assignmentÃGÄ (see¼�Å\Ä#Æ_Ç on
p. 99). Figure7.11shows theinterfacefor theuser-role assignmentÃGÄ (seep. 107)for ���/�~ "¡�¢�© ¤/¥�ª"«<«�¬
in whichappl1canassumetherole È(È(È - ¢+®�ÀG° - °6®�¯/¾"¡4±-® :

40ComparetheURLsof Figures7.8and7.11:É-Ê<ËGÌ�Í�Î�ÏEÐ&Ñ�Ò Ó�Ò Ô Ñ
athttp://terra.gmd.de:8080/INTEREST/loginÉ-Ê<ËGÌ�Í�Î�Õ Ð&Ñ�Ö/×C×�Ø
athttp://terra.gmd.de:8080/OFFICEAPPLICATION/login .
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Figure7.11:RBAC/Webuserinterfacefor userassignment

SincetheRBAC/Webimplementationsupportsonly thearrangement41 of rolesinto a hierarchyandthe
assignment42 of usersto roles, I had to add the assignment43 of permissionsto roles, the inheritance
of permissionsalongthe role hierarchyandthe functions44 Ú�Û/Ü-Ý and Ý:Þ�ß7Ü�Û to RBAC/Web in order to
achieve animplementationwhich is ableto enforcetheRBAC modelin auseradaptive system.

Thetermpermissionusedin theprevioussectionsis definedhereasa pair consistingof thepermission
name45 andthe permissiondefinition. On the basisof the permissiondefinition, accessrequestsfrom
componentsof theuseradaptive systemcanbeverifiedby theRBAC model.Accessrequestsconsistof
KQML messages46 whicharecomparedwith regular expressionswhichspecifythekind of access(e.g.,
gettingknowledgeof thedatawithout modifying it) aswell asthedataaffected. For usermodels,it is
appropriateto specifyclassesof dataaffectedratherthansingleitems. In Figure7.12anexample47 for

41Seethedefinitionof therelation àJá onp. 100.
42Seethedefinitionof therelation âTã onp. 99.
43Seethedefinitionof therelation äDã onp. 99.
44Seep. 99.
45SeeEquation7.18onp. 105.
46SeeChapter6.2.2.1,TheKnowledge QueryandManipulationLanguage (KQML).
47SeeChapter8.2,BGP-MS,for furtherexamples.
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114 7.1. SOLUTIONSFORSECRECY

a permissiondefinitionis givenwhich specifiesthepermissionå¿æ6ç - èCé (seeEquation7.18on p. 105)as
a KQML ask-ifperformative which refers,for example,in theBGP-MSusermodelingshellsystem,to
thepartitionSBUB (see[KP95] and[Pohl98]):

Figure7.12:A definitionof permission

With a completesetof permissionsê androles ë , thepermission-to-roleassignment(i.e., the relation
êíì onp. 99)canbeestablished.Thefigureshowstheassignmentof thepermissionsè4î+æ6ï�ð/ñ and ò�ó�ô�å"ñ�ï
to therole è�î�ñ9ï-ð�ï6æ�ñ õFö/î+æ�ò�÷´ï-ð ñµð :

Figure7.13:Permission-to-roleassignment

With theinterfacesdepictedin Figures7.12,7.13,and7.14,thedeveloperof theRBAC modelis ableto
authorize(seeChapter5.2.1,Requirementsfor ExternalIntegrity) therolesandto representgraphically
thewaypermissionsarepassedon throughinheritancewithin therolehierarchy.
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Figure7.14:Graphicrepresentationof thepermission-to-roleassignment

As shown in thepreviousfigures,I have extendedtheRBAC/Webimplementationto supportthecom-
bination of different RBAC modelsin different domainsby meansof referenceto roles of different
domains.A furtherextensionpermitsthedefinitionof permissionsandtheirassignmentto roles(i.e. au-
thorization).By comparing48 anaccessrequestwith a permission,thecomplianceof theaccessrequest
with theRBAC modelcanbe validated49. The implementationdescribedhereis thereforeappropriate
to supportthe confidentialityof usermodelentries(describedby an RBAC model) in a useradaptive
system.

48In this implementation,asessionù9ú (seeûTü�ýTþ�ÿ onp. 99) lastsfor oneaccessrequestand ��ù���� � ù9ú�� resultsin thenameof
the(possiblyauthenticated)senderof theSKQML message.Themaximumsetof possiblerolesis appliedfor ��ù���� � ù ú � .

49Seealsotheexampledescribedin Chapter8.2,BGP-MS,onp. 137.
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7.1.5 Moti vation for Rolesin RBAC

In Chapter7.1.3,ConfidentialitythroughtheRole-BasedAccessControl Model, the role-basedaccess
controlmodelwasdefinedwith respectto thepotentialclientsof usermodels(e.g, �
	���
 - ��	�����	�� ) and
their assignmentto roles (i.e., the membersof the set � ). The examplesfor roles given in several
equations50 weremotivatedby accessmodesto informationandby trust in the informationrequester.
Theseexamplesin no way limit theproposedRBAC modelto aspecificpolicy. Commonto examples51

of RBAC modelsis that the definition of rolesandtheir hierarchyis motivatedby the informationre-
questers(i.e.,membersof theset � ) therebyspecifyingthecontext (e.g.,informationfiltering) in which
therequestedinformationmaybeused.Anotherwayof controllingaccessto informationis to definethe
RBAC modelaccordingto content-dependentaspects[Sum97, p. 130]:

“Context-dependentand content-dependentaccesscontrol. An accessdecisionmayuse
informationaboutthecontext in whichthedecisionis made.Thismaybeenvironmentinfor-
mation(time of day, for example),subjectattributes(suchaslocation,job responsibilities,
or historyof otheraccesses),andobjectattributes(suchasfile sizeor creationdate).Access
controlusingsuchinformationis calledcontext-dependent. Content-dependentcontroluses
informationin theobjectbeingaccessed.Content-dependentcontrol is especiallyrelevant
for databasesystems,wherethedatais structuredenoughto beusedin accessdecisions.”

Particularlyin useradaptive systems,data(i.e., informationabouttheuserbeingmodeled)is structured
to supportprocessing,for instance,to supportinferencemechanisms(seeBGP-MSpartition hierarchies,
[KP95], [Pohl98]). Thesameor similarstructuresmightbeusedasabasisfor definingtherolehierarchy
(seeexampleof Chapter8.2,BGP-MS).

Givena usermodelwith an internalstructuredescribingthecontentof thedata,therole definitioncan
bemotivatedby thecontent’s structure.In thecaseof usermodelingit is logical to definetherolesof the
RBAC modelaccordingto theuser’s roles.A very generalexamplefrom role theoryfor a user’s roles52

is givenin [OH66,p. 100]:

person

research worker teacher father husband

Figure7.15:Exampleof auser’s roles

For the purposeof usermodeling,the user’s rolesmustbe morespecificto provide an effective basis
for the role-basedaccesscontrol model. Theuser’s generalcustomerrole might be furthersubdivided

50SeeEquations7.15onp. 103,7.16onp. 104,and7.17onp. 105.
51See[FBK99], [GB98], [GoBa98], [Law93], [Mof98], [NO94], [SCFY96], and[SP98].
52In contrastto this simple example,Zurfluh arguesthat personsmight assumeup to 100 roles in interactionwith their

environment[Zur98,p. 50].
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into the rolesanonymouscustomerand identifiedcustomer. This division canimprove the user’s pri-
vacy while interactingwith a useradaptive systemof theelectroniccommercedomain.For example,an
applicationsystemmight accessinformationtreatedby the anonymouscustomerrole in orderto offer
advicebasedon theuser’s personalcharacteristicsto theuserwho is trying to selectaproduct.Informa-
tion treatedby the identifiedcustomerrole shouldonly beaccessibleto theapplicationsystemafterthe
userhasdecidedto a carryout a transactionwhich requiresidentification(e.g.,delivery of productsor
payment).

Anotherexampleof thedifferentrolesausercanassumewhile interactingwith auseradaptive systemis
given in [Jon89, Chap.2] wherecombinationsof thepatientandagent rolesarediscussedwith respect
to a medicalinformationsystem.

7.1.6 Summary

The previous sectionscoveredsolutionsfor secrecy in user modeling. It was shown that secrecy of
theusermodelinginformationcanbeachieved throughanonymizationandthroughencryptionof data.
For the encryptionof usermodelingdata,the meansfor exchangingusermodelentriesin electronic
networkswereextendedto includetheSecureSocketsLayer. This implementationalsomakesit possible
to authenticatethe informationexchanged,therebysupportinginformationintegrity, aswe will seein a
sectionbelow.

Confidentialityof usermodelinformationwhich is sharedby severalusermodelclients,wascoveredas
a weaker form of secrecy. Several securitymodelswhich have beenexploredin the securityliterature
werepresentedandtheir applicability andadvantagesfor usermodelingpurposesweredescribedand
exemplified.

Fromthesecuritymodelspresentedhere,therole-basedaccesscontrolmodelwaschosenfor implemen-
tationbecauseof its flexibility andapplicabilityfor a wide rangeof useradaptive systems.As anaccess
control model, it canassureboth the confidentialityof the usermodelinginformationandits integrity
eventhoughit maynotbepossibleto ensurebothsimultaneouslyfor eachuseradaptive system.

The definition of the role hierarchywithin the role-basedaccesscontrol modelwasmotivatedby the
usagecontext of the usermodelingdata(i.e., context-dependentaccesscontrol, seeEquation7.17 on
p. 105). It wasalsoshown that themotivation for the definition of a hierarchyaccordingto theusers’
roleswhile interactingwith a useradaptive system(i.e., content-dependentaccesscontrol)cansupport
theuser’s privacy.

7.2 Solutionsfor Integrity

In the previous section(seeChapter7.1, Solutionsfor Secrecy) solutionsfor the complex of secrecy
wereexplored.As anotherconstituentof securityin usermodeling,integrity andthewaysof meetingits
requirementswill bedealtwith in thissection.

As far aspossible,measuresandmethodswill bedescribedwhich arecompliantwith therequirements
listed in Chapter5.2, Requirementsfor Integrity. In addition,mutually exclusive waysof meetingin-
tegrity requirementsarediscussed.It will becomeevident that, dueto the influenceof factorswhich
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determinethe integrity of the particularuseradaptive systemandusermodelingsystem,generalsolu-
tionslike thosedescribedin Chapter7.1,Solutionsfor Secrecy,which canbeappliedto themajority of
useradaptive systems,donotexist.

For thisreason,solutionswhichadvanceintegrity will oftenbediscussedwith respectto aparticularuser
modelingsystemwhereappropriate.

7.2.1 External Integrity

Externalintegrity is consideredfrom the perspective of usermodel clients (i.e., applicationsystems)
which make useof theusermodelinformation. Solutionsfor providing externalintegrity (seeChapter
5.2.1,Requirementsfor ExternalIntegrity) cannotbediscussedin generalbecauseof thedependenceon
theuseradaptive systemandits domain.Insteadwe will focuson exemplarysolutionsimplementedin
severalusermodelingsystems.

7.2.1.1 Consistency

Theuseradaptive systemcanonly provide steadyadaptationsto theuserif theusermodelis consistent
(i.e., doesnot containcontradictoryusermodelentries).Theassuranceof consistency is coveredin the
literatureon severalusermodelingshellsystems,for example,in GUMS [Fin89] or in UMT [BT94, p.
41]:

“More precisely, apossibleusermodelis aconsistentsetof assertions,includingall known
premises,a maximalsetof known assumptions,andall the assertionsderived from these
premisesandassumptionsthroughnotifiedinferences.”

Other usermodelingshell systemsareable to interpretan inconsistency as a misconceptionandcan
inform the applicationsystemof the discrepancy betweenthe currentstateand the ideal state. For
instance,in BGP-MS, the alert-from-bgp-msis sent (notified) to the applicationin order to signal a
misconception[KP95, p. 70]. Theability to preventor detectandprocessinconsistenciesis dependent
on the usermodelingsystemusedto maintainthe usermodel. Due to the varietiesof usermodeling
systems,neithera generalsolutionnor an enumerationof all particularsolutionscanbe given within
the scopeof this thesis. Furtherspecificsolutionscanbe found in descriptionsof usermodelingshell
systems(seeTable1.1onp. 12).

7.2.1.2 Correctness

Usermodelingsystemsoften employ productionsystems(e.g.,knowledge-basedsystems, see[GN87],
[Nil80], or [Ull88]) which infer new assumptionsaboutthe userfrom a setof given assumptionsand
rules. The validity of the inferred(i.e., newly generated)assumptionsmustbe correct,not only with
respectto thecalculusutilized in theproductionsystem(e.g.,predicatecalculus,see[Pohl98, Chap.3]
and[Dav93]) but alsowith respectto thedomainof theuseradaptive system.

The correctnessof the calculuscanbe verified for mostsystems.The correctnessof an inferreduser
modelentry is contingenton the assumptionsand the rulesrepresentedwithin the productionsystem.
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Thevalidity of aninferredentrycanbeverifiedby theuserbeingmodeledandthedeveloperof theuser
modelingsystem.Thelatteris ableto interprettheinferredsyntacticentity (i.e., theinferredusermodel
entry)andtheformer is ableto comparethevalidity of this interpretationwith thefactsof thedomain.
Thefactsof thedomainareoftenaccessibleonly to theusers(e.g.,their interestsor goals).Therefore,
meansmustbeprovidedfor theuserto verify thecorrectnessof theusermodel(andtheusermodeling
system).Severalusermodelingsystemsprovide meansfor inspectionandcorrection (see[PSH95]and
[CK94, p. 145]):

“There aremany potentialbenefitsfrom makinga usermodelaccessibleto the userit de-
scribes.This is onthegroundsof theuser’s right to accessinformationaboutthemselves,the
accountabilityit enforceson theprogrammercreatingandusingthemodelandthebenefit
of having theuserverify or correcttheinformationin theusermodel.”

Nevertheless,thepossibilityfor inspectionandcorrectionis nosubstitutefor therequiredcorrectnessof
theusermodel.

7.2.1.3 Adequacy

The adequacy of a usermodelis definedin Chapter5.2.1,Requirementsfor ExternalIntegrity, asthe
coexistenceof completeness53 andcorrectness. Sincecompletenesscanonly begivenfor domainswhich
canbeformalizedto a sufficient extent(e.g.,theproductionrulesfor assumptionsmustbeexplicit) and
correctnessoftenrequirestheuser’s cooperation,adequacy of a usermodelis only possiblefor limited
areasof useradaptive systems.

7.2.1.4 Timeliness

A particularusermodelentrycanchangeits valuecausedby many factors,for example:

update: Theapplicationsystemcanupdatetheusermodelentry, therebychangingits value.Thetimeli-
nessof theupdatedusermodelfrom theperspective of theupdatingapplicationsystemis obvious.
For otherapplicationsystemsutilizing thesame(shared)usermodel,theupdatewill gounnoticed.
Several usermodelingsystemsprovide a notificationmechanismwhich informs the application
systemsaboutchangesof particularusermodel entries(seethe notifications(alert-from-
bgp-ms :retracted-assumption ...) and(alert-from-bgp-ms :inferred-
assumption ...) in BGP-MS,[KP95,Chap.2.6]).

updateconsequence:Theupdateor insertionof a usermodelentrycaninfluenceanotherusermodel
entry or a set of entries,for instance,by stereotypeactivation (seethe notification(alert-
from-bgp-ms :stereotype-change ...) [KP95, Chap.2.6]). Both the applications
systemdoingtheupdatingandtheotherapplicationsystemssharingausermodelmustbenotified
of this change.

internal mechanisms: Usermodelentriescanalsobemodifiedby internalmechanismsof theusermod-
eling systemwhich canincludeinformationfrom otherusermodels(e.g.,clusteringalgorithms,

53SeeChapter5.2.1,Requirementsfor ExternalIntegrity.
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120 7.2. SOLUTIONSFORINTEGRITY

learningtechniques,agingof attributes,normalizationof values,see[Orw95]). The application
systemsmustbeinformedof this changeaswell.

user intervention: Including the userin the maintenanceof usermodelentriesalsocauseschanges.
Userinterventionsareusuallyindependentof theapplicationsystem’sactionswith respectto time.
For example,thereareseveralsystemsin which theuser’s correctionshave thehighestpriority. In
theum system,e.g.,[Kay95, p. 172]:

“The reliability is ordered:
given � rule � observation � stereotype.

If two piecesof evidencehave thesamereliability, we acceptthemostrecent.”

This list of factorsby whichausermodelentry’s valuecanchangedescribeschangescausedby explicit
actionseitherby applicationsystemsor by the user. Exceptionsare internal mechanismsof the user
modelingsystemwhich canoperateon a regular basisor only after the input setof usermodelentries
(i.e.,thesetof usermodelentrieswhichisnotachievedby inference)haschanged(e.g.,agingof interests,
stereotypemanipulation).

Not includedin our enumerationnor in mostuseradaptive systemsis the changeof the domainand
the applicationsystems. User model entriesin userusermodelingsystemswhich employ symbolic
representationmechanisms[Pohl98] summarizeconceptsto which they refer by their designator54. In
many domains,therelationbetweendesignator, intention, andextensionis not constantwith respectto
time (e.g.,comparethechangeof thedesignator“gopher” to “WWW” with only minor changesto the
intentionandextensionof theconcept,changingheadlinesof news referringto thesamestory, or often
unchangedsubjectlinesfor news in newsgroupswith completelychangedcontent).

7.2.1.5 Authorization

As describedin detail in Chapter7.1.2,SecrecythroughSelectiveAccess,authorizationof application
systemscanbe establishedin variousways. By meansof an accesscontrol model, responsibilityof
applicationsystemsfor areasof theusermodelcanbeexpressedandenforcedthroughtheassignment
of accessmodes(i.e.,permissions)to applicationsystems.

7.2.1.6 Identification

Chapters4 and6 cover variouslevels of identificationrangingfrom super-identificationto anonymity
(seeChapter4.1.1,Levelsof Anonymity). With theproposedimplementations(KQMLmixandSKAPI)
thecompleterangeof identificationcanbeprovidedin useradaptivesystems.Super-identification, iden-
tification, and latent identificationcanbe establishedthroughSKAPIaswell as throughSKQML (see
Chapter7.1.1.2,SecrecythroughEncryption,andChapter6.2.2,TheSecure KnowledgeQueryandMa-
nipulationLanguage(SKQML)). Pseudonymousidentification, anonymousidentification, andanonymity
canbeestablishedby SKQMLandtheKQMLmix implementation(seeChapter6.2.3,KQMLmix).

54A conceptcanbedefinedasthetriple �����! �"�#�$&%�')(!*,+-"�$&')��$&'."�(,$/+0��12'3��$� 4"�(,$�5 .
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7.2.1.7 Authentication

TheSKAPIimplementationalsomakesit possibleto authenticatethecommunicationpartners(e.g.,the
applicationsystemsandtheusermodelingagent)throughmeansprovidedby theSecure SocketsLayer
(SSL)via certificates(seeTable7.1 on p. 83). In the samemanner, the contentof exchangeddatais
authenticatedwhile in transit(e.g.,the currentimplementationusestheMD5 algorithm,seep. 83 and
[Hir97]).

BecauseSKAPIoperateson a low layer (seeTable6.6 on p. 77) andis transparentto the application
system,informationabouttheauthenticityof thecontentis not providedto theapplicationsystemafter
theauthenticityhasbeenproven. Onceanauthenticatedmessagehasbeensuccessfullyacceptedby the
usermodel,theauthenticitycannotbesubsequentlyproven(e.g,to anotherapplicationsystem).

Theproofof origin (i.e.,theauthenticity)of aparticularusermodelentryis importantfor many scenarios
– for example,whenanapplicationsystemneedsto becertainthatanauthoritative applicationsystem
hasawardedaparticularlevel of expertiseto theuser, or to theuserwantsto ascertainwhichapplication
systemhasinsertedor modifiedan entry. With the :signature valueof SKQML (seeChapter6.2.3.1,
Message Signature), theapplicationsystemis ableto authenticatethesenderof amessageaswell asthe
authenticityof themessage’s content.The :signature valueof themessagecanbestoredwith theentry
in themodelandprovided to otherapplicationsystemsor theuserfor furtherproofsof authenticityof
theusermodelentry(see[Schr97a]).

7.2.1.8 Accountability

The accountabilityof usermodel clients for usermodel entriescan be establishedin different ways.
For identifiedusermodelclients(seeabove andChapter4.1.1,Levelsof Anonymity), theassignmentof
usermodelentriesto clientscanbeestablishedby theusermodelingagent.For anonymoususermodel
clients,theorigin of a particularusermodelentrycanbeestablishedbasedon thesignaturewhich has
to be kept with the usermodelentry (seeChapter6.2.2.2,Extensionsto KQML andp. 66). With the
lattermethodit is notnecessaryto rely on theusermodelingagent’s assignmentof usermodelentriesto
clients,becausethesignatureof anentrycanbechecked without resortingto theusermodelingagent.
Not only cantheinsertingusermodelclient beascertainedwith respectto aparticularusermodelentry,
but it canalsobe determinedwhetherthe usermodelentry hasbeenmodifiedsinceits insertion(e.g.,
throughprocessescarriedoutby theusermodelingagent).

Throughaccountabilityof usermodel clients, the useris able to retracethe client which insertedor
changedparticularusermodelentries.Thisenablestheuserto evaluateusermodelclients(i.e.,applica-
tion systems)andto modify theauthorization(seeabove). Theaccountabilityof clientsis alsothebasis
for thesupervisionof theuseradaptive system.

7.2.1.9 Supervision

Differentaspectsof thesupervisionof theusermodelandits processeshavebeentreatedby severaluser
modelingshellsystems.Kay arguesnot only for accessibilityto theuserbut alsofor simplicity of user
modelentries[Kay95, p. 179]:
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122 7.2. SOLUTIONSFORINTEGRITY

“Accessibilityof theusermodelis a critical aspectof um’s design.If a usermodelis to be
effectivelyaccessible,theusermustbeableto understandit. Onestrategy for achieving this
is to strive for simplicity at all levels.”

Simplicity of usermodelentriesrequiresanunderstandableterminologyanda clearpresentation(e.g.,
similar to thatpresentedin Chapter8.5,ThePlatformfor PrivacyPreferencesProject(P3P)). However,
simplicity of therulesof theproductionsystemoftenrunscounterto its expressive power (see[Pohl98,
Chap.5]). Forsimplerepresentationstylesandinferenceprocedures,viewercomponentswhichvisualize
usermodelentriesandtheir justification(frequentlydepictedaschainsof rules)arepossible.Theum
toolkit [Kay95, p. 181] offers possibilitiesfor viewing an explanationof a usermodelentry and its
justificationaswell asfor modifying theentryby choosingoneof threepossiblevalues.Doppelg̈anger
providesa naturallanguageinterfacewhich allows for inspectionandcorrectionof usermodelentries
via email [Orw94]. TAGUS55 proposesa methodfor externalizinga usermodelso that it canalsobe
inspectedand correctedoutsidethe usermodelingshell system[PSH95]. The externalizationof the
modelcontainsbothassertionsabouttheuserandchainsof rulesusedto generateinferredassertions.

Supervisionconsistsof morethanjust inspectionandcorrectionof usermodelentries.It alsoincludes
meansfor acquiringinformationaboutthe completeuseradaptive system’s mannerof processing,in-
cluding:

7 monitoringtheinformationflow to andfrom theusermodel,

7 adjustingtheamountof (or evendisabling)usermodelingactivity within theuseradaptivesystem,
and

7 establishingaccountabilityfor modificationsof usermodelentriesto applicationsystemsin order
to judgethereliability of thesesystems.

7.2.2 Inter nal Integrity

In this sectionsolutionsarepresentedwhich meettherequirementsfor internalintegrity of usermodels
andusermodelingsystemsasoutlinedin Chapter5.2.2,Requirementsfor InternalIntegrity. Dueto their
dependenceon themechanismsimplementedin theusermodelingsystems,thesesolutionswill oftenbe
discussedin regardto measuresprovidedby thesystemsimplemented.

7.2.2.1 Data Integrity

Integrity of thedataprocessedin ausermodelingsystemis essentialfor thecorrectnessandconsistency
of a usermodel(seeChapter7.2.1.2,Correctness,andChapter7.2.1.1,Consistency). The integrity of
the usermodel is dependenton the usermodelingsystemimplementingthe model, its representation
mechanisms,its inferenceprocedures,andits robustnesswhenconfrontedwith unexpecteddata.Several
methodshavebeendevelopedin usermodelingsystemsto avoid inconsistencies.For instance,BGP-MS
allows the insertionof anentryonly if it is consistentwith thecurrentsetof entriesandrules[Pohl98,
Chap.7.2.1]. Becauseall requestssentfrom applicationsystemsto BGP-MS are evaluatedonly by

55TheoryandApplicationsfor General User/Learner-modelingSystems
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meansof thesetof entriesandrules,no dependenciesbetweentheentriesandinferredassertionsneed
bemaintained.TAGUSalsocheckstheconsistency of anexpressionto beinsertedandusesfurthermore
anauxiliarysystemwhichmaintainsthedependenciesbetweenentriesandtheir derivations(see[PS94]
and[PS94a]). Theum systemprovidesresolvers which try to identify thesourceof an inconsistency
andprovide extensibleproceduresto dissolve the inconsistency [Kay95, Chap.3.4]. TheUMT system
hasthespecialcomponentConsistencyManager whichreceivesnotificationsof inconsistenciesfrom the
ModelManager in orderto dissolve them[BT94, p. 43].

So far we have exploredwaysin which the usermodelingsystemandthe usercansupervisedatain-
tegrity. However, thereareaspectsof dataintegrity whicharebeyondthescopeof therepresentationand
inferencemechanismof theusermodelingsystem,andthereforenot underits supervision.Particularly
in usermodeling,dataintegrity is endangeredwhenseveralapplicationsystemsmaintaina shareduser
model.Usermodelentriesfrom differentapplicationsystemscanbeinsertedinto theusermodel.These
entries,while appearingto beconsistentwith respectto therepresentationandinferencemechanismem-
ployedby theusermodelingsystem,might actuallybeinconsistentwhenconsideredwithin thedomain
(e.g.,theconsecutive insertionof anassertionandits converseby differentapplicationsystems).For the
conservationof dataintegrity on this level, differentintegrity modelshavebeendevelopedin theareaof
securityin informationsystems(without regardto usermodeling).

ClarkandWilson’s informalintegrity model[CW87] focusesonwell-formedtransactionsandseparation
of duty. Well-formedtransactionsaredefinedwhich have partial recourseto an entity (e.g., the user)
capableof validatingthetransactionwith respectto thedomain.By separation of duty, scenarioscanbe
constructedin whichapplicationsystemscontroleachother.

Biba’s formal integrity model of [Biba77] resemblesthe Bell-LaPadulasecuritymodel (seeChapter
7.1.2.2,InformationFlow Control Models) with theexceptionof the 9 -property(seeExpression7.3 on
p. 93) which is inverted.Only moretrustedsubjectsareallowed to createobjectswhich areaccessible
to lesstrustedsubjects.Thereby, trustedsubjectsareable to correctdatawhenits integrity hasbeen
weakenedby untrustedsubjectsbut not viceversa.

Commonto most integrity modelsis the reducedimportanceof confidentialityof the processeddata.
Obviously, this is valid for Biba’s integrity modelwhich invertsthedominancerelation56 with respectto
theBell-LaPadulamodel,thusmakingobjectson a highertrust level accessibleto subjectson a lower
trust level. When two latticesare requiredto representindependentsecurityclasses57, e.g.,with one
lattice depictingconfidentialityand anotherreferring to integrity of the usermodel information, the
problemcan be solved by combiningthe two lattices. This resultsin a more complex lattice which
satisfiesbothintegrity andconfidentialityrequirements[San93, p. 16].

Noneof theseintegrity modelshasbeenemployedfor theprotectionof dataintegrity within usermodels
sofar. A partial improvementfor dataintegrity canbeachievedthroughaccesscontrolmodels58 which
allow for authorization59, thusgrantingdistinct permissions(e.g.,modificationof usermodelentries)
to applicationsystems.By meansof accesscontrol, the accesspolicy canbe adaptedto enhancethe
integrity andconfidentialityof theusermodelinformation([Sum97, p. 116]):

56Seep. 92.
57Seep. 95.
58SeeChapter7.1.2.3,AccessControl Models,andChapter7.1.4,Implementationof a Role-BasedAccessControl Model.
59SeeChapter7.1.4,Implementationof a Role-BasedAccessControl Model,andChapter7.2.1.5,Authorization.
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124 7.2. SOLUTIONSFORINTEGRITY

“Accesscontrol is theprocessof ensuringthatall accessto resourcesis authorizedaccess.
Accesscontrolenforcesthefundamentalsecurityprincipleof authorization.It supportsboth
confidentialityandintegrity.”

7.2.2.2 SystemIntegrity

Thehardwareandsoftwareusedin implementingtheusermodelingsystemmustprovide integrity with
respectto the functionality requiredby the useradaptive system. User adaptive systemspresentno
additionalrequirementsto thehardwareandtheunderlyingsoftware(seeChapter5.3,Requirementsfor
Availability).

Regardlessof how reliablethe infrastructureis, certainusermodelingtechniquesendangersystemin-
tegrity. For instance,theBGP-MSusermodelingshellsystemis implementedin theLISPprogramming
languagewhich is consideredto besufficiently documentedandtested,andis ableto recover from many
exceptions.For logical inferences,theOTTER60 theoremprover is employed(see[McC94] and[Pohl98,
p. 148]). Sincethefirst-orderpredicatecalculusis undecidable61, a setof usermodelentriespassedon
to OTTER could throw thesysteminto a stateof unterminatedprocessdespitethe reliability of the in-
frastructure.In BGP-MS,a time limit, which terminatestheresolutionprocesswithout having achieved
aconclusionabouttheapplicationsystem’s request,preventsthis from happening.

7.2.2.3 Transition Integrity

Essentialfor usermodelingserversservingseveral usersand/orseveral applicationsystemsis concur-
rencycontrol. Throughconcurrency control,processescausedby synchronousrequestsfrom indepen-
dentapplicationsystemsarerearranged,therebyavoiding thepossiblenegative effectsof synchronous
processes.Usermodelingsystemswhich arebasedon a databasemanagementsystemcantake advan-
tageof severalwaysfor ensuringconcurrency controlof thedatabasemanagementsystem(e.g.,isola-
tion, atomicity, transactions,locking,deadlockprevention,rollback,recovery, see[CFMS94],[Sum97],
[Ull88], [Mai83], and[CK94]). Usermodelingsystemswhichactasausermodel(ing)server andimple-
menttheir particulardatamanagementtechniquesmustprovide similar securityfeatures(see[Fink98]
and[Fink99]).

TheBGP-MSusermodelingshellsystem,whichwasextendedto includethecapabilityto serve several
applicationsystemsandusers[PH97], avoids concurrency by serializingapplicationsystems’requests
via theserializationof KQML messageprocessingwithin thecommunicationsmodule.

In orderto specifytheinformationflow within thesystem,severalsecuritymodels(seeChapter7.1.2.2,
InformationFlow Control Models) aredescribedin termsof systemstatesandtransitionsbetweenthese
states. Securitymodelshave not beenemployed in usermodelingsystemsso far. Kay describesthe
informationflow within theum systemin termsof transitions[Kay95, p. 151]:

“[...] Thismeansthatwecansupportthemachine’s ability to modelusersif we improve the
transitionof helpful informationtowardsthe :<;�=?>A@CB
D�E�FHGJI!K!L�M areaat theright of thefigure.
Oneway to do this is by improving themachine’s skill in makingclever interpretationsof

60organizedtechniquesfor theorem-proving andeffective research
61See[GN87].
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theuser’s sharedspace.Thiscorrespondsto thetransition:OQP2R�SUTWV�X!Y4ZH[]\_^<`�a�b/cCd
R!e Y4fhg,X�i�Z ”

This informal andmandatorymodelof informationflow is only usedto explain theum system;it is not
implementedwithin thesystemin orderto ensurethatonly permissibletransitionstake place.Neverthe-
less,it demonstratestheapplicability of securitymodels, particularly informationflow control models,
within usermodels.Theintegrity of usermodelswhich arecompliantwith formalizedinformationflow
modelscanbe enforcedwith the proceduresdescribedin Chapter7.1.2.2,InformationFlow Control
Models,andChapter7.2.2.1,Data Integrity.

7.2.2.4 InferenceIntegrity

Usermodelingsystemsoftenincludeproductionsystemswhich extenda givensetof usermodelentries
to covernew assertionsabouttheuserbymeansof inference,statistics,andmachinelearning(seeOrwant
quotationon p. 12 andthe examplein Chapter7.1.2.2.2). Usermodelingsystemsemploy production
systemsto adifferentdegree,thusestablishingacompromisebetweentheusermodel’sexpressivepower
andcomputationaleffort (see[Orw95], [Pohl98], and[Scha97]).

With theassignmentof a (possiblyshared)responsibility62 of particularapplicationsystemsfor distinct
usermodelentriesor areasof a usermodel, constraintswhich did not apply previously are imposed
on the usermodeland the usermodelingsystem. For usermodelentriesnewly generatedby means
of the productionsystem,the responsibilitymustalsobe defined. Becausemostsecuritymodelsrely
on a classificationof thenewly generatedusermodelentry (e.g.,a securitylevel for theBell-LaPadula
model63, or an additionalcolumnin the accesscontrol matrix model,seeEquation7.12on p. 97), the
new entrymustalsobeclassified– automatically– by theproductionsystem.

If the new entry is inferredon the basisof usermodelentriesfrom only oneof the definedareas,the
classificationfor theinferredentrycouldbederivedfrom theclassificationof theareainvolved(e.g.,the
sameclassification).For instance,if theset j T (seeEquation7.7on p. 95) andthepredicatekml�n `/o (see
Equation7.7 on p. 95) descendfrom thesamearea,the inferredformula kqpUn `rots kqpUn3u o (seeEquation
7.8onp. 95)canbeassignedto thisareaaswell. Problemsarisewhenentriesdescendingfrom different
areasareusedfor inference.For instance,if kqp is availablein a?vUdxw n)y o (seeFigure5.1on p. 47), kzl ina?v2dxw n){ o , andtheproductionrule k l n `/o|\ k p n `/o}s k p n3u o appliesin bothareas,thetransitionfrom j T to
j TC~ (seeEquation7.8on p. 95) throughinferencemakesit possibleto ascertainthepresenceof kqpUn `/o�s
kqpUn3u o in a�v2dxw n)y o for an applicationsystemwhich is only allowed to accessa?v2dxw n){ o . Assumingthat
all productionrulesareknown to theapplicationsystemsand k|p wasnotmodifiedwithin thetransition,
applicationsystemsallowedto accessa?vUdxw n)y o arealsocapableof ascertainingkzl&n `ro .
Inferenceproceduresusingusermodelentriesof differentareasof access,regardlessof how theareais
specifiedby thedifferentsecuritymodels,requireaclassificationfunctionwhichassignsanewly gener-
atedusermodelentry to anarea.Secureusermodelsmustnot only provide proceduresfor consistent,
correct,andtimely inferencesbut alsofor theassurancethatonly intendedinferencesarepossible(see
the researchliteratureon securityof knowledge-basedsystems,[BL87], [BL87a], [GL91], [Mor87],
[Mor88], [Ten91], and[Thu90]).

62SeeChapter5.1.2,SecrecythroughSelectiveAccess.
63SeeChapter7.1.2.2,InformationFlow Control Models.
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126 7.2. SOLUTIONSFORINTEGRITY

With the role-basedaccesscontrolmodelproposedin Chapter7.1.3,ConfidentialitythroughtheRole-
BasedAccessControl Model, the usermodelingsystemcan determinewithout restrictionthe set of
usermodelentries(e.g., �?�2�x�?�)��� and �?�U�x���)��� , seeabove) supportingthe inferenceof new usermodel
entries.Theclassificationof a newly generatedentry(e.g.,into �?�2�x�?�)��� or �?�2�x�?�)��� ) is not specifiedby
theaccesscontrolmodelandis thereforedependenton theusermodelingsystem.

Theprevious paragraphscoveredthe inferenceintegrity of productionsystems(with anexampleof an
unintendedinferencewithin a knowledge-basedsystem).Usermodelsoftenlack completeinformation
abouta userdueto thedemandfor implicit construction(seeRich quotationon p. 27). To completea
usermodel,analogicalinferencescanbeemployedby ausermodelingserverwhichinfer missingentries
from informationacquiredfrom otherusermodels(see[Orw95] and[KKP2000]). For instance,atypical
questionfor a usermodelwith thecharacteristics� andtheunknown characteristic� is: “How many
otheruserswhoshow characteristics� alsoshow characteristic� ?”

For thisreason,therelevantusermodelentriesfrom thedifferentusermodelscanbecollectedandstored
in a mannersuitablefor replying to statisticalinquiriessupportinganalogicalreasoning.Thestatistical
inquiriesshouldonly provide informationaboutthe average userandshouldnot make it possibleto
ascertainmoreaboutthe characteristicsof a particularuserthan is allowed. Knowledgeof a unique
combinationof characteristicsof ananonymoususercangivecluesfor deanonymization64. As asimple
exampleof astatisticaldatabase,characteristicsof severalusersarecollectedin thefollowing (relational)
table,wherebyusersareidentifiedby pseudonyms65:

# pseudonym age browser advertisements characteristic�
1 a [,20] N y a
2 b [21,30] N n b
3 c [21,30] S y c
4 d [31,40] IE n d
5 e [21,30] N y a
6 f [31,40] IE n a
7 g [21,30] IE y a
8 h [41,50] N n a
9 i [50,] S y a

10 k [31,40] N n a
11 l [21,30] N y a
12 m [21,30] IE n a

Table7.3: Exampleof astatisticaldatabase

For the above questionthe function �?�2���x���)����������� is given to determinethe numberof usersin
the table which show characteristic� and � . With the request�?�2���x���)�}�����������r�4 .�¡��¢ a unique
characteristicis found in the tablewhich makesit possibleto ascertainall othercharacteristicsfor that
pseudonymoususer, for instance�?�2���x���)�&���£�¤�����r�4 z�¦¥,§��2¨ª©U��§��¬«q�­�¤¢ , ���2�®�x�?�)�}���£�¯�����r�4 z�
��°&±���§��W²W©2��³´���x�4©µ�·¶A�¸�¹¢ , etc. To ensurethat thecharacteristicsof a userwith a uniquecombination
of characteristicscannotbeascertained,thefunction ���2�®�x� canbelimited to valueswhichdonotenable

64SeeChapter6.1.2,Content-basedAnonymity.
65SeeChapter4, Requirementsfor AnonymityandPseudonymity.
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it to recognizeauniquecombinationof characteristics:
»?¼2½�¾x¿�À)Á�ÂÄÃ�ÅtÆÇ¾tÈ�É�ÊË¾xÌÎÍhÏÑÐË¾ÒÐË¾xÌÔÓ�Õ�Ê�Ö (7.19)

With thevalues¾xÌqÍJÏÒÆØ×�È�¾xÌÎÓ!Õ¡ÆÚÙ�ÉrÈ�Ö�ÆÛÙ�× setfor this example,the previous requestscannotbe
satisfied.

Unfortunately, thisrestrictioncanbeevadedby transformingtherequest.Thefollowing exampleanswers
thequestionwhetherausercharacterizedby ÁÜÆÝÀ)Þ}ß�àªÆÝá�×rÙ�È!â�É2ã�Â�ä,å�¼2æ�ç2à�åµÆ�ÖÇÂèÞ�é}ê�à�å2¿HëWç2à�ì´à�¾x¿4çªÆ¾mÅ alsohasthe characteristicÃíÆíÀCîïÆðä�Å . Despitethe limitation of Equation7.19, it canalsobe
ascertainedthat the combinationof characteristicsis unique. Therefore,Á is decomposedinto ÁñÆ
ÁóòzÂÄÁèô for which »�¼2½®¾x¿?À)ÁóòzÂ Áªô�Å and »?¼U½®¾x¿?À)Áóò�Å canbedetermined:

¾xÌqÍJÏõÐö»�¼2½®¾x¿?À)ÁóòzÂ Á�ô�ÅÔÐ�»?¼U½®¾x¿?À)Á�Å÷ÐË¾xÌÔÓ�Õ (7.20)
ø ÆùÁóòtÂ Áªô is calledindividual tracker andcanbefoundfor moststatisticaldatabases(see[DDS79,
p. 80] and[Denn82, Chap.6.3]). With thetwo satisfiablecounts

»�¼2½®¾x¿?À)Á�ÅtÆú»?¼2½�¾x¿�À)Áûò�Åýüþ»�¼2½®¾x¿?À ø Å (7.21)
»?¼U½®¾x¿?À)Á�ÂÄÃ�ÅtÆú»?¼2½�¾x¿�À ø£ÿ À)ÁóòzÂÄÃ�Å�ÅzüÒ»?¼2½�¾x¿�À ø Å (7.22)

therequestcanbesatisfied[Denn82, Chap.6.3].

Themethodfor answeringstatisticalquerieswhich shouldnot beanswerable(seeEquation7.19)is as
follows: First,a testis conductedto determinewhetherÁ describesauniquerelationof Table7.3whereÁóòÔÆÝÀ)Þ&ßrà�ÆÝá�×rÙ�È!â�É2ã�Â­ä,å�¼2æ�ç2à�åóÆúÖ�Å and Á�ô]ÆÝÀ)Þ�é}ê�à�å2¿HëWç2à�ì´à�¾x¿4çªÆÇ¾mÅ andby Equation7.21:

����������	
	���
������ �������������! #"���$&%'�(")�+*-,��.��/�01�("��324%(�'56�(���
%7�8�9,
� ����������	:��
��7�;� �<���=���>���! ?">��$7%(�(")�@*A,B ����������	
	���
��7�;� �������������6 ?">��$7%(�("C�+*-,��.��/�01�("��324%(�'56�(���
%D�+E�,
� � B �

(7.23)

Á thereforedenotesauniquecombinationandcanbeusedfor inferenceof characteristicÃ by Equation
7.22:

�����F����	=	:��
��7�G� �����=���>���6 ?">��$7%(�'"C�+*H�I��/�01�("��324%'�(56�(���
%7�J�9,9�-	LK+�+ M,
,
� �����F����	=	:��
��7�G� �����=���>���6 ?">��$7%(�'"C�+*H�I��/�01�("��324%'�(56�(���
%7�JE<,N 	
	���
��&�;� �������������6 ?">��$7%(�("C�8*A,9�A	LK+�@ M,
,
,B �����F����	=	:��
��7��� �����=�������6 ?">��$7%(�'")�@*A,��!�1/�0��'"��324%(�(5!�(���
%D�+E<,
� � B �

(7.24)

Theexampleusesanindividualtracker for thepositivecompromiseof thestatisticaldatabase(concerning
theuserknown by thepseudonym b) whichmustbefoundfor everyuser(i.e. row) of thetable.For many
databasesthereis a general tracker which canbeusedfor requestsaffectingarbitraryrows of thetable
(see[DDS79,p. 83] and[Denn88, p. 348]).

Several techniqueshave been developed to protect statistical databasesfrom similar attacks (see
[CFMS94,Chap.5], [HDW97], [AW89], and[PL92]):
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128 7.2. SOLUTIONSFORINTEGRITY

O the latticemodel[DS83],

O conceptualclustering[CO81],

O querysetsizecontrol (partiallydescribedabove,see[Fel72] and[Chi78]),

O cell suppression[Cox80],

O dataswapping(see[Schl81] and[Rei80]),

O non-overlappingqueries[DJL79],

O dataperturbation[Mat86], etc.

Despitetheir complexity, all techniquesarealike in their inability to protectdatafrom all attackssimul-
taneously. Inferenceintegrity in statisticaldatabases(i.e., theassurancethatinferencesthatareintended
canbedrawn but notunintendedinferences)thereforedependsonthecombinationof severaltechniques
[CFMS94,p. 339]:

“In general,wecanconcludethatnosingleprotectiontechniquealoneprovideshighsecurity
andlow informationlossatlow cost.Moreover, notechniquethatcanpreventbothexactand
partial compromiseexists. Sinceno onetechniqueis superiorto anotherin all aspects,the
choiceof suitableprotectiontechnique(s)shouldbeguidedby theprotectionrequirements
andthecharacteristicsof theenvironmentprotected.”

7.2.2.5 Constraint Integrity

Several constraintscanbe imposedon theusermodelwhich arecollateralratherthanbeingcentralto
usermodeling.For instance,theanonymity66 requirementis a constraintwhich actuallylimits theuser
model’s rangeof functions,e.g.,by limiting datasetsfrom which inferencescanbedrawn.

Particularlywith regardto theconstraintsof environmentalanonymity67 (e.g.,that thecharacteristicsof
morethanoneusermustbemaintainedwithin theusermodelingserver) andcontextual anonymity(e.g.,
asavery minimumrequirement,no uniquecombinationof characteristicswithin all usermodelsshould
be observable,seeChapter6.1.2,Content-basedAnonymity,andChapter7.2.2.4,InferenceIntegrity)
no singleusermodelcanascertainwhethertherequirementsaremet.Anonymity oftenbenefitsfrom an
anonymitysetof similar entitieswhich preventsa singleentity from beingsingledout. For this reason,
usermodelingservers(see[Orw95], [Pohl98], [Fink98], and[FK2000]) areadvantageous,becausethey
couldensurethata survey of all usermodelswill not leadto the formationof a uniquecombinationof
characteristicsfor a particularuser. Unfortunately, this runscounterto Allen’s demand(seep. 11) for
differentiationacrossusers.

66SeeChapter4, Requirementsfor AnonymityandPseudonymity,andChapter7.2.2.4,InferenceIntegrity.
67SeeChapter6.1.1,EnvironmentalAnonymity.
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7.2.2.6 SemanticIntegrity

Semanticintegrity of a usermodelhassofar beenconsideredonly to theextent that it is importantfor
usermodeldevelopers(seesystemintegrity68 anddata integrity69). The usermodelingsystemswhich
aredescribedin the literatureoffer no possibilitiesfor usersto specify semanticconstraints on their
characteristics(for instance,“My characteristicsregardingskills shouldonly beprocessedif they don’t
deviatefrom themeanby 30%.”).

Whetherthesemanticintegrity of the usermodeldatacanbe preserved dependson the domainof the
useradaptive systemandthemeansprovidedby theusermodelingsystem;meansfor ensuringsemantic
integrity cannotbediscussedin general.

7.2.2.7 Alteration Integrity

Waysof using authorizationto protectusermodel entriesfrom alterationwere discussedin Chapter
7.2.1.5,Authorization,andin Chapter7.1.2,SecrecythroughSelectiveAccess. In asimilarmanner, user
modelswhich do not authorizeapplicationsystemsareableto detectchangesof particularattributesby
monitoringtheauthenticity(seeabove) of theentriesvia signatures70.

7.2.3 Summary

In contrastto Chapter7.1, Solutionsfor Secrecy, wheregeneralmeasuresfor ensuringsecrecy were
proposed,this chapterhasofferednogeneralsolutionsfor meetingtherequirementsfor integrity in user
modeling. Rather, solutionswhichhave beenimplementedin usermodelingsystemswerepresentedfor
theparticularrequirementsdescribedin Chapter5.2,Requirementsfor Integrity.

The integrity of a usermodelwasbroken down into externalintegrity (regardingtheapplicationof the
usermodelby a useradaptive system)andinternalintegrity (regardingsolutionsprovided by the user
modelingsystem).It wasshown thatfactorswhichimprovetheconfidentialityof ausermodel(e.g.,iden-
tification,authentication,andauthorization)alsohelpto improveitsexternalintegrity. Othersolutionsfor
therequirementsregardingconsistency, correctness,adequacy, functionality, timeliness,accountability,
andsupervisionwerediscussedwith regardto examplestakenfrom particularusermodelingsystems.

Measuresfor improving theinternalintegrity of ausermodelthroughdataintegrity, systemintegrity, and
inferenceintegrity werediscussedin connectionwith productionsystemswhich enhancethesetof user
modelentriesby inferring further assumptionsaboutthe user. We have shown that few attemptshave
beenmadeto supportthesetypesof integrity within implementedusermodelingshell systems,despite
thefactthatthey arecrucialfor theuser’sprivacy. However, whensecuritymodelsareemployed,thecon-
fidentiality of usermodelinformationandits integrity canbemaintained(e.g.,throughBiba’s integrity
model)andin somecases,confidentialityandintegrity canbemaintainedsimultaneously. Concerning
thesecuritymodelsproposedin Chapter7.1.2,SecrecythroughSelectiveAccess, themostsuitableones
to supportboththeconfidentialityandtheintegrity of theusermodelareaccesscontrolmodelsaswell
astherole-basedaccesscontrolmodel,which I have implementedin my research.Waysof meetingthe

68SeeChapter7.2.2.2,SystemIntegrity.
69SeeChapter7.2.2.1,Data Integrity.
70SeeChapter6.2.2.1,TheKnowledge QueryandManipulationLanguage (KQML), andp. 66.
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requirementsfor transitionintegrity, constraintintegrity, semanticintegrity, andalterationintegrity are
dependenton theparticularusermodelingsystemandwerethereforenotdiscussedin detail.



in
fo

@
se

cu
rit

y-
an

d-
pr

iv
ac

y-
in

-u
se

r-
m

od
el

in
g.

in
fo

 (n
o.

 1
)

Part IV

Discussion

131



in
fo

@
se

cu
rit

y-
an

d-
pr

iv
ac

y-
in

-u
se

r-
m

od
el

in
g.

in
fo

 (n
o.

 1
)



in
fo

@
se

cu
rit

y-
an

d-
pr

iv
ac

y-
in

-u
se

r-
m

od
el

in
g.

in
fo

 (n
o.

 1
)

Chapter 8

SelectedUser Modeling Components

This chaptercoversseveralcomponentsof usermodelingsystemswhich dealwith securityandprivacy
requirements.Doppelg̈anger andBGP-MSwill bepresentedastwo instancesof usermodelingservers
with differentfocuses.As examples,thesecurityfeaturesimplementedin thesesystemswill bedescribed
andthewaysin which therespective designscanaffect securitywill bediscussed.

The componentcalledUser Model ReferenceMonitor is includedherebecauseit combinesthe three
solutionswhichhave beenimplementedwithin this thesisandthereforegivesanoverview of their inter-
actionandtheirapplicabilityfor particularsecurityrequirementsin usermodeling.

TheAVANTI systemis a useradaptive systemespeciallydesignedto handlesensitive informationabout
users. It is presentedhereasan exampleof an applicationof the proposedsolutionsandthe limits of
previously availablesolutionsfor securityandanonymity.

A brief descriptionof the currentPlatform for Privacy PreferencesProject (P3P) shows how security
measurescansupporttheuser’s privacy. Thedependenceof privacy on security, which waspositedin
the introduction,is illustratedby the definition of policies for datausage. The accesscontrol model
implementedwithin this thesiscanbeusedto specifytherequiredaccesscontrolfor usermodelclients.

8.1 Doppelg̈anger

Doppelg̈anger, the“generalizedtool for gathering,processing,andproviding informationaboutusers”
consistsat its core“of a server, a toolkit of learningtechniques,anda databaseof usermodels” (see
[Orw94], [Orw95], and[Orw96]). Datagatheredfrom sensors (both hardwareandsoftware) is stored
andaugmentedby machinelearningtechniquesandstatisticalmethodsin orderto provide application
systemswith apragmaticmodel1 of theuser.

In addition to sensorsandapplicationsystems,the useris alsogiven considerableattentionasa part
of the useradaptive system(for the definition of a useradaptivesystemusedin this thesisseep. 13).
Specialinterfaceswhichallow for inspectionandmodificationof usermodelentries(seeChapter7.2.1.2,
Correctness,and[Orw94, p. 152]) areincludedin thedesign.The inclusionof the userhasalsobeen

1See[Kay91], [Kay93], and[SASE97].
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134 8.1. DOPPELG̈ANGER

consideredin thedesignphaseof theinterfaceto theusermodelingserver [Orw94, p. 155]:

“The underlyingprinciplesof interfacedesignin DOPPELG̈ANGERareasfollows:

Q Let theuserknow whatthesystemis doing.Q Let theuserchoosethedegreeof interactivity with thesystem:differentamountswill
beappropriateatdifferenttimes.Q Model the user’s understandingof the system’s operation,andprovide explanations
appropriateto thatlevel. If in doubt,simplify.Q Provide an interfacethat highlights the unusualinferencesandactionsmadeby the
system.Q Integratecommunicationsbetweentheuserandtheusermodelingsysteminto normal
daily activities.”

The listing above shows the user’s ability to supervise2 the system,for instance,throughknowledge
aboutwhatthesystemis doingandtheability to choosethedegreeof interactivity.

By meansof analogicalmodeling,Doppelg̈anger is alsoableto supplyapplicationsystemswith mean-
ingful information3 about the user if the usermodel is incomplete(seeOrwant quotationon p. 12).
However, meansfor ensuringthelimitation of possibleinferences4 andanonymity have notbeenimple-
mented.As ausermodelingserverwhichhostsmodelsof many usersandwhichemploysavarietyof sta-
tistical methods,Doppelg̈anger couldcheckfor uniquecombinationsof usermodelentrieswhich allow
for deanonymizationandcouldpreventsuchcombinations(seeChapter7.2.2.5,Constraint Integrity).

Aspectsof confidentialityandintegrity (i.e.,authenticationandauthorization)havealsobeenemphasized
asa basisfor theuser’s privacy [Orw95, p. 110]:

“An integral partof theusermodelingsystemasserverparadigmaresafeguardsfor notions
of datasecurityand privacy. Potentiallyharmful, sensitive, or damaginginformation is
storedin DOPPELG̈ANGER,andin anenvironmentwheremany workstationsaremaking
useof network services,usersandapplicationsmight be ableto falsify their identity to a
remoteservice.This is aseriousrisk andrequiressomemeansof accesscontrol.”

Fromthe levelsof anonymity5, identificationandsuper-identification have beenimplementedby means
of the Kerberos authenticationsystem(see[SNS88]and[Sum97, p. 487]). Throughthe Kerberos au-
thenticationsystem,the identity of an applicationsystem,the user, andalsothe usermodelingserver
canbeauthenticatedwhile informationis exchangedbetweenthem.It is not possiblefor anapplication
systemto authenticatea particularusermodelentryafter it hasbeenacceptedby Doppelg̈anger. With
theproposedextensionsto theKQML language(i.e., SKQML6), theproof of origin is availableto the
usermodelby meansof the :signature valuewhich canbe storedwith theusermodelentry. With this

2SeeChapter7.2.1.9,Supervision.
3SeeChapter5.2.1,Requirementsfor ExternalIntegrity, andChapter7.2.2.4,InferenceIntegrity.
4SeeChapter7.2.2.4,InferenceIntegrity.
5SeeChapter4.1.1,Levelsof Anonymity.
6SeeChapter6.2.2,TheSecure Knowledge QueryandManipulationLanguage (SKQML).
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value,anotherapplicationsystemis ableto verify thatausermodelentryhasbeeninsertedby aparticu-
lar applicationsystem(andhasnotbeenmodifiedin themeantime)without thehelpof theusermodeling
system.

Theconfidentiality7 of theusermodelcanbeattainedby assigningtheusermodelentriesto four cate-
gories[Orw95, p. 110]:

Usersmodeledby DOPPELG̈ANGER cancontrol the accessto any andall partsof their
usermodel,taggingthementirelyprivate,entirelypublic, or a grayareain between,which
canbeexpressedaseither“everyonebut certainusers,” or “no onebut certainusers”.

As a basisfor the accesscontrol model, the Andrew File System(see[AFS98] and [Sum97, p. 542])
hasbeenincludedin the implementation.The Andrew File Systemusesaccesscontrol lists8 to relate
usermodelentriesandusermodelclientsby accessmodes,therebyauthorizingusermodelclients.The
userinterfacedefiningthe authorization,which is essentialfor an effective assignmentof the clients’
responsibilityfor partsof the usermodel, is not describedin the literature(comparethe description
for the authorizationthroughthe role-basedaccesscontrol model,Figures7.11 – 7.14 on pp. 113 –
115). With the four categoriesprivate, entirely public, everyonebut certain users9, and no one but
certain users, an accesscontrol model10 canbe establishedwhich allows for the definition of simple
requirementsregardingconfidentiality11 while severalusermodelclientsaremaintaininga (shared)user
model.Usingthisaccesscontrolmodel,groupsof applicationsystems(for instance,“no onebut certain
users”)canberelatedto singleusermodelentries.In [San97], it is shown thataccesscontrolby groups
is lessflexible andmorecomplicatedto managethanthe role-basedaccesscontrol modelproposedin
this thesis.

Secrecyof the usermodeldatawhile in transit from sensorsto the usermodelserver or from the user
modelserver to the applicationsystemhasbeenimplementedby meansof encryption12. For encryp-
tion, thePGPencryptionalgorithm[Gar95] hasbeenusedto protectthecommunicationcarriedout via
electronicmail.

In addition,secrecy throughtemporarydenial of access13 to the usermodelhasbeenimplementedby
giving the usernot only computationalownership (as in the solutionsproposedin Chapter6.2, Pro-
cedural Anonymitythrough Mixes,or Chapter7.1.1.2,Secrecy through Encryption) but alsophysical
ownership [Orw95,p. 110]:

“Anothermethodof guaranteeingprivacy is to ensurethat the userretainsnot only com-
putationalownershipof the data[...], but physicalownershipaswell. To this end,DOP-
PELGÄNGERcanstoreusermodelson PCMCIA cardsaswell ason disks.”

7SeeChapter5.1.2,SecrecythroughSelectiveAccess,andChapter7.1.2,SecrecythroughSelectiveAccess.
8Seep. 98.
9Users correspondsin this context to usermodelclients, e.g.,applicationsystems.

10This accesscontrol model doesnot distinguishdifferent accessmodes(for instance,read, write) and is thereforenot
suitablefor definingrequirementsregardingconfidentialityand integrity (seeChapter7.2.2.1,Data Integrity).

11SeeChapter5.1.2,SecrecythroughSelectiveAccess,andChapter7.1.2,SecrecythroughSelectiveAccess.
12SeeChapter5.1.1.2,SecrecythroughEncryption.
13SeeChapter5.1.1,SecrecythroughDenial of Access.
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136 8.2. BGP-MS

Thetimeliness14 of inferencesandmembershipin communitiesin Doppelg̈anger is givenby arecalcula-
tion on adaily basis.

Amongtheusermodelingserversdiscussedin thisthesis,Doppelg̈anger combinesthehighestnumberof
securitymechanisms.As describedabove,it providesmechanismsfor ensuringthesecrecy of usermodel
informationwhile in transitbetweenDoppelg̈anger andtheapplicationsystems,a basicaccesscontrol
modelfor authorization,meansfor supervision,andtheability tocopewith incompleteinformationabout
theuser. Furthermechanismswhich improve thesystem’s securitycouldbeaddedto Doppelg̈anger, for
instance,a moredetailedaccesscontrolmodelfor definingtheuser’s demandsregardingconfidentiality
of theusermodelinformation,adecentralizedmechanismfor authentication(in contrastto theKerberos
system),andmeansfor protectingthe authenticityof eachusermodelentry. In addition,mechanisms
which supportthe users’anonymity, and therebytheir privacy, could be added,for instance,through
preventionof deanonymizationof usermodelentries,limitation of possibleinferences,andtheinclusion
of anonymousremailers15.

8.2 BGP-MS

TheBGP-MS16 usermodelingshellsystem“can assistinteractive softwaresystemsin adaptingto users
basedon assumptionsabouttheir knowledge,beliefs,andgoals” [KP95, p. 4]. Knowledgeaboutthe
usercanbe representedandprocessedvia variousformalisms: terminological, first-order, andmodal
logic [Pohl98, Chap.6]. BGP-MSwasexpandedto a usermodelingserver which canhostmodelsof
severalusersmaintainedby differentapplicationsystems[Pohl98, p. 199]. PohlandHöhlesuggestthe
domain-basedusermodelingby which usermodelentriesdo not relateapplicationsystemsandusers
(i.e., an (A,U) environment) but domainsandusers(i.e., a (D,U) environment), see[PH97, p. 412] and
[Pohl98, Chap.7.3.3]):

“Therefore,the SLT.U�VXW environments,which were suggestedabove as containersfor run
time UMKBs, shouldbetterberegardedas SLYZU�VXW environmentsthatstoretheassumptions
abouta user V concerninga domain Y togetherwith otherdomain-specificdata. Thereis
no reasonto constrainanapplication TC[ to onedomainonly; usermodelingdatacouldbe
modularizedinto severaldomainsY]\>U>^_^_^_U�Y6` . Vice versa,thereis no reasonto constraina
domainto beusedby oneapplicationonly.”

Domainsaswell asviews (see[KP95,Chap.4] and[Pohl98, Chap.2.3.3])asimplementedin BGP-MS
allow for the sharedmaintenanceof partsof the usermodel17. Domainsaswell asviews of BGP-MS
candirectlybemappedto rolesof theproposedrole-basedaccesscontrol model18. In thefollowing, this
mappingis givenfor theexampleof [PH97,p. 413]:

For a moreillustrative example,imaginetwo applications“Adaptex” (a text processor)and
“IntelliDraw” (adrawing tool), which bothemploy a centralizedBGP-MSinstancefor user

14SeeChapter7.2.1.4,Timeliness.
15Anonymousremailerscanbeusedwith PGPto achieve someof themechanismsprovidedby theKQMLmix component

(seep. 59 andChapter6.2.3,KQMLmix) for proceduralanonymity.
16Belief, Goal,andPlanMaintenanceSystem
17SeethemodesCONT-SEP, CONT-INCL, andCONT-SHARin Figure5.1onp. 47.
18SeeChapter7.1.4,Implementationof a Role-BasedAccessControl Model.
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modeling.They make useof thedomains“text-processing”and“vector-graphics”,respec-
tively, andsharethedomain“printing”.

Thenotationof therole-basedaccesscontrolmodel19 for thisexampleis givenby:

b c d�egfFh�ikj?l�monkprqsj?l�tLt�u=vAw�hFxzy{ c d�j?l�m9j
-
i9w�|�}>l�~1~�u4q��kn���l�}(j?|1w

-
�rw�h�i���u
}>~<n<i9w�u4qsj=u
q���y� c d�j:i

-
h�~1��n�j�i

-
j?l�tLt=n��r�

-
h�~1��n��<�

-
j#l�tLt�n�i9w

-
h�~���n�ikw

-
j#l�tLt=yb�e c dF�LegfFh�ikj?l�mon9j#l>mkj

-
ikw�|�}>l�~1~�u4q����'n��Lprqsj?l�t�t�u
v-w�hrx.n���l�}(j�|1w

-
�rw�h�i���u
}>~��My{X� c dF��i9w�u4qsj�u4q��9n#j#l>m9j

-
i9w�|�}>l�~1~�u
q����'n���i9w�u4qsj�u4q��9n���l�}(j�|1w

-
�rw�h�i���u=}�~��My�ze c dF��j?l�m9j

-
i9w�|�}>l�~1~�u4q��kn�j:i

-
h�~1���'n���j?l�m9j

-
i9w�|�}>l�~1~�u4q��kn�j:i

-
j#l�tLt4�'n����l�}(j�|1w

-
�rw�h�i���u
}>~rn��<�

-
h�~����'no����l�}(j�|1w

-
�rw�h�i���u=}�~rn9�r�

-
j#l�tLt4�'n��i9w�u4qsj�u4q��9n�ikw

-
h�~����'n���i9w�u4qsj=u
q��9n�i9w

-
j?l�tLt3�My

(8.1)

Permissions20 regardingKQML messagessentfrom theapplicationsystemto BGP-MSaredefinedas:

�zv�c�d ��j�i
-
h�~1��n

"\(ask-if .*:domain text-processing.*\)"
�'n��j�i

-
j?l�tLt=n

"\(tell .*:domain text-processing.*\)"
�'n���<�

-
h�~1��n

"\(ask-if .*:domain vector-graphics.*\)"
�'n���<�

-
j?l�tLt=n

"\(tell .*:domain vector-graphics.*\)"
�'n��i9w

-
h�~���n

"\(ask-if .*:domain printing.*\)"
�'n��i9w

-
j#l�tLt�n

"\(tell .*:domain printing.*\)"
� y

(8.2)

For agiven(sample)message,

m = (ask-if :sender Adaptex :content (...) :domain text-processing ...)

theauthorization21 of thesenderis determinedasfollows:

1. determiningtheuser: � c � ~�l�w�� m��c�e�frh�i9j?l�m
2. determiningthesetof rolesassignedto user� :

w<~���c�d�w������ � n#w������Jb�eIy�c�d�j#l>m9j
-
i9w�|�}>l�~1~�u
q���y

3. enhancingthesetof roleswith roleswhich inherit to theroleswithin
w<~��

:w<~�c�w<~ ��� d�wA����w1n#w � ����{X�Zn#w � ��w�~ � y�c d�j?l�m9j
-
i9w�|�}>l�~1~�u4q��kn�i9w�u4qsj=u
q���y

4. determiningthesetof permissionsfor all roleswithin
w<~

:i�~�c�d#i8����w�nLis���¡�ze.n#w¢��w<~�y�c�d�j�i
-
h�~1��n�j:i

-
j#l�tLt�n�i9w

-
h�~���n�i9w

-
j#l�tLt=y

5. checkingwhetherat leastonepermissiondefinition(
ikf-�£�zv

) for thepermission
iZ�6i�~

matchesthemessagem (for thisexample,thepermissiondefinition��j�i
-
h�~���n

"\(ask-if .*:domain text-processing.*\)"
�

matchesthemessage)
19See¤¦¥7§�¨�© on p. 100,Chapter7.1.3,ConfidentialitythroughtheRole-BasedAccessControl Model, andChapter7.1.4,

Implementationof a Role-BasedAccessControl Model.
20SeeFigure7.12on p. 114.
21SeeChapter7.1.3,ConfidentialitythroughtheRole-BasedAccessControl Model,andChapter7.1.4,Implementationof a

Role-BasedAccessControl Model.
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138 8.2. BGP-MS

6. if amatchcanbefound,processthemessage.

The above exampleillustratesthe authorizationof applicationsystemsfor partsof the usermodel(in
this example,domains). By meansof authorization,theresponsibilityof severalapplicationsystemsfor
partsof a usermodelcanbedefinedandenforced.Theconfidentialityof particularusermodelentries
cantherebybeestablished.In this simpleexample,usermodelentriesof thedomain ª#«>¬kª -­k®�¯�°>«�±1±�²4³�´
canonly be reador modifiedby applicationsystemswhich areauthorizedvia their assignmentto the
respective role (e.g., the µg¶F·�­kª?«�¬ applicationsystem).A similar protectionexists for the usermodel
entriesof thedomaiņ�«�°(ª�¯1® - ´r®�·�­�¹�²=°�± . Thisexamplerepresentsthemodeof cooperation CONT-SHAR
(seeFigure 5.1 on p. 47) with the usermodel entriesof the ­9®�²4³sª�²4³�´ domainin the intersectionof°�¯1³sª�ºLµX» and°�¯1³sª>ºL¼½» , for thisexample,°�¯1³sª�ºLµ�¶r·�­9ª#«>¬s» and°�¯1³sª�ºL¾r³sª?«�¿L¿�²=ÀA®�·FÁ�» . In theaboveexample,
theapplicationsystemsµg¶F·�­kª?«�¬ and ¾<³sª#«�¿L¿�²
À-®�·FÁ canshareinformationfrom the­9®�²4³sª�²4³�´ domainbut
not informationfrom the ª?«�¬9ª -­9®�¯�°�«�±�±�²4³�´ and ¸�«�°'ª?¯1® - ´r®�·�­�¹�²
°>± domains.

Therole-basedaccesscontrolmodelnotonly supportsconfidentialitybut canalsobeappliedto improve
the integrity of the usermodel information. To extend the exampleabove, we can add anotherrole±�Â<­�«�®1¸F²=±�¯�® Ã�Ä9Å�Ã;ÆZÇ ±�Âr­�«>®�¸F²=±�¯1®�È (8.3)

whichcanbeassumedby anapplicationsystemÉÊ³�¯1Ág¿3«�¶�´�«�ËD­k¶F·rª#« of whichtheuser(or thedeveloper
of theuseradaptive system)is convincedthatit improvestheintegrity of theentriesof all threedomains
by keepingthemup to date.An enhancementof thepermissionassignment

Ì µ Ä Å Ì µ Æ£Ç º3±�Âr­�«>®�¸r²�±�¯1®1Í9ª�­ - ª?«�¿L¿3»'Í�º3±�Â<­�«>®�¸r²=±�¯1®�Í9¸<´ - ª?«�¿�¿4»'Í�º3±�Â<­�«�®�¸r²=±�¯1®�Í�­k® - ª#«�¿L¿4»MÈ (8.4)

enablesthe applicationsystemÉZ³�¯1Á�¿L«�¶�´�«�ËD­k¶F·rª#« to updateall entriesin the threedomainswithout
acquiringknowledgeabout the insertionsmadeby other applicationsystems. Thereby, it is able to
improve theintegrity of theusermodelwithoutweakeningconfidentiality.

Thesecrecyof thedatawhile in transitbetweentheapplicationsystemandBGP-MScanbesecuredby
meansof SKAPI22 throughencryption. Authenticationof the applicationsystemsandthe usermodel
server, and the authenticityof the exchangedusermodel entriescan also be guaranteed.Like Dop-
pelg̈anger, BGP-MSsupportsidentificationandsuper-identification. For BGP-MS, super-identification
isprovidedby meansof X.509certificateswhichcanbeissuedby differenttrustcenters.Thecomponents
of theuseradaptive systemcanchoosefreely amongtrustcentersto verify their identity. This process
modelthereforeoffers moreflexibility thanthe Kerberossystem(seethe previous section). Using the
SKQML23 keyword :signature24, theusermodelentriescouldalsobeauthenticatedby otherapplication
systems.Furthermore,BGP-MSis ableto supportprocedural anonymitythroughsenderanonymityas
well asthroughreceiveranonymity25 if it is connectedto theapplicationsystemby amix network26.

As a usermodel server, BGP-MScould also provide environmentaland content-basedanonymityif
meansfor detectingauniquecombinationof usermodelentriesandotheridentifyingentrieswereadded.

22SeeChapter7.1.1.2,SecrecythroughEncryption.
23SeeChapter6.2.2,TheSecure Knowledge QueryandManipulationLanguage (SKQML).
24Thevalueof thiskeyword (seep. 66)mustalsobestoredwith theusermodelentryandmustberetrievablefor application

systems.
25SeeChapter4.1.3,Typesof Anonymity, Chapter6.2.5,ReceiverAnonymity, andChapter6.2.5,ReceiverAnonymity.
26SeeChapter6.2.6,Mix Network, andChapter8.3,UserModelReferenceMonitor.
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The confidentialityof the usermodel informationcanbe protectedby the proposedrole-basedaccess
controlmodel27. This modelhasbeenproposed28 becauseof its generalapplicability asa filter which
controlstheinformationflow betweentheusermodelandtheapplicationsystems.It is thereforenotde-
pendenton internalmechanismsof theusermodelingsystem.With respectto aparticularusermodeling
system,improvementsto this accesscontrol modelcanbe made. Moreover, it might be advantageous
to replacethe proposed(external)accesscontrol modelwith another(internal)securitymodel29. The
stronginferentialcapabilitiesof BGP-MS(for instance,theability to processmodallogic expressions,
see[Pohl98, Chap.5.2.6],[Pohl98, Chap.6.3.4],[Schr95], and[Simo95]) wouldpermittheusermodel-
ing systemto definethedesiredinformationflow betweenpartsof theusermodelby internalmeansof
theusermodelingsystem30.

Measuresfor increasingtheexternal integrity of BGP-MS(e.g.,consistency, timeliness,authorization,
identification,andauthentication)aredescribedaboveandin Chapter7.2.1,ExternalIntegrity. Measures
for increasinginternal integrity (e.g.,data,system,transition,andinferenceintegrity) aredescribedin
Chapter7.2.2,Internal Integrity.

Supervisionmeasures(e.g., inspectionand correction)are not emphasizedby BGP-MS. However, a
function is provided which returnsall usermodelentries,therebyenablingthe applicationsystemto
conductadialogwith usersabouttheir usermodel.

A detaileddescriptionof all featuresof theusermodelingshellsystemBGP-MScanbefoundin [KP95]
and[Pohl98].

8.3 UserModel ReferenceMonitor

TheUserModelReferenceMonitor31 is not discussedhereasa componentimplementedwithin a user
adaptive system,but ratherasan illustration of the interplayof the implementationsdevelopedwithin
this thesis.Eachof thethreeimplementationsSKAPI32, KQMLmix33, andtherole-basedaccesscontrol
model34 is suitedto different requirements35 of useradaptive systemsand shouldbe regardedas an
initial set of moduleswhich areapplicableto a wide rangeof useradaptive systems.Dependingon
theuser’s anddeveloper’s requirementsfor theadaptive systemandtheusermodelingagent,a different
rangeof securitymeasuresis adequate.For instance,a useradaptive systemwith only oneusermight
provideprocedural andcontent-basedanonymity. While environmentalanonymity cannotbeguaranteed

27Seetheabove exampleandthefollowing section.
28SeeChapter7.1.2.5,Applicabilityof SecurityModelsto UserModeling.
29SeeChapter7.1.2,SecrecythroughSelectiveAccess.
30A discussionof thematterof inferencesecurityin knowledge-basedsystems(for instance,a logic-basedsystemlikeBGP-

MS) would exceedthe scopeof this thesis. The readerinterestedin the implementationof a knowledge-basedsystem
with inferencecontrol basedon logic shouldrefer to [BL87a], [Cup91], [Cup93], [CT94], [GL91], [GMN84], [Mor87],
[Mor88], [Per94],[Row89], and[SO87].

31See[LoSh87] for the definition of a referencemonitor: ”In computersecurity, a securitycontrol conceptin which an
abstractmachinemediatesaccessto objectsby subjects.[...]”.

32SeeChapter7.1.1.2.2.
33SeeChapter6.2.3,KQMLmix.
34SeeChapter7.1.4,Implementationof a Role-BasedAccessControl Model.
35SeeChapter4, Requirementsfor AnonymityandPseudonymity,andChapter5, Requirementsfor Security.
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140 8.3. USERMODEL REFERENCEMONITOR

with only one(identifiable)user, measuresfor thetwo othertypes36 of anonymity might turn out to be
futile, thuscausingunnecessaryeffort (for instance,computationaleffort for encryption,usereffort for
configuration,latency, etc.) without providing a benefit. Similar considerationshave to be taken into
accountfor thelimiting conditionsof othersecuritymeasuresandtheir reciprocalaction37. This is often
only possiblewith respectto theuseradaptivesystemandtheusermodelingagentemployed.Only afew
generalsolutionsarefeasible.Theseconcentrateon theconnectionbetweentheapplicationsystemand
theusermodel(for instance,by manipulatingtheinformationflow betweenthemthroughaccesscontrol
andanonymization)without consideringinternalfeaturesof thesystems.With respectto thedesignof
theuseradaptive system,theusermodel,andtheuser’s demandsfor securityandprivacy thenecessary
securityfeaturesfor agivenuseradaptive systemshouldbediscussedon acase-by-casebasis.

In thefollowing paragraphs,theinteractionof thethreeimplementationswill bediscussedandasugges-
tion for arrangingthembetweentheuseradaptive applicationsystem(UM client in Figure8.1) andthe
usermodelwill bemade.This arrangementcanserve asadefault securityarchitecturefor useradaptive
systemsandcanbemodifiedor extendedaccordingto the requirementsof theparticularuseradaptive
system.

In Figure6.5 on p. 76 we showed how applicationdependentanonymization techniques38 andappli-
cation independentanonymization by meansof the KQMLmix 39 componentmust be combinedin a
useradaptive system. The following figure focuseson the applicationindependentanonymization40,
super-identification41, encryption42, authorization43 andincludesfurthercomponentsnecessaryfor basic
securityservices(for instance,a certificatedirectory)whicharedescribedin thefollowing figure:

36SeeChapter4.1.3,Typesof Anonymity.
37See,for instance,the necessityof super-identificationfor anonymity emerging throughthe mix technique(seeChapter

6.2.3.3,KnownAttacksto Mixes) or theconflict betweenconfidentialityandintegrity discussedin Chapter7.1.2.5,Appli-
cability of SecurityModelsto UserModeling.

38For instance,Anonymizers, LPWA, AnonymousRemailers, Onion Routing, andCrowds(seeChapter6.1.3,Procedural
Anonymity).

39SeeChapter6.2.3,KQMLmix.
40Seetherighthandsideof Figure6.5onp. 76.
41SeeChapter6.2.3.1,Message Encryption, Chapter7.1.1.2.2, Chapter7.1.4,Implementationof a Role-BasedAccessCon-

trol Model, andChapter7.2.1.6,Identification.
42SeeChapter5.1.1.2,SecrecythroughEncryption, Chapter6.2.3.1,Message Forwarding, andChapter7.1.1.2.2.
43SeeChapter5.1.2,SecrecythroughSelectiveAccess, Chapter5.2.1,Requirementsfor ExternalIntegrity, Chapter7.1.2.4,

Role-BasedAccessControl Model, andChapter7.2.1.5,Authorization.
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Figure8.1: UserModelReferenceMonitor

UM client: Theclient of a usermodel(UM) canbeeitheroneor severaluseradaptive applicationsys-
temsor theuser. TheUM clientsaswell astheUM areconnected44 to theUserModelReference
Monitor via anelectronicnetwork andoperateonaTCB45.

certificate dir ectory: ThecertificatedirectorycontainsanX.509certificate46 for theUM andfor each
UM client which canbeusedto verify their identity. It canalsobeusedto verify theauthenticity
of the informationwhich is exchangedbetweenthe UM clientsand the User Model Reference
Monitor.

role server: The role server provides an interfacefor the definition of the roles for a role-basedac-
cesscontrolmodel47 andthearrangementof roles48 into a hierarchy49. Furthermore,it manages
the assignment50 of clients to roles. Sincethe role server is basedon a commonweb server51,
communicationcantake placewith encryptionandauthenticationby meansof SSL52. With the
(authenticated)nameor pseudonym of theUM client, the roleswhich have beenassigned53 to it
areascertained.

permissionserver: Thepermissionserver, whichis alsobasedonacommonwebserver, handlesthere-
lation ÐzÑ 54 of therole-basedaccesscontrolmodel ÒXÓ6Ñ�ÔCÕ 55. For agivensetof roles(seeabove),

44For instance,throughTCP, seeChapter7.1.1.2.1.
45Trustedcomputingbase, see[Pfl89] and[Sum97].
46SeeTable7.1onp. 83.
47SeeChapter7.1.4,Implementationof a Role-BasedAccessControl Model.
48SeeFigure7.8onp. 110.
49SeeFigure7.9onp. 111.
50SeeFigure7.10andtherelation Ö�× asdescribedin therole-basedaccesscontrolmodel Ø¦Ù7×�Ú�Û on p. 100.
51SeeChapter7.1.4,Implementationof a Role-BasedAccessControl Model.
52Seep. 82.
53SeeFigure7.8 on p. 110andthe exampleon p. 137 for thedefinition andprocessingof the assignedrolesandChapter

7.1.5,Motivationfor Rolesin RBAC, for therationaleof therole hierarchies.
54Seep. 100,Figure7.12on p. 114,andFigure7.14onp. 115.
55Seep. 100.
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142 8.3. USERMODEL REFERENCEMONITOR

thesetof permissionsassignedto the rolesandto rolesinheriting to themcanbedeterminedby
this server. For eachpermissionin theset,thepermissiondefinition56 is ascertainedandthesetof
permissiondefinitionsis returnedto theUserModelReferenceMonitor. If theUM client’s request
matches57 oneof thepermissiondefinitions,therequestis authorizedandcanbeprocessed.

mix: By connectingthe User Model ReferenceMonitor througha mix network with the usermodel,
proceduralanonymity canbeachieved. Themix network58 consistsof KQMLmix 59 components
whichprovide senderanonymity aswell asreceiver anonymity.

UserModel ReferenceMonitor: It manipulatesthe informationflow betweentheUM clientsandthe
usermodel.It canbeplacedbetweentheUM clientsandtheUM whichexchangeUM entriesvia
KQML 60. Sinceit imposesno demandson the internalmechanismsof the usermodelingagent
which hoststheUM, it is applicableto a wide rangeof suchsystems.It performsthe following
actions:

Ü Parsingof theKQML messages:Messagesfrom UM clientsmustbeacceptedandparsed.Ü Handlingof protocolaspects:Themessagehasto bestoredandeitherbeansweredwith the
reply by theUM or with anerrormessage.Ü Authentication:The senderof the message(and its content)canbe authenticatedthrough
super-identification by meansof certificates. Also, sendersacting undera (controlledor
uncontrolled)pseudonym canbeauthenticatedif their certificatecontainsthepseudonym61.
If noauthenticationis demanded,this stepcanbeomitted.Ü Authorization:Thecomplianceof theUM client’s requestwith thedefinitionsfor accessto
theUM entriesis verified62.Ü Anonymization:Theroutingof KQML messagescontainingtheusermodelentriesthrough
amix network63 providesprocedural anonymity. Thereby, therelationshipbetweentheiden-
tity of the user(i.e., the User Model ReferenceMonitor instance)and the usermodel is
hidden.

usermodel (UM): The usermodelprocessesonly requestswhich areauthenticated,authorized,dis-
patched,andanonymizedby theUserModelReferenceMonitor.

Usingamix network to isolatetheUserModelReferenceMonitor andtheusermodelensuresprocedural
anonymity or proceduralpseudonymity of the user(modelclient) againstthe usermodel. As long as
content-basedandenvironmentalanonymity64 arealsogiven,theuser’s identitycannotbeascertainedby
theusermodel(or theusermodelingagent).Alternatively, themix network couldbeusedto isolatethe
UM client from theUserModelReferenceMonitor which hidestheuser’s identity from theUM client.

56Seep. 113andFigure7.13on p. 114.
57Seetheexampleonp. 137.
58SeeChapter6.2.6,Mix Network.
59SeeChapter6.2.3,KQMLmix.
60SeeChapter6.2.2.1,TheKnowledge QueryandManipulationLanguage (KQML).
61See(11)and(12) in Table7.1onp. 83.
62Seetheexampleonp. 137.
63SeeChapter6.2.6,Mix Network.
64SeeChapter4.1.3,Typesof Anonymity,andChapter6.1,Anonymity.
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Both methodscanbecombinedto hide theuser’s identity from bothcomponents(seeFigure6.5 on p.
76).

As theUserModelReferenceMonitor proposedin thissectioncanenhancethesecurityof useradaptive
systemswithout makingfar-reachingpresuppositionsaboutthe usermodelingagent,it canbe applied
to a wide rangeof agentsexchanginginformationabouttheuserby KQML messages.For reducedse-
curity requirements,severalcomponentsmaybeomitted,for instance,theencryptionthroughSSL,the
certificatedirectory, authorizationthroughtheaccesscontrolmodel,or themix network. Singlecompo-
nentscanbeprovidedeitherassoftwarepackages(e.g.,for encryptionandauthentication)to beincluded
into usermodelclientsor asservices(e.g.,authorizationof informationrequestsor anonymizationof
exchangedmessages).
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144 8.4. THE AVANTI SYSTEM

8.4 The AVANTI system

An exampleof auseradaptivesystemin whichtheUserModelReferenceMonitor (seeprevioussection)
canbeappliedis theAVANTIsystem[FKS97]to bedescribedbelow. It providesuseradaptedhypermedia
informationaboutametropolitanarea(e.g.,aboutpublic services,transportation,sights)for avarietyof
userswith differentneeds(e.g.,tourists,citizens,time-restrictedvisitors,travel agency clerks,andpeople
whoareelderly, vision-impaired,or wheelchair-bound).

An initial amountof userinformationis gatheredby aninterview which is carriedout prior to usingthe
system.Furtherinformationaboutthecurrentuseris collectedduringtheinteractionwith thesystemby
theHyperstructure Adaptorandprocessedby theUserModelServer(i.e., theBGP-MSusermodeling
shellsystem,seeChapter8.2,BGP-MS). Basedontheassumptionsabouttheuser, thecontentaswell as
its presentationis adaptedto theuser. An overview of thesystem’s architectureis givenin thefollowing
figure(seebelow and[FKS97] for adescriptionof all systemcomponents):
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Figure8.2: TheAVANTI useradaptive system

The AVANTI systemcan be usedby meansof a commonweb browser (seethe top left corner of
Figure 8.2) as well as by meansof a specially-developeduser interfacewhich hasbeenadaptedfor
userswith certainkindsof physicaldisabilities(i.e, theAVANTI webbrowser, seethe top right corner,
[SPSSMLPK98], and[SPKS97]).In bothcases,theinformationwhichis collectedandprocessedwithin
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thesystemmight beconsideredassensitive by theuser. Therefore,measureshave beenproposedwhich
maintainthesystem’s securityandprotecttheprivacy of theuserbeingmodeled[FKS97,Chap.6].

If usedwith acommonwebbrowser, anonymousor pseudonymousaccessto thesystemcanbeachieved
for theuserby theservicesdescribedin Chapter6.1.3,Procedural Anonymity,(e.g.,throughAnonymiz-
ers, LPWA, Crowds, Onion Routing, or alsoKQMLmix, seeFigure6.5 on p. 76). If no anonymity is
required(or possible)for theuser, thesecrecy of the informationexchangedbetweenthewebbrowser
and the Hyperstructure Adaptorcanbe securedthroughsuchwell-known technologiesas the Secure
Sockets Layer (SSL, seep. 82). The secrecy of the informationexchangedbetweenthe Hyperstruc-
ture AdaptorandtheUserModelServercanbeensuredby theSKAPI65 implementationwhich permits
end-to-endencryptionof thecommunicationandauthenticationof theinvolvedcomponents.

Assumingthatonly oneHyperstructure Adaptor is connectedto oneUserModelServer, anencrypted
tunnelwhich is independentof theapplicationsystem’s protocolcanbeestablishedby suchimplemen-
tationsastheSecure Shell66 or IPv667.

If thesystemis accessedthroughtheAVANTI webbrowser, informationflows occurnot only between
the browserandthe Hyperstructure Adaptorbut alsobetweenthe browserandthe User Model Server
(seeFigure8.2). TheAVANTI webbrowsermonitorstheuser’s interactionandreportsanomaliesto the
User Model Server(e.g.,user idle or high error rate [SPKS97]). Basedon this information,assump-
tions insertedby theHyperstructure Adaptor, andinferencesdrawn by theUser ModelServer, further
assumptionsareforwarded(notified) to the AVANTI webbrowserby the (shared)usermodel in order
to adaptthebrowserto theuser’s needs.Therefore,the two informationflows from theHyperstructure
AdaptorandtheAVANTI webbrowsermustbecoordinatedbeforebeingprocessedby theUserModel
Server.

The servicesdiscussedin Chapter6.1.3,Procedural Anonymity,arenot sufficient for this purposefor
several reasons.With Onion Routing68, the physicalnetwork addressof the User Model Servermust
be known to the Hyperstructure Adaptorandto the AVANTI webbrowserandvice versa. Therefore,
procedural anonymitycannotbepresentbecausereceiveranonymity69 is not givenfor thebrowserwith
respectto theUserModelServer. ThismeansthattheUserModelServeris abletodeterminethenetwork
node70 onwhichthebrowseris running,whichmayin turnprovidehintsto theuser’s identity. Usingthe
KQMLmix 71 component,it is possibleto providenotonly senderanonymitybut alsoreceiveranonymity
by meansof the:RPI72 keywordwhichallows theUserModelServerto sendrepliesandnotificationsto

65SeeChapter7.1.1.2,SecrecythroughEncryption.
66The Secure Shell (see http://www.ietf.org/html.charters/secsh-charter.html,
http://www.openssh.com/, and http://www.ssh.org) provides a proxy over a TCP socket for the
communicationpartner. Communicationover a network is performedin encryptedform by meanssimilar to theSecure
SocketsLayer (SSL,seep. 82). The applicationsystemis neitherableto changethe X.509 certificatewhich it expects
of its communicationpartnernor is it able to accessinformationaboutit – which is possiblewith SKAPI (seep. 82).
Likewise,theUserModelServermusteitherestablishadistinctSecure Shellproxy for eachcommunicationpartner(i.e. a
Hyperstructure Adaptor) or usethesamecryptographickeys for all of them. This approachis thereforeonly appropriate
for a verysimplestructureof theuseradaptive system.

67See[FKS97], [Hui96], andthecommentson theSecure Shell.
68SeeChapter6.1.3,Procedural Anonymity.
69SeeChapter6.2.5,ReceiverAnonymity.
70SeetheKQML exampleon p. 63.
71SeeChapter6.2.3,KQMLmix.
72SeeChapter6.2.2.2,Extensionsto KQML, andChapter6.2.5,ReceiverAnonymity.
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abrowserwhosenetwork address(andtherebyuser’s identity) is not known.

If the AVANTI systemcontainsnot only oneapplicationsystem(i.e., the Hyperstructure Adaptor), but
severalsystemswhich sharea commonusermodelon a peruserbasis,theUserModelReferenceMon-
itor73 is particularlyvaluable.Includedasa filter which manipulatesthe informationflow betweenthe
UserModelServerandits clients(for instance,several instancesof theHyperstructure Adaptorandthe
AVANTI webbrowser), it canensurethesecrecy of theexchangedinformation,verify theauthorization
of the differentclientsandanonymize the relationshipbetweenthe usersandtheir usermodels. This
approachis alsoappropriateif theAVANTIsystemis only partof abroaderuseradaptive systemwith the
same(shared)usermodel.

8.5 The Platform for PrivacyPreferencesProject (P3P)

In thepreviouschapters(seeChapter6, Solutionsfor AnonymityandPseudonymity,andChapter7, So-
lutionsfor Security) proposalsfor advancingthesecurityof useradaptive systemsweremade.Although
no concretepolicies74 for theprocessingof datawithin useradaptive systemswereformulated,waysof
definingandenforcingsecurityrequirementswerediscussedasa basisfor the formulationof policies
whichwouldenhancetheuser’s privacy (seeChapter2, Privacy). Examplesof policiesfor dealingwith
usermodeldataweregivenalongwith descriptionsof well-known securitymodels(seeChapter7.1.2,
SecrecythroughSelectiveAccess) andanaccesscontrolmodelwasproposed(seeChapter7.1.3,Confi-
dentiality throughtheRole-BasedAccessControl Model, Chapter7.1.5,Motivationfor Rolesin RBAC,
andChapter8.2,BGP-MS).

ThePlatform for PrivacyPreferencesProject (P3P)75 enablesuseragents(i.e., implementationscom-
pliant with theP3Pspecification)to take advantageof a previousagreementor to negotiateon behalfof
theuserwith adaptiveapplicationsystems(e.g.,webservers)in orderto reachanagreementbetweenthe
applicationsystem’s requirementsandtheuser’s preferencesconcerninghis usermodelandits use(see
[RC99]and[Cra98]).

73SeeChapter8.3,UserModelReferenceMonitor.
74Somepolicieshave beengiven asexamples,for instance,the ChineseWall SecurityPolicy (seep. 90), the mandatory

securitymodelof Bell andLa-Padula(seep. 92), andtheflow policy of theDenningmodel(seep. 95). Nevertheless,the
proposedrole-basedaccesscontrol model(seeChapter7.1.2.4,Role-BasedAccessControl Model) is policy neutral(see
thequotationon p. 98).

75The Platform for Privacy Preferences Project is being carried out by the World Wide Web Consortium (see
http://www.w3c.org/) in cooperationwith severalsoftwarecompanies.
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TheP3Pspecificationdefinesthefollowing datacategories[P3P2000, Chap.3.4]asabasisfor acontent-
dependent76 accesscontrolmodel:

category = "<physical/>" | ; Physical Contact Information
"<online/>" | ; Online Contact Information
"<uniqueid/>" | ; Unique Identifiers
"<purchase/>" | ; Purchase Information
"<financial/>" | ; Financial Information
"<computer/>" | ; Computer Information
"<navigation/>" | ; Navigation and Click-stream Data
"<interactive/>" | ; Interactive Data
"<demographic/>" | ; Demographic and Socioeconomic Data
"<content/>" | ; Content
"<state/>" | ; State Management Mechanisms
"<political/>" | ; Political Information
"<health/>" | ; Health Information
"<preference/>" | ; Preference Data
"<other/>" ; Other

In orderto structuretheuserdata, a hierarchyis definedfor which thefirst level andtherespective cat-
egory aregiven in thefollowing table(for instance,user.home.postal.postalcode represents
thepostalcodeof theuser’s homeaddress,see[P3P2000, Chap.4.5.1]):

Shortdisplayname Category
user.name User’s Name physical,demographic
user.bdate User’s Birth Date demographic
user.cert User’s Identity certificate uniqueid
user.gender User’s gender demographic
user.employer User’s Employer demographic
user.department Departmentor division of organizationwhere

useris employed
demographic

user.jobtitle User’s JobTitle demographic
user.home-info User’s HomeContactInformation physical,online,demographic
user.business-info User’s BusinessContactInformation physical,online,demographic

Table8.1: P3Puserdatastructure

In thenegotiationphase,proposalswhichdescribetheaffecteduserdata(i.e., thecategory) andintended
use(e.g.,personalizationof service,market research,etc.) areexchanged.As soonasanagreementhas
beenreached,theproposalcanbe assignedto a proposalID (propID, [RC99, p. 51]) for furtheruse.
Thecombinationof applicationsystem,proposal,anduseragentcanbesummarizedby a temporaryor
sessionID (TUID, seetransactionpseudonymin Chapter4.2.1,Typesof Pseudonyms) which is valid
for the currentsessionfor maintainingstate(i.e., the relationshipbetweenthe applicationsystemand
the user agent in the currentsession). It can also be extendedto a pairwiseor site ID (PUID, see
applicationpseudonymin Chapter4.2.1,Typesof Pseudonyms) whichmakesthecombinationpersistent
andreusablefor furthersessions,thusavoiding renegotiationof theachievedagreement.Furthermore,a
P3Puseragentmight managedifferentsetsof userdata (i.e. personae) which aresuitableto represent
differentuserroles([RC99, p. 54], seealsoChapter7.1.5,Motivationfor Rolesin RBAC, andp. 23):

76SeeChapter7.1.5,Motivationfor Rolesin RBAC.
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“Someuseragentsmight alsoallow usersto specifymultiple personaeandassociatea dif-
ferentsetof dataelementvalueswith eachpersona.Thus,usersmightspecifydifferentwork
andhomepersonae,specifydifferentpersonaefor differentkindsof transactions,andeven
make up a setof completelyfictitious personae.By storingthedatavaluesthatcorrespond
to eachpersonaein their repository, userswill not have to keeptrack of which valuesgo
with eachpersonaeto maintainpersistentrelationshipswith services.”

With the P3Pproposal,it would be possibleto negotiatewith the adaptive applicationsystemsabout
which userdatashouldbe usedin theadaptationprocess.Agreementscanbestoredastemporarilyor
permanentlyassociatedwith an applicationsystemwhich establisheseithera transactionpseudonym
or an applicationpseudonym(seeChapter4.2.1,Typesof Pseudonyms). The categoriesdefinedwith
theP3Pproposalcanbemappeddirectly to therole-basedaccesscontrolmodelwhich canprovide the
enforcementof theprivacy requirementsdefinedby theuser(for instance,to exchangeno informationin
thephysicalor uniqueidcategories).

Unfortunately, theP3Pspecificationdoesnotmentionin detail:

Authentication: The requiredmethodby which applicationsystemsare identified and authenticated
(seeChapter7.1,Solutionsfor Secrecy).

Authorization: Theprocedurewhich assignsdistinct accessmodes(e.g.,read, write, update, etc.) to
applicationsystems,propIDs, TUID, PUID, or personae(seeChapter7.1.2,Secrecythrough
SelectiveAccess).

Secrecy: The user’s expectationregardingthe secrecy of the datawhile it is being transported(see
Chapter5.1,Requirementsfor Secrecy,andChapter7.1,Solutionsfor Secrecy).

Anonymity: While transaction pseudonymsand application pseudonymsare provided for
pseudonymity, no requirementsregarding procedural and environmental anonymity (see
Chapter4.1.3,Typesof Anonymity) arespecified.Content-basedanonymityis consideredin the
specificationvia thecategoriesof userdata(seeTable8.1on p. 147).

P3Pis thereforeof only limited valuein closingthegapbetweenthesecuritymechanismsoffered(e.g.,
accesscontrol)andtheuser’s expectationsregardingprivacy. In additionto theotheraspectsof security
thatwerediscussedin chapters2, 4, and5, theabove-mentionedaspectsareespeciallyimportantfrom
theuser’s pointof view andshouldalsobetakeninto accountin thedefinitionof privacy preferences.

Wolf andPfitzmann([WP99], seealso [PSWWWZ98]) proposea userinterfacewhich is intendedto
assisttheuserin definingprotectiongoalsfor communication(for instance,confidentiality, anonymity,
integrity, andaccountability) and which offers only plausiblecombinationsof theseprotectiongoals
for generalpurposeinformationsystems.As describedin [WP99], theuserinterfacecandefinebut not
enforcetheprotectiongoalsin aninformationsystem.Lau et al. [LEW99] describea privacyinterface
which enablesusersto definewhich bookmarksfor web pagesshouldbe privateandwhich shouldbe
public. They summarizethe experiencethey gainedwhile designingdifferentversionsof the privacy
interface[LEW99, p. 94]:

“In summary, ourexperiencehasled to thefollowing generalconclusions:
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� Privacy interfacesshouldfacilitatethecreation,inspection,modification,andmonitor-
ing of privacy policies.

� Privacy policiesshouldapplyautomaticallyto objectsasthey areencountered.
� Oneway of achieving thesegoalsis the useof an intensional[sic] representationof

privacy policies.”
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Chapter 9

Summary and Conclusion

In the introduction,the importanceof securityin usermodelingwasemphasizedfor several reasons.
First,useradaptive systemsprocessuser-relatedinformation(i.e.,personaldata)in orderto adaptto the
user’s characteristics.Theprocessingof userrelatedinformationis subjectto mandatoryandvoluntary
regulations(e.g., laws and guidelines)which demandsecuritymechanisms.Second,the secrecy or
confidentialityof personalinformationis crucial for many userswhendecidingwhetheror not to usea
usermodelingsystem.

Two complementaryapproachesto securityin usermodelinghave beendescribedin this thesis. The
anonymizationor pseudonymization of the user’s informationprocessedin a useradaptive systemre-
ducesit to datawhich cannotbetracedto anidentifiableperson.This meansthat thereis no longerany
rationalefor many of thelawsanduserconcernssummarizedin theintroduction.Measuresfor providing
super-identification,identification,pseudonymity, andanonymity weredescribed.Furthermore,several
typesof anonymity (environmental, content-based, andprocedural anonymity) in useradaptive systems
wereexplored.

Thesecondapproachfollowstheprevailing definitionof securityasbeingcomposedof secrecy, integrity,
andavailability. Becausethe requirementsregardingavailability of usermodelingsystemsdo not go
beyondthoseof generalinformationsystems,they havenotbeencoveredin thisthesis.Factorspertaining
to secrecy andintegrity havebeenconsideredin detailfrom theperspective of usermodeling.Secrecy of
theuser’s informationwasexaminedfrom theperspective of secrecy throughdenialof access,involving
encryptionandanonymity, andsecrecy throughselective access,which dealswith theconfidentialityof
informationsharedbetweenparticularapplicationsystems.Selective accesswasdiscussedwith regard
to well-known securitymodels,suchasnoninterferencemodels,informationflow controlmodels,and
accesscontrol models.With thesemodels,both theconfidentialityandthe integrity of the usermodel
canbeadvancedthroughtheauthorizationof applicationsystemsfor particularareasof theusermodel,
thoughnot simultaneously. Fromtheperspective of theapplicationsystem,theintegrity of ausermodel
wasanalyzedasexternalintegrity; i.e., internaldetailsof theusermodelingsystemwerenotconsidered.
Thediscussionof internalintegrity coveredthe factorsof integrity which dependon theusermodeling
systemandits particularrepresentationandinferencemechanisms.

Proposalsfor meetingthesecurityrequirementsdescribedin chapters6 and7 weredealtwith in relation
to the particularaspectson which the securitymeasuresfocus (e.g., anonymity, confidentiality, and

151



in
fo

@
se

cu
rit

y-
an

d-
pr

iv
ac

y-
in

-u
se

r-
m

od
el

in
g.

in
fo

 (n
o.

 1
)

152

integrity). Securitymeasurescanalsobecategorizedaccordingto thenumberof componentsinvolved.
In the following table, someof the securitymeasurespresentedin this thesisare divided into three
groupsaccordingto thenumberof componentswhicharenecessaryfor their implementation.Unilateral
securitymeasurescanbeappliedon thesideof theusermodelitself, bilateral securitymeasuresrequire
anadditionalcomponent,andfor multilateral securitymeasuresseveralcomponentsof thesystemmust
actjointly (seeTable9.1):

Typeof security
measure

Examples Coveredin chapter

unilateral

accesscontrol 5.1.2,7.1.2
identification 4, 6
content-basedanonymity 4.1.3,6.1.2
authorization 5.2.1,7.1.2,7.2.1.5
internalintegrity 5.2.2,7.2.2
noninterference 7.1.2.1
informationflow control 7.1.2.2

bilateral
authenticationof communicationpartners 5.2.1,7.2.1.7,7.1.1.2.2
secrecy of communication 5.1.1.2,7.1.1
super-identification 4.1.1,6.2.6,7.1.1.2.2,7.2.1.6

multilateral

certificates 6.2.3.1,4.1.1,7.1.1.2.2
proceduralanonymity 4.1.3,6.1.3,6.2
environmentalanonymity 4.1.3,6.1.1
confidentiality 5.1.2,7.1.2,7.1.3
externalintegrity 5.2.1,7.2.1

Table9.1: Groupingsecuritymeasuresaccordingto thenumberof componentsinvolved

Within this thesis,threenew methodsfor increasingthe securityof usermodelingsystemshave been
proposed.First,extendingtheKQML ApplicationProgrammer’s Interfaceto includetheSecureSockets
Layer(SKAPI) makespossibleencryptedandauthenticatedcommunicationbetweenthecomponentsof
auseradaptive systemwithoutappreciablymodifying them.Second,by applyingSKQML andintegrat-
ing theKQMLmix implementationinto theapplicationsystem,proceduralanonymity andpseudonymity
canbeachieved to variousdegrees.Furthermore,usermodelentriescanbestoredwith a proof of their
origin andauthenticitywhich wasnot possiblewith the previously available implementations.Third,
the implementationof a role-basedaccesscontrol model(RBAC model)enablesus to assignareasof
responsibilityon a usermodelto applicationsystems,therebymakingit possibleto defineandto sat-
isfy theuser’s requirementsfor confidentialityandintegrity of thedata. The interactionof thesethree
implementationswasdemonstratedby combiningthemvia the User Model ReferenceMonitor which
interconnectsapplicationsystemswith theusermodel.This combinationcanserve asa default security
architecturefor useradaptive systems.It canbemodifiedor extendedaccordingto therequirementsof
the particularuseradaptive systems.Singlecomponentsof this architecturecanbe provided eitheras
softwarepackages(e.g.,to beusedlocally) or asservices(e.g.,of trustcenters).

Therolesof theRBAC modelusedin theUserModelReferenceMonitor canbedefinedwith respectto
theapplicationsystemswhichcouldpotentiallyrequestuserinformation,therebyestablishingacontext-
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dependentaccesscontrol. The rolescanbe definedequallywell with respectto the users’roles they
assumewheninteractingwith theuseradaptive system,therebyestablishingacontent-dependentaccess
control. TheRBAC modelis thereforemoreflexible thanany of thepreviously proposedaccesscontrol
modelsfor usermodeling(e.g.,theaccesscontrolmodelusedin Doppelg̈anger).

The discussionof selectedusermodelingcomponentsdepictsthe applicability of securitymeasures
within useradaptive systems.Two well-known usermodelingservers (Doppelg̈anger and BGP-MS)
have beendiscussedand their securityfeatureswere pointedout. Also, the securitymeasuresthese
serversprovide werecomparedwith thosedevelopedin this thesis.TheAVANTI systemwasintroduced
asa representative of useradaptive systemswhich processsensitive userinformationandsecuritymea-
suresfor this systemwereproposed.Fromthis proposal,it is clearthatpreviously availablemeansfor
security(e.g.,for encryption)andfor anonymity (e.g.,themeansfor establishingproceduralanonymity
asdescribedin Chapter6.1.3,Procedural Anonymity) werenot adequateto meetthe requirementsof
usermodelingwhich have beenconsideredin this thesis.Thedescriptionof thebasicsof thePlatform
for Privacy PreferencesProject(P3P)showed thatP3Pis suitableonly for thedefinitionof usagepoli-
ciesof personalinformationandthenegotiationaboutthesepoliciesthroughtheuseranduseradaptive
applicationsystems.P3Pneithersupportsthe securityof a usermodel(ingagent)(e.g., its secrecy or
integrity) nordoesit provide meansfor theanonymizationof theusermodel(ingagent).Therefore,P3P
cannotreplacethe solutionswe presentedbut it canbe includedin the proposedsecurityarchitecture
(seeChapter8.3,UserModelReferenceMonitor), for instance,aspartof the(rolebased)accesscontrol
modelby establishinga rolehierarchywith thedatacategoriesintroducedwith P3P(seep. 147).

In this thesis,requirementsfor securityin usermodelingsystemshave beenanalyzedon the basisof
a useradaptive systemwhich consistsof a usermodel, several applicationsystemsmaintainingthe
model,andthe user, wherebythe systemoperateson several trustedcomputingbases.Obviously, for
a useradaptive systemwhich is underthecompletecontrolof theuseror which hasonly oneaffected
applicationsystem,moderatesecurityrequirementsmaybesufficient. For instance,therequirementsfor
anonymity canbeoverstatedin anelectroniccommercescenarioin which theuserhasto beidentified,
eitherfor billing or for thedelivery of goods.

Thepredominanceof logic-basedapproachesin usermodelinghasalsoinfluencedthefocusof this the-
sis. Severalexamplesof so-calledsecuritymodelshave beenformulatedfor logic-basedusermodeling
systems.This is partly becausethemechanismsof thesemodelslendthemselvesto thecompartmented
representationof many suchsystems,andpartly becausethe mechanismsare lessapplicableto other
approaches,for instancefor sub-symbolicrepresentationsystemssuchasneuralnetworks. Furtherde-
velopmentof themodelsdescribed(for instance,Denning’s informationflow controlmodel)or analysis
of othersecuritymodelsshouldbecarriedout in orderto provide appropriatesecuritymodelsfor those
usermodelingsystemswhoseinternalstructureis not asexplicit asthatof symbolicsystems(e.g.,user
modelingsystemsbasedonsub-symbolicrepresentationmechanisms).

Severalconclusionscanbedrawn from ananalysisof theadditionalsecurityrequirementsfor usermod-
eling systems.Securityis a compositeof a multitudeof concepts,mostof which canonly beappliedto
a limited extent to a given usermodelingsystem.Furthermore,securityis expensive both in termsof
computationaleffort andin termsof designconsiderations.Designingsecurityfeaturesto be included
in anexisting usermodelingsystemusuallyinvolvesconsiderablymoreeffort thancreatinga new sys-
tem which canbe shapedto fit the securityrequirements.For someuseradaptive systems,particular
combinationsof securityrequirementscannotbefulfilled or canbemetonly to a limited degreedueto
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contradictionsinherentto thesystem(e.g.,confidentialityvs. integrity, complexity of modelingvs. in-
telligibility andsupervision,inferentialpowervs. inferencesecurity).Contradictionsof this kind should
beidentifiedin thedesignphaseof thesystemandtherequirementsfor securityandusermodelingmust
bebalancedagainsteachother. Therearealsoseveralrequirementswhichcannotbeimposedontoall of
theusermodelingsystems(e.g.,content-basedanonymity, consistency, or internalintegrity).

In additionto augmentingauseradaptivesystemwith securitymeasureswhicharespecificallydesigned
for usermodelingmechanisms,I havealsointroducedasecondapproachtowardsafeguardingtheuser’s
privacy. Anonymizationandpseudonymizationreducetheuser’s informationto datato which reduced
requirementsapply, asit cannotbetracedto aperson.Despitetheeffort involvedin anonymization(e.g.,
computationaleffort for encryption,consecutive checksfor possibledeanonymization),this approachis
potentiallyveryvaluable,becauseit introducesaqualitative improvementwhereonly agradualimprove-
mentcouldotherwisebeachieved.

Two counter-intuitive conclusioncanalsobedrawn: First,thecentralizationof users’informationwithin
ausermodelingservercanbevaluableif notnecessaryfor anonymization.Only knowledgeaboutall user
modelscanpreventuniquecombinationsof usermodelentrieswhichwould facilitatedeanonymization.
Second,super-identificationis necessaryfor the anonymization processusing the mix methodI have
proposed.

The securityconsiderationscoveredin this thesisincludedinstrumentalfactorswhich enablethe sys-
temdesignerand/ortheuserto defineandenforcespecificprocedures(e.g.,accesscontrol,authentica-
tion, encryption).Furthermore,descriptive factorswerediscussed(for instance,integrity, environmental
anonymity) which aredependenton theemployed usermodelingsystemandon its representationand
inferencemethods,andwhichcannotbemodifiedby usersaccordingto their preferences.Nevertheless,
theseconsiderationsareimportantfor anassessmentof thesystem’ssecurityandits ability to protectthe
user’s privacy.

Thespecificationsof thePlatformfor Privacy PreferencesProjectpoint to waysin whichmy work canbe
appliedin definingandenforcingprivacypreferences. Therole-basedaccesscontrolmodelin particular
provides a basisfor converting specifiedprivacy preferencesinto decisionsaboutaccessto the user
modelaswell asmakingit possibleto defineaccessmodesmoreflexibly (for instance,throughaccess
permissionsfor anonymoususerinformationonly if theunderlyingsystemsupportsall or several types
of anonymity). On thisbasis,theuser’s privacy preferencescanbeevaluatedmorethoroughly.

FromthePlatformfor Privacy PreferencesProjecttheadvantagesof a structuredandstandardizeduser
model(e.g.,a hierarchicaldatastructureandcategoriesasin P3P)for the intelligibility aswell asfor
theunderlyingsecuritymechanismsarealsoclear. However, usermodelsoftenemploy morecomplex
representationandinferencemethodsin orderto supportadaptivity. Usermodelswhichemploy produc-
tion systemsneedto be analyzedwith particularcareto determinewhetheraccesscontrol modelsare
sufficient or informationflow controlmodelsmustbeadded(within theusermodelingsystems).

In additionto theproposedaccesscontrolmodelswhichallow for aqualitative decisionabouttheadmis-
sibility of anapplicationsystem’s request,quantitative regulationscanbeusedin specifyingtheamount
of informationwhichmightbeexchangedbetweenanapplicationsystemandtheusermodel.For exam-
ple,anapplicationcanbeendowedwith a certainsumin a virtual currency, from which theusermodel
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deductsa feefor eachrequest1 theapplicationsystemsubmits.In thisway, aneconomic2 accesscontrol
couldbeachievedwhichwouldforcetheapplicationsystemto makefrugaluseof informationdespiteits
authorizationto accessparticularinformation,andwould facilitaterefinedaccesscontrolandevaluation
of theadaptive applicationsystemon thebasisof theamounttransferred.

1To prevent theapplicationsystemfrom reuseof previously requestedandpossiblyoutdatedinformation,streamsof user
modelentriesshouldratherbebilled thansinglerequests.

2SeePosnerquotationon p. 18.
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Anonymiẗat in offenendigitalenSystemen; DatenschutzundDatensicherung;14(5&
6):pp.243–253& 305–315;1990.

[Per94] Pernul,Günther:DatabaseSecurity; Advancesin Computers;38:pp.1–72;1994.

[Per95] Pernul,G.: InformationSystemsSecurity:Scope, State-of-the-art,andEvaluationof
Techniques; Int. Journalof InformationManagement;15(3):pp.165–180;1995.

[Pet99] Peters,ThomasA.: ComputerizedMonitoring and Online Privacy; McFarland;
1999.

[Petr96] Petrie,CharlesJ.: Agent-BasedEngineering, the Web, and Intelligence; IEEE Ex-
pert;11(6):pp.24–29;1996.

[Pfl89] Pfleeger, CharlesP.: Securityin Computing; Prentice-Hall;1989.

[Pohl98] Pohl, Wolfgang: Logic-BasedRepresentationand Reasoningfor User Modeling
ShellSystems; Infix; 1998.

[Pos84] Posner, RichardA.: An economictheoryof privacy; in: PhilosophicalDimensions
of Privacy (editedby Schoeman,F.D.); CambridgeUniversity Press;pp. 333–345;
1984.

[RBAC95] Proc.FirstACM WorkshoponRole-basedAccessControl, Gaithersburg, Maryland,
November30 - December2; ACM Press;1995.

[RBAC97] Proc. SecondACM Workshopon Role-BasedAccessControl, Fairfax, Virginia,
November6-7; ACM Press;1997.

[RBAC98] Proc.Third ACM Workshopon Role-BasedAccessControl, Fairfax, Virginia, Octo-
ber22-23; ACM Press;1998.

[RC99] Reagle,Joseph;Cranor, Lorrie Faith: ThePlatformfor PrivacyPreferences; Com-
municationsof theACM; 42(2):pp.48–55;1999.

[RG91] Russell,Deborah;GangemiSr., G.T.: ComputerSecurityBasics; O’Reilly & Asso-
ciates;1991.



in
fo

@
se

cu
rit

y-
an

d-
pr

iv
ac

y-
in

-u
se

r-
m

od
el

in
g.

in
fo

 (n
o.

 1
)

BIBLIOGRAPHY
¨

171

[RR99] Reiter, Michael K.; Rubin, Aviel D.: AnonymousWeb Transactionswith Crowds;
Communicationsof theACM; 42(2):pp.32–38;1999.

[Rei80] Reiss,StevenP.: PracticalData-Swapping:TheFirstSteps; in: [SSP80];pp.38–45;
1980.

[Reit98] Reiter, Michael K.: Crowds: Anonymityfor Web Transactions; ACM Transactions
on InformationandSystemsSecurity;1(1):pp.66–92;1998.

[Rich79] Rich, Elaine: User Modeling via Stereotypes; Cognitive Science;3:pp. 329–354;
1979.

[Rich79a] Rich, Elaine: Building and Exploiting User Models; in: [IJCAI79]; pp. 720–722;
1979.

[Rich83] Rich,Elaine:Usersare individuals: individualizingusermodels; InternationalJour-
nal of Man-Machine-Studies;18:pp.199–214;1983.

[Row89] Rowe, Neil C.: Inference-securityanalysisusing resolutiontheorem-proving; in:
Proc.Fifth InternationalConferenceonDataEngineering, LosAngeles,California,
February6-10; IEEEComputerSocietyPress;pp.410–416;1989.

[SAFECOMP92] Proc. IFAC Symposiumon Safety, Security and Reliability RelatedComputers
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stanz,Germany; 1995.

[Schr97] Schreck,Jörg: SecurityandPrivacyIssuesin UserModeling; in: [UM97]; pp.453–
454;1997.

[Schr97a] Schreck,Jörg: Sicherheit in benutzermodellierenden Systemen; in: [ABIS97]; pp.
97–102;1997.

[Schw2000] Schwarz,Mathias(ed.): Recht im Internet,Der Online-Rechtsberater fuer Online-
Anbieterund-Nutzer, Band1; Kognos;2000.



in
fo

@
se

cu
rit

y-
an

d-
pr

iv
ac

y-
in

-u
se

r-
m

od
el

in
g.

in
fo

 (n
o.

 1
)

174 BIBLIOGRAPHY

[Sha49] Shannon,C.E.: CommunicationsTheoryof SecrecySystems; Bell SystemTechnical
Journal;pp.656–715;1949.

[Sim92] Simmons,Gustavus J.: Contemporary Cryptology, TheScienceof InformationIn-
tegrity; IEEEPress;1992.

[Simo95] Simon, Ralf: Realisierung der Erweiterung von partitionenorientierter Wis-
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alteration,51,129
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data,50,122
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system,50,124
transition,51,124
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LPWA, 58,145

mix, 59–61,64
attacks,72
network, 73,78
sequence,64,78

length,78
mix-it, 64,68
model

integrity, 123
security, seesecuritymodel

modification,133

noninterference,90
notification,37,73,118,119,123,145,146

OECD Guidelinesfor the Securityof Informa-
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OnionRouting,59,145
OTTER,124
ownership

computational,135
physical,135

P3P, 78,146,154
partition,116
performative,63,64

mix-it, seemix-it
permission,89,98,106
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name,113

personaldata,3, 5, 19,25,33,43,57,99
Platform for Privacy PreferencesProject, see

P3P
plausibility, 42
policy, 17,18,21,28,102,116,146
privacy, 17,22

need,19
privacy systems,44
productionsystem,49,50,118,122,125,154
PROTUM, 12
pseudonym

application,147
controlled,34,78
person,39

anonymous,39
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public,39

registrar, 36,78
role,39

application,39
transaction,39

transaction,147
uncontrolled,34,78

pseudonymity, 38,77,78
types,39

pseudonymization,78,81

RBAC, 98,102,141¬®­°¯®±³²
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, 100

implementation,109
motivation,116
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recovery, 42
registrar, 78
reliability, 42
returnpathinformation,70,75,see:RPI
robustness,42
role,35,98,136

administrator, 109
hierarchy, 103,105

rolebasedaccesscontrolmodel,98
RSA,83

secrecy, 41,42,81,87,88,135,138,145
anonymization,45,81
denialof access,135
encryption,45
in usermodeling,44,45

secrecy systems,44
true,44

SecureSocketsLayer, 82,84,117,121,145
security, 41,81

database,126
introduction,25
knowledge-basedsystem,125
lattice,94
necessity, 17
need,19
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securitymodel,88,124
accesscontrol,97,135
accesscontrollists,98
accessmatrixmodel,97
applicabilityfor usermodeling,100
Bell-LaPadula,92
capabilitylists,98
ChineseWall, 90,101
DAC, 97
Denning,94
discretionary, 100
discretionaryaccesscontrolmodel,97
Goguen-Meseguer, 91
informationflow control,92,101,125
Lattice,94
MAC, 94,102
mandatory, 94,100,102
multi-level, 92
noninterference,90,101
RBAC, 98
rolebasedaccesscontrol,98,136

separationof duty, 98
dynamic,99,100,108,109
static,99,100,108,109

signature,34,64,78,121,129
RIPEMD160,66

SKAPI, 82,84,87,120,121,138,145
SKQML, 63,65,121,138
SSL,82,84,121,145
SSLeay, 84
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supervision,13,42,50,121,134,139
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Teledienstedatenschutzgesetz, 19
Teledienstegesetz,19
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TeleservicesDataProtectionAct, seeTeledien-

stedatenschutzgesetz
timeliness,49,119
trustcenter, 36,84,107,138

trustlevel, 101,103,116
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26
trustworthiness,42

um,12,120–124
UMFE, 12
UMT, 12,118,123
useradaptive

application,13
applicationsystem,13
system,13

useradaptive system,144
userawareness,27
usermodel,3, 11,13

entry, 4
aging,120

pragmatic,133
referencemonitor, seeusermodelreference

monitor
server, 13,37,124,138,144

user model referencemonitor, 138, 139, 144,
152,153

usermodeling
agent,13
analogical,134
definitions,11
long-term,35
server, 13,124
shellsystem,13
short-term,35
system,13

verification,89

X.509,34,138
certificate,83,88,140,141


