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Zusammenfassung:

Benutzeradapte Software-SystemerleichterndemBenutzerdie Interaktion,z.B. durchHervorhelung
wichtiger Funktionalitit, Auslassungnicht notwendigerinformation oder automatischeAusfihrung
wiederlehrenderTatigkeiten. Als Grundlagehierfir sammeltein Benutzermodellnformationeniber
den jeweiligen Benutzey verarbeitetund erweitert diese und stellt sie benutzeradapten Software-
Systemerals Basisfir Adaptionerbereit.

Die in einemBenutzermodellverarbeitetdnformationist oft eindeutigeinemBenutzerzugeordnet-

somitpersonenbezogeRersonenbezogeha&ormationunterliegt besondereBestimmungemndderen
VerarbeitungnuR Bedingungerwie Kontrollierbarleit, Vertraulichleit und Integritat erfullen. Die aus
SichtdesDatenschutzegeforderteDatensparsangkt ist gegenhufig zu der Tendenzadaptver Systeme,
ausmaglichstvielen verfigbarenAnnahmeniiber den Benutzeroptimale Adaptionenabzuleiten.Der

notwendigeKompromif3ist im allgemeinenmnur durch die Einbeziehungdes jeweiligen Benutzerszu

finden,derdie Schutzviirdigkeit und denUmfangderin einemBenutzermodelVerarbeitetennforma-

tion zumNutzendesadaptven Systemsn Relationsetzerkann.Deshalbwird derBenutzelim Rahmen
dieserArbeit in die Definition der Sicherheitsanfordengen miteinbezogen.

Der Komplex Sicherheitin Benutzermodellierungvird dabeiin die drei Komponenten/ertraulichkeit,
Integritat und Verfugbarleit der verarbeiteterinformation zerlegt, wovon Verfigbarleit ausSicht der
Benutzermodellierungeinespezifischemnforderungerstellt und deshalbausggrenztwird.

Die Integritat der Benutzermodellierungdiormation wird sovohl alsinternelntegritat der Dateninner
halbdesBenutzermodellierunggdemsundder spezifischeiRepiasentationstecliken diskutiertsowie
auchals externelntegritat ausSicht desBenutzersund desadaptven Systemsauf dasBenutzermodel-
lierungssystem.

Die Vertraulichkeit derverarbeitetednformationwird in mehrfacherHinsichtgewahrleistet.Durchein

rollenbasierteZugriffskontrollmodell hat der Benutzerdie Moglichkeit, durch Filterung desinforma-
tionsflussedlie gemeinschaftlichd*flege einesBenutzermodellslurch verschiedenadaptve Anwen-
dungenzu steuern. Die Beschreibing der Zugriffsrechtedurch Rollen erlaubtdem Benutzer adap-
tiven Anwendungennformation gemald der ihnen zugedachterRolle (z.B. Informationsfilterung)ur
Verfugungzu stellen. Ebenélls erlaubtesdieseMethodedemBenutzey sich gegerilberadaptven An-

wendungerin verschiedeneRollenzu prasentieren.

Die Vertraulichleit derBenutzermodellinformatiowird definiertdurchdengemeinschaftlichedugang
verschiedeneadaptver Anwendungereu Teilen desBenutzermodells.Dariiberhinauskann auchdie
Geheimhaltunglerverarbeiteteinformationgefordertwerden.Diesewird erreicht,indemdie Benutzer
modellinformatioranorym oderpseudogm verarbeitetird. Dadurchverliertdie Benutzermodellinfor
mationdenPersonenbezud)eibt abertrotzdemfiir adaptve Anwendungemutzbar NebenderDiskus-
sionverschiedenefrten von Anonymitat und Pseudoymitat wird einelmplementationvorgestellt,die
esdemBenutzererlaubt,die Zuverlassigleit desAnonymisierungsprozessgunter Randbedingungen)
zugewahrleisten.

Zur Wahrungder Geheimhaltungind der Authentizitit derausgetauschteBenutzermodellinhaltbeim
Transporturcheinelektronischesdletzwerkist derdaflir verwendetd ransportmechanismusn Metho-
denzurVerschiisselungundzurUberpiifungderAuthentizitit derausgetauschtévachrichtererweitert
worden.



Die vorgestelltenMethodenzur Erhdhungder Sicherheitin benutzermodelliereten Systemerdienen
als Basiszur Formulierungund DurchsetzundgonkreterPraktiken zur Verwendungvon Informationen
UberdenBenutzerdurchadaptve Anwendungen.Sie sollendem Benutzererlaubenjndividuelle An-

passungeian vorgegebenerPraktiken durchzufihrenoder selbstPraktiken zu definieren wodurchder
Benutzerdie Moglicheleit erhalt, seineindividuellen Privatheitsanforderurem gegerilber dem Mehr-

wertdesadaptven Systemsabzuvagen.



Abstract:

Useradaptve softwaresystemdacilitateinteractionfor the user for instancepy highlightingimportant
functionality omittingunnecessarynformationor executingfrequentactionsautomatically They dothis

onthebasisof informationabouttheuserwhichis collected processedandextendedhroughinferences
by theusermodelandwhich is suppliedto useradaptve softwaresystemsasa basisfor adaptation.

The information processedn a usermodelis often assignedunequvocally to a specificuserandis
thereforepersonaldata. Personaldatais subjectto specialregulationsandits processingnust fulfill
requirementsuchas controllability, confidentiality andintegrity. The restrictionof datacollectionto
the minimum requiredfrom the perspectie of dataprotectionis in contrastio thetendenyg of adaptve
systemdo derive optimumadaptiorfrom amaximumof availableassumptionabouttheuser In general,
the necessargompromisecanonly be reachedy involving the userwho is ableto weighthe extentto
which the information processedn a usermodelis worth being protectedagainstthe benefitof this
informationto the adaptve system.For this reasonthe useris includedin the definition of the security
requirementsn thisthesis.

The complex problemsecurityin usermodelingcanbe broken down into the threecomponentsicon-
fidentiality, integrity, andavailability of processednformation. As availability involvesno specificre-
guirementswith regardto usermodelingit is notdiscussedn depthin thisthesis.

Theintegrity of usermodelinginformationis discussedvith regardto internalintegrity of datawithin
the usermodelingsystemandthe specificrepresentatiotechniquesas well aswith regardto external
integrity of theusermodelingsystemfrom the perspectie of the userandthe adaptve system.

Confidentialityof processednformationis guaranteedn severalrespectsA role-basedaccessontrol
model enableshe userto control the sharedmaintenanceof a usermodelthroughdifferentadaptve
applicationsystemsby filtering the permittedinformationflow. The descriptionof accesgights based
on rolesmakesit possiblefor the userto provide adaptve applicationsystemswith informationin ac-
cordancewith its intendedrole (e.g. informationfiltering). This methodalsoenablesusersto assume
differentroleswhenpresentinghemselesto applicationsystems.

Confidentialityof usermodelinformationis a requirementhat comesinto play whendifferentadap-

tive applicationsystemgointly accesgartsof the usermodel. Furthermorethe secreg of processed
informationcanalsoberequired. This is achiezed by processingisermodelinformationanorymously

or pseudoymously User modelinformationis thus no longer personaldata, thoughit remainsus-

ablefor adaptve applicationsystems.In additionto a discussiorof differenttypesof anorymity and

pseudogmity, this thesispresentsanimplementatiorwhich enableghe userto determinehow reliable

thedisclosureavoidanceprocessnustbe.

For maintainingsecreg andauthenticityof the usermodelcontentsexchangedduringtheir transporta-
tion throughanelectronicnetwork, thetransportatioomechanisnhasbeenextendedto includemethods
for encryptionandfor the verificationof the authenticityof the messagesxchanged.

The methodspresentedherefor increasingsecurityin usermodelingsystemsare usedas a basisfor
the formulationandautomaticenforcemenbf concretepolicieson the useof userinformationthrough
adaptve applicationsystems.They areintendedto enableuserso make individual adaptations$o given
policiesor to definetheir own policies. This alsoenablesiserso weightheirindividual privacy require-
mentsagainsthe addedvalueof the adaptve system.
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Intr oduction and Summary






Human-computeinteractionis characterizedy a vastnumberof frequentlyoccurringactions. This is

partly dueto anincreasen theamountof informationbeingpresentedA certainsegmentof information
beingpresenteds usuallyneededy only asmallnumberof users A smallsegmentis usuallyneededy

almostall usersandpartsof theremainingsegmentareof useto someusersbut notto all*. Theaverage
usermight facethe following problemsin usinggeneral-purpossoftware (i.e., software producedfor

mary users):

¢ unneedednformationis presentedinformationoverload)
e desirednformationis missing(subjectve informationneed)

¢ needednformationis missing(objective informationneed).

Usermodelingmight solve someof theseproblemsby adaptingthe software systemto the currentuser
basedon thefollowing typesof data:[KKP2000, Chap.3]:

e userdata:demographidata,userknowledge skills, capabilitiesjnterestspreferencegjoals,and
plans

e uUsageadata:obserableusagge.g.,selectve actionsandratings)andusageegularities(e.g.,usage
frequeng andactionsequences)

e ervironmentdata(e.g.,softwareandhardwareervironmentor the users currentlocation).

Thesefactorsestablisithefoundationfor theadaptationo a specificuserandmustthereforebeacquired
for eachspecificuserindividually. Theresultingsetof factors the so-calledusermode] consistof user
relateddatawhich can,in mostcasesbelinkedto anidentifiableperson.

Thefactthatuserrelateddata(i.e., personaldata) whichis processeih ausermodelshouldbetreated
in amorerestrictedmannerthangeneraldatahassofar only rarely beendiscussedn the usermodeling
literature(seglK ob9q and[Pohl98 p. 234]) andfrom the perspectie of dataprotection(see[Her9q and
[Pet99). A focuseddiscussiorof securityandprivacgy issuesn usermodelingwasinitiated by [Schr91
attheDoctoral Consortiumof the 1997InternationalConferenceon UserModeling.

This thesisfocuseson the security of usermodelingsystemsand of the dataprocessedvithin such
systemsaswell ason the privagy of the userbeingmodeled.The securityof the usermodelingsystem
is a prerequisitefor the definition and enforcemenbf policiesregulating the usageof the usermodel
datain orderto protectthe users privagy. The scopeof this thesiscoverssecurityissuesnvolved when
acquiring,processingandusingpersonabatafor the purposeof usermodeling.

To date,issuesrelatingto the users privagy in useradaptve systemshave not beentreatedin depth.
Discussion®f suchsystemsandtheirapplicationsmentionprivacy concern®nly onaverygeneralevel,
if atall. Thesensitvity of theprocessedatais widely recognizedut therisksinvolvedin collectingand
processinguchdataareeithernotdiscussear arejustifiedin agenerawayin comparisorio theadded
value of the useradaptve system. The conflict betweenthe amountof userrelateddatanecessaryor

!Besidethe adaptatiorof theamountandstructureof informationwhichiis to be presentedsee[Bru98]) alsothe function-
ality of thesoftwaresystemusedcanbeadaptedSee[LIS99]for discussiorof theusageandadaptation®f agenerakext
processingoftware.



reasonablendwell foundedadaptationsndthe users privagy hasnot beendiscussedo a satishctory
extent in the literatureso far. The currenttrend towards user modelswith standardizedisermodel
entriesaccessibléhroughan electronicnetwork (see[FK200Q) is increasingherisk for the processed
data. A focuseddiscussiorof securityandprivagy issuesof useradaptve systemsandin particularof
usermodelingsystemss thereforeindispensable.

Anotheraspectvhich hassofar beenngglectedin discussion®f privagy in usermodelingis thefactthat

privagy is contingenbon certainfundamentatonditionswhich mustbe presentin usermodeling.For the

purposeof this thesis,the fundamentatonditionssupportingprivacy areconsideredo be a policy and

securitymeasues guaranteeinghat this policy will be followed. A policy specifiesthe procedureor

processingisermodelinformation, for instancewho (i.e., which useradaptve applicationsystem)is

allowedto accessvhich usermodelentryfor whatpurpose Thesecuritymeasurefor theusermodeling
systemassurehe userthatthe establishegbolicy will be compliedwith by all clientsof theusermodel.

In generainformationsystemswhich dealwith personablata(e.g.,in clinical informationsystems)the

kind and the amountof datawhich is to be processeds known in adwvance(for instance,determined
by the areaof expertiseof the clinic). Usually securitymeasuresor thesesystemsareadjusted to the

maximumsensitvity of the processedlata(without regardto a particularuser)andcannotbe changed
accordingto a particularusers estimationaboutthe sensitvity of his® data. Thus,the processingf the

datais limited by predefinedusagepoliciesandcannotbe extendedin orderto enrichthe functionality
of theinformationsystem.

For useradaptve systemgqandthereforefor usermodeling),the securitymeasureshouldbetailorable
by the user (to cater e.g., to different privagy policiesof a web site). The users confidencein the
systems security(andthereforeits privacy) canpromotethe acceptancef useradaptve systems.The
users increasedconfidencen the securityof the systemmay alsoleadto anincreasdn the quality of
thedataprocessedin the caseof anorymoususeof a useradaptve systemijt is likely thatuserswill be
morefrankin revealingpersonainformation,therebyfacilitatingbetteradaptationsf the system.In this
way, the sensitvity of the processedlataincreasesvith the users confidencen the systems security
(for instanceanorymity).

Therefore jt seemdo be moreadvantageouso put securityfeaturedirst andlet the userdeterminghe
sensitvity andthe amountof dataprocessedratherthanproviding securityfeaturesn dependencen
alreadyavailable data. For this reason,we include the userin the definition of securityfeaturesand
their performancen orderto encouragsuficient confidencen thesecurityfeatureof the useradaptve
system.The necessargecurityfeaturesmight be differentin gradeandnumberfor eachuserdependent
ontheusers privacy demands.

This thesisis divided into five parts. Part |, User Modeling Security and Privacy, givesa brief intro-
ductionto the field of usermodelingandits utility for useradaptve systems.It describeghe general
principlesof usermodelingand highlightsselectedusermodelingmechanism&ndthe usermodeling
agentgor usermodelingshell systemshpplyingthesemechanismsAn examplesystemillustratesthe
benefitof adaptationsn information provision that are basedon information aboutthe usergathered
throughhis previousinteractionwith the system.Therelationbetweersecurityandprivacy in usermod-

2For instance the useof several pseudoyms per patientwhich cannotbe interlinked can be appliedfor differentareas
of treatmenfBor97]. Furtherlimitations for the processingf the datacanbe achiezed throughapplicationof the least
privilege andsepaation of dutiesprinciples(seep. 98).

3To avoid the constructiorhe/she(his/he) whenconcerninghe user the masculineor plural pronounswill beused.



elingis alsodescribedandthe necessityfor privagy is justifiedtheoreticallyandpragmatically This part
concludeswith a substantiatiorior securityin usermodelingbasedn laws, guidelines gthics,anduser
demands.

In Part Il, Requiementdor Securityin UserModeling we provide ananalysisof the securityrequire-
mentsin usermodeling. Thefirst chapterof this section,Chapter4, Requiementgor Anonymityand
Pseudonymitydealswith the sensitvity of usermodelinformationwhich is personatataof a uniquely
identifiableperson.Basedon the definition of informationasdatain context, the contet is definedhere
astherelationshipbetweernthe dataandthe userbeingmodeled By removing this context (i.e., through
anorymization),the informationaboutthe useris reducedo person-independeatawhich is subject
to fewer privacy constraints.Severalkindsof anorymity arediscussedwith anemphasion the special
caseof pseudogmity which maskgherelationshipbetweerusersandtheir data thusallowing for adap-
tationswith reducedprivacgy risks. We proposealsoseveral typesof pseudoyims andtheir applicability
in useradaptve systems.

Chapter5, Requiementdor Security,concentratesn the securityof a usermodel,the usermodeling
agent,andthe dataprocessedherein. Adheringto its mostprevalentdefinition, securityis divided into
the componentsececy, integrity, andavailability.

We assumethat the amountof usermodelingwhich takes placein a useradaptve systemshouldbe
flexible in orderto adaptto a particularusers privagy requirements. For this reason,useradaptve
systemscannotrely that usermodelingfunctionality is always presentand mustbe ableto copewith
reducedor even missingusermodelingfunctionality An assessmeruf availability is thereforeonly
carriedout regardingthe systemintegrity of theusermodelingsystem.

In contrastto this, we discussthe requirementsegardingsecrey in usermodelingextensiely. It is

ohviousthatthe sensitvity of the dataprocessedn a usermodelis basedon the relationshipbetween
the dataandthe user Therefore,two requirementsare definedwherethe first focuseson the secreg

of therelationshipbetweernthe dataandthe user(i.e. anorymization)andthe secondon the secreg of

the dataitself (i.e., encryption). Furthermoregonfidentiality asa lessstringentform of secrey, is also
discussedConfidentialityis describedasaccesgpermissiorfor particularusermodelclients(e.g.,user
adaptve applicationsystems}o usermodelinformationwhichis keptsecrefrom theremainingclients.
Throughconfidentiality responsibilityfor the maintenancef specifiedpartsof the usermodelcanbe
transferredo particularusermodelclientswhich shareheinformationwithin theseparts.As thesecond
constituentof security the integrity of a usermodelis discussedrom the perspectie of usermodel
clientsasexternalintegrity andfrom the perspectie of developersof usermodelingagentsasinternal

integrity.

Part Ill, Solutionsand their Applicability for User Modeling Purposes parallelsPart Il and, where
possible pointsout solutionsfor the requirementgivenin the correspondinghaptersof thatpart. Re-
guirementsvhich cannotbe satisfiedby usermodelingalone(e.g.,the completenesesf the usermodel
information)arediscusse@ndmutually exclusive requirementge.g.,therequirementsor confidential-
ity andintegrity in accessontrolmodels)arecontrasted.

Chapter6, Solutionsfor Anonymityand Pseudonymitygoverssolutionsfor the requirementsegarding
the differenttypesof anorymity, namelyervironmental content-basedand procedual anonymity It

is shavn that procedual anonymitycanbe provided for a wide rangeof useradaptve systemsby the
mix techniqueintroducedby Chaum. Therefore we have implementeda mix mechanisnwhich allows



for proceduralanorymity of message the KQML languageusedfor the exchangeof information
betweencomponent®f the useradaptve system. In particular this implementatiorallows for sender
andrecever anorymity and canthusbe usedto establishan information exchangebetweenthe user
modelandits clientswith mutualanorymity (or pseudogmity). It alsoallows for the inclusionof the
component®f the useradaptve systemandthe userin the anorymizationprocessthusincreasinghe
users confidencan the systems anorymity.

In Chapter7, Solutionsfor Security,we describesolutionsfor the requirementsegardingsecurityand
integrity of usermodelingsystemsand the information processedvithin suchsystems. Solutionsfor
secreyg throughdenialof accesandsecreg throughselectve accesgi.e. confidentiality)are proposed.
Secreg throughdenialof accesdo theinformationprocessedi.e., exchangedetweencomponentsin
auseradaptve systemis achiezed by encryption.An existing softwarelibrary for informationexchange
with the KQML languagenasbeenadaptedo includethe Secue SoketsLayer makingencryptedand
authenticateccommunicationin electronicnetworks possible. This extendedsoftware library can be
usedwith minor modificationgto thecomponentsf the useradaptve systemandis thereforeapplicable
to a wide rangeof systems.Secreg throughselectve accesdo usermodelinformationis definedas
the ability to specifywhich componentshouldbe ableto operateon particularusermodelentriesby
dedicatedactions(e.g.,read deletd, thusassuringconfidentialityof the particularentriesbetweerthese
components. Somewell-knowvn modelsfrom the securityliteraturefor accessontrol andinformation
flow control are describedand supplementedvith examplesof usermodeling. For the sale of wider
applicability we have chosenan accesontrol modelwhich actsasafilter (i.e., a referencemonitor)
betweerthe usermodelandits clientsfor implementatiorbecausef thelowerdemandst imposesipon
theusermodelandtheusermodelingagent(in comparisorio informationflow controlmodels)oy which
it is hosted We proposahe usageof arole-baseaccessontrolmodelfor usermodelingpurposesOur
implementatioroffers a high degreeof flexibility andcomprehensibilityto the user It canbe usedfor
theauthorizatiorof theusermodelclientsaswell asfor therepresentationf theusersbeingmodeledn
differentrolesthey assumavhile interactingwith useradaptve systems.

Becauseof the variousrepresentatiomndinferencetechniguesand methodsappliedin usermodeling
and the generalscopeof this thesiswhich doesnot focus on a particularusermodelingagent,it is

not possibleto supplysolutionsto all requirementdistedin Part 1l, Requiementgfor Securityin User
Modeling Instead we summarizenotevorthy solutionsfor the requirementsmplementedn different
usermodelingsystemsn Chapter7.2, Solutiondor Integrity. Theinherentpartialcontradictiorbetween
confidentialityandintegrity is alsodiscussed.

The final part of this thesisPart IV, Discussion coversimplementationsn the field of usermodeling,
their securityfeatures,andthe potentialswhich canbe achiezed throughinclusion of further security
featuresin Chapter8, SelectedJserModelingComponentgescription®f the securityfeaturesof user
modelingagentsfor instance thoseof the Doppeldgngr and BGP-MSsystemswhich we discussin
severalprecedingchaptersarebeingreviewed.

A new usermodelingcomponentalledUser Model RefeenceMonitor combineshe threeimplemen-
tationsfor encryption,anorymization,andaccessontrolanddemonstratetheir integrationinto a user
adaptve system.The combinationof this threeimplementations- togetherwith auxiliary components
(e.g., certificationauthorities)- cansene asa default securityarchitecturefor useradaptve systems.
Also only partsof the UserModelRefeenceMonitor canbe provided eitherassoftwarepackagege.g.,
for encryption)or as services(e.g., authorizationof information requests). As an exampleof a user



adaptve systemwe discusgshe AVANTI systemwhich processesserinformationconsideredensitve.
The applicationof the User Model RefeenceMonitor is describedandits superiorityover previously
available securitymechanismare explored. We also sketchthe currentdevelopmentsn the Platform
for Privacy PrefeencesProject asan exampleof the usagepolicies of userinformation basedon the
securityfeaturesf theunderlyingsystem.

Thelastchapter Summaryand Conclusion providesanovervien of themainconceptof anonymityand
securityin usermodelingandtheir implementation.Findingsgainedthroughthis thesisare reviewed
andproposaldor furtherresearcton securityandprivagy in usermodelingaremade.
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Chapter 1

User Modeling

A usermodelcontainsthe previously describedsetof userdata(i.e., primary assumptions rulesto ex-

tendthe given setof data(i.e., inferencerules), andfurther assumptiongi.e., secondaryassumptions
which arederived from the previous two sets,eitherin explicit or implicit form. This definition sum-
marizesthe constructie definitionsof usermodelswhich describeusermodelsasdatasetscontaining
particularitems:

“A usermodelis that knowledge aboutthe user either explicitly or implicitly encoded,
whichis usedby the systento improve theinteractionri. [Fin89, p. 412]

“A usermodelis a knowledgesourcein a natural-languageialog systemwhich contains
explicit assumptionsn all aspect®f the userthatmayberelevantto the dialogbehaior of

thesystem.Theseassumptionsmustbe separabldythe systenfrom therestof thesystems

knowledge [WK89, p. 6]

or [Pohl98 p. 1]:

“[...] ausermodelis a sourceof information, which containsassumptionsaboutthose
aspectof auserthatmightberelevantfor behaior of informationadaptatiori.

A definition which emphasizeshe differentiationof individuals in additionto the representatiomnd
inferencemechanismss thatof Allen:

“[...] ausermodelis theknowledgeandinferencemechanisnmwhich differentiategheinter-
actionacrosdndividuals” [Allen90, p. 513]

Differentiationof usersis useful for adaptingsoftware systemswhich offer different functionality to
differentusergroups.A coarseapproacho thedifferentiationof userss achieved by the employmentof
stereotypesvhich assignusersto groupsaccordingo certaincriteria[Rich79, p. 333]:

“Stereotypesresimply collectionsof facet-aluecombinationghatdescribegroupsof sys-
temusers.

11
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A systemthatis going to usestereotypesnustalso know abouta setof triggers — those
eventswhoseoccurrencesignalsthe appropriatenessf particularstereotypes.

Stereotypesrrangeusersinto predefinedyroups. An a priori definition of usergroupsbeforeapplying
theadaptve systenis notpossibldor all domains.Thereforepthermethodshave beenconsidereavhich
groupuserswithoutexplicitly definingthegroups.ForinstancetheusermodelingsystenDoppeldnger
groupsuserswith similar characteristicthroughanalogicausermodeling by meansof clusteringalgo-
rithms[Orw95, p. 109]:

“DOPPELGANGER compensatef®or missingor inaccuraténformationabouta userby us-
ing default inferencesfrom communitieswhich resembleraditionalusermodelingstereo-
typeswith two majordifferencesmemberships not all-or-nothing,but a matterof degree;
andthe communitymodelsare computedasweightedcombinationsof their memberuser
models,andthuschangedynamicallyasthe usermodelsareaugmented.

In thelast15yearsseveralusermodeling(shell)systemdave beendevelopedeachfocusingondifferent
representatioandinferencemethods.The following tablegivesanincompleteovervien of (academic)
systemslescribedn theliteratureandlists their maincharacteristics:

Systemname | References Characteristics

GUMS [Fin89 Prolog,stereotypes

um [Kay9Q], [Kay95] frames, propositionallogic, inspectionand
modification

GUMAC [Kas9] assumptionsiules,stereotypes

UMT [BT92], [BT94] propositionalogic, stereotypegyruth mainte-
nancesystem

BGP-MS [KP9g], [Pohl9g propositional, first-order and modal logic,
stereotypespartitions,sharedusermodels

PROTUM [EVI3] Prolog,stereotypedruth maintenanceystem

Doppeldgnger | [Orw95] shared user models, propositional logic,
statistics, machinelearning, inspectionand
modification

TAGUS [PS94, [PS9] Prolog,inspection

GRUNDY [Rich79, [Rich79d, [Rich83 | stereotypegjefaultassumptions

UMFE [Sle8] propositionallogic, conceptualhierarchies,
numericalgradationof attributes

Tablel.1: Usermodelingsystems

Table1.1 hasbeenlimited to academi€ usermodelingshell systemdor severalreasonsShell systems
have beendevelopedwith anemphasisnseveralcharacteristicgfor instancegeneality, expressiveness

! Analogicalusermodelingaimsat groupingusermodelson the basisof similarities, for instance derived from analogous
reasoningaboutusercharacteristic§see[KKP2000],[CSTCSZ94, and[KMMHGR97]).
2See[K 0b200] for anoverview anddescription®f thesesystems.
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andstronginferential capabilities see[Kob20013) thatareconsideredo be importantfor geneal user
modelingfor a wide rangeof domains.The systemshave beendescribedn detailin the literature(see
thereferencesn Tablel.1), especiallywith respecto their knowledgerepresentatiomechanismand
inferenceproceduresWheresystemshave implementedsecurityfeaturesthesehave beendescribed;
wherethey lack securityfeatureghishasbeenpointedoutsometimesMost of thesesystemsoncentrate
on only onerepresentatiomechanisnandinferenceprocedurewhich simplifiesthe discussiorof their
securityfeatures.

With the recognitionof the increasedvalue of web personalizationgspeciallyin the areaof elec-
tronic commercemary commercialusermodelingtools have beendeveloped for instance GroupLens
[NetP2000Q, LikeMinds[And200d, PersonalizationServefATG200(, andLearnSesam§OpSe200]
which arediscussedn [KKP200( and[FK200Q. Thesesystemftenemplo/ a mix of severaltech-
niguesdescribedpreviously in the academicsystems.For the sale of clarity, it thereforeseemsappro-
priateto focusontheacademisystemdor thedescriptionof securityfeaturespecificto usermodeling.
Wherecurrentcommercialusermodelingtools offer comparablesolutionsfor security(e.g.,for encryp-
tion), they canreplacethe solutionsproposedn this thesis.As solutionsfor confidentialityor anorymity
areonly partially provided by currentcommerciausermodelingtoolssuchsolutionsarediscussedvith-
outrespecto thosesystems.

Usermodelingsenersform the basisfor useradaptve systems.For the scopeof this thesis,the term
useradaptivesystendenoteghe usermode] the usermodelingserver(often calledusermodelagent
or usermodeling(shell) systenp the useradaptiveapplication system(often called usermodelclient,

in the following shortenedhs applicationsystenor useradaptiveapplicatior), andthe particularuser
beingmodeledwhich usesthe applicationsystem(e.g.,throughawebbrowser):

user models

user modeling
server

user adaptive /user adaptive
application B/ \ application

user adaptive system

user adaptivg
application A

user adaptivg
application A

Figurel.1: Component®f a useradaptve system

Usually considerationsiboutusermodelingagentsdocuson representatioandinferenceissues.There
areonly a few exampleswhich includethe userin the maintenancef their modelsandthe supervision
of the useradaptve system(for instance [CK94], [Jon89, or [PS95]). For the scopeof this thesis,

3SeeChapter7.2, Solutionsfor Integrity, andChapter8, SelectedJser ModelingComponentsfior examples.
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the supervisionof the useradaptve system(i.e., defining securitymechanismsnd ensuringthey are
compliedwith) alwaystakesthe userinto account.

Basedontheinteractionof the userwith the systemuseradaptve applicationsystemgyenerateissump-
tions which are storedand processedn the usermodel. On the basisof theseassumptionsthe further
interactionis adaptedo the currentuser As an example,the adaptation®f the AdaptiveCoursevare
Environment(ACE, see[OS99) arediscussedAs in mary tutoringsystemstheseadaptationsrebased
on the learners knowledgewhich the learneroften considergo be sensitve. ACE is a WWW-based
tutoring frameavork which adaptdts lessonsaccordingto the respectie learners preferencesinterests,
andknowledge.In thefollowing figure,a presentatiomf aconcepto learn(in this casethe“Contractof
Maastricht”)is shavn:

[0 ==———— Netscape: Contract of Maastricht =i"o0—"—————[01H

&lhttp / Fzpecht.grd.de 2020/ get-concept Praastricht+guest+lintro+animation+related) | @‘What's Related

@ Easics about the changeover 10 the Euro
e Contract of Masstdcht
@ e mue achedl
@ Fungan; ancfigye machniog
@ Practical issues of the changeower

i »

| M K1

The Contract of Maastricht

1989 Jarques Delors proposed adetailed plan for cwrreney wnit, wwhich was the basis for the
Assistant contract of Maastricht. The contract of Maastricht was sizned by all twelve @partners
of the @ European [Tnion in 1992,

Contact Below wom can start a andmation about the most important topics of the contract.
Glossary

Search

“@@@ CD

Animaton Teat Simulation Recommendation

[ 3k % P ER 2] 2

Figurel.2: An exampleof auseradaptve system

Thepresentatioris supplementedvith elementf adaptivenavigationsupportwhich modify the struc-
ture of the hypermediadocumenteitherby hints throughcolorcodedelementor by the inclusionand
hiding of links. ACE annotationgo conceptgyuidethelearnerthroughlessonavherethe elementdave
the following semanticsconceptsvhich arenot recommendedb thelearner(dueto missingprerequi-
sitesat the currentstage for instancemissingknownledge)areannotatedvith aredball, recommended
conceptsareannotatedvith a greenball, andlinks for which the necessaryprerequisitearegiven, but
which are not recommendedare annotatedvith an orangeball (seethe top of Figure1.2). The most
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appropriateconceptwith whichto proceeds annotatedvith anarrow. In this way, thelearneris guided
throughthe tutoring systemon the basisof what he alreadyknows; he is neitherovertaxed by learning
materialthatis too demandingnor boredwith conceptde hasalreadymastered.

Dueto the hugenumberanddiversity of useradaptve systemsa concisedescriptionor classification
of all systemswould exceedthe scopeof this brief introduction. For a more thoroughtreatmentof
useradaptve systemsandthe underlyingusermodelingtechniquesthe readershouldreferto [Bla9g],
[Bru9g], [KKP200(d, [KW89], or [Pohl9g.
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Chapter 2

Privacy

Securityin usermodelingis not a goalin itself, but an auxiliary meansdfor realizingprivagy. Security
measuresre usually describedand designedo be appliedby experts. They have to be adaptedo a
particularusein orderto provide the protectiondemandedy users. This canbe donefor elementary
demandge.g.,confidentiality authenticity accountabilityanorymity) andprovidedto the userascom-
ponents.Furthermorethesecomponentsnight be groupedanddescribedn termsthat areintelligible
to the user for example,aspolicieswhich specifywho cando whatwith which dataitem whenfor what
purpose Userscanmodify thesepoliciesto meettheir own personabdemandgor privacy.

Personatlemanddor privagy in usermodelingcanbeinfluencedby suchfactorsas:

personabpreferencesor privagy in informationtechnology(for instance whetheranorymousor
identifiableuseof informationsystemss preferred)

personalattitudestowards monitoring and classificationthrough software systemgfor instance,
whetherthe inferenceof further assumptiondasedon the information provided by the useris
accepted)

personalexpectationdor useradaptve systemsandtheir adaptationgfor instance whetherthe
addedvalueanadaptve systemoffersis worth disclosingpersonalnformation)

personaheeddo keepdifferentsetsof characteristicef differentuseradaptve systemsapartfrom
eachother(for instancewhetherdifferentadaptve systemsnay shareonly a smallpartof the set
of personalnformationor cansharealarge partof it)

personatoleswhich a userassumesvhile usinga useradaptve system(for instancethe adaptve
systemshouldnot only adaptto the usersbut alsoto their differentrolesin their interactionwith
the system).

Traditional definitionsof privagy, which are often influencedby the “right of the individual to be let
alone”(WarrenandBrandeisl890,[WB189(), separat@apersoror theiractionsrom agroupof persons
[Egg93 p. 135]:

“Privagy in ourcommonsenses stronglyconnectedvith theideathattherearesomethings
anothemersonshouldnotbeableto seeor know.”

17
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Privagy may alsobe definedastheright to determinethe amountof personainformationwhich should
be availableto others/West7Q p. 7]:

“Privagy is the claim of individuals, groups, or institutionsto determinefor themseles
when,how, andto whatextentinformationaboutthemis communicatedo others.”

More recentdiscussion®f privagy includeeconomicaspect®n a macro-economitevel [LS94, p. 30]:

“Successfubndsustainedyeneratiorof knowledge,whichis vital to the gronth andmain-
tenanceof a modernindustrialeconomy s, amongotherfactors,contingentuponthe fol-
lowing two aspect®f privagy:

¢ Knowledgeandpoweraremutuallygeneratie entities tendingto reinforceeachother
Hencejn orderto maintainvital knowledge-generatingrocessewithin asociety pro-
tectedregionsof life mustbe available,wherehumanconsciousnesis partly shielded
from the political consequencesf knowledge...].

¢ Generatiorof knowledgepresupposemechanismgor evaluationof ideas: Unevalu-
atedknowledgeis non-knavledgel...].”

aswell ason amicro-economidevel [Pos84 p. 336]:

“The factthatdisclosureof personainformationis resistedby (is costly to) the personto
whom the information pertains,yet is valuableto others,may seemto argue for giving
peoplepropertyrights in information aboutthemseles and letting them sell thoserights
freely. Theproces®f voluntaryexchangewvould thenensurghattheinformationwasputto
its mostvaluableuse.Theattractvenesof this solutiondependshowever on (1) the nature
andsourceof theinformationand(2) transactiorcosts.

Thereforeprivacy seemgo bebothanintrinsic value(“right of theindividual to belet alone”)aswell as
aninstrumentabalueservingothergoals(e.g.,generatiorof knowledge,profit). Besideghesetheoreti-
cal considerationgprivagy alsosenespragmaticpurposesvhenit is includedin the designof software
systemsge.g.,resultingin higheracceptancdy users(seeChapter2.3, User Demandsfor a detailed
discussion).

Privacy is usually discussedas a social matter i.e., in negotiation within a communityregardingthe
informationprocessingf personalnformation. The morewidely communitiesaredistributed,themore
they needarteficts(e.g.,thelnternet)to communicatehisinformationandto negotiateits use.Thisalso
appliesto useradaptve systemssincedevelopersof suchsystemdry to anticipatespecialcharacteristics
of potentialusers(e.g., personalinformationrelatingto knowledgeor interests)in orderto adaptthe
informationthe systenmwill provide. Unfortunately developersanduserssofar usuallycannotnegotiate
how personainformationwill be processed.Therefore the systemshouldbe designedn sucha way
thatit canbeadjustedo varyingdemands.

Hencenggotiationon privagy is not only a matterbetweenpeoplebut alsobetweenusersandsystems
thathave beenenabledo performneggotiations.An initial approactto negotiationcanbeto offer several
policiesfrom whichtheusercanchoose A policyis asetof specificationsvhichregulatesheprocessing
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of the datain the useradaptve system.The acceptedolicy shouldbe modifiableby usersin orderto
satisfytheir demandsegardingthe privagy of the useradaptve systemgseeChapter8.5, ThePlatform
for PrivacyPrefeencesProject(P3P)).

A flexible definition of the policy senestwo purposesFirst, it enableaisersto adjusttheir preferences
regardingprivacy andto make aninformeddecisionaboutthe useof a useradaptve system.Second,
developersof useradaptve systemsareableto gainexperiencewith userdemandsegardingprivacy and
to develop systemghataremore useroriented. Until recently the only choiceusershadwasto accept
the systemor getalongwithoutit.

The scopeof this thesisdoesnot include proposaldor policiesin usermodeling. Securityissuesare
ratherthebasisfor the definitionandenforcemenof policieswithin useradaptve systemsandtherefore
aprerequisiteof privagy in usermodeling.

Thereareseveralfactorswhich call for privacy protectingmeasure usermodelingsystemsThemost
prominentfactoris the fact that much of the dataprocesseds relatedto an identifiable person(i.e.,

personaldatg). Thereforetheprocessindghasto be carriedout on the basisof acknavledgedrules(e.g.,
laws). Moreover, useradaptive systemsespeciallyconsiderhumanfactorsin informationsystems.To

this end,additionalfactorshave to betakeninto accountn orderto helpthe userunderstanéndcontrol

the systemandto improve their confidenceandsatishctionwhenusingthe system.Thesefactors(e.g.,
anorymity, confidentialityof information,inspectiorandmodificationof theusemrmodel,andsupervision
of the system)arecontingentuponthe securityof the underlyingsystem.In thefollowing, we will shav

the needfor privagy andsecurityin usermodelingon the basisof laws, ethics,anduserdemands.

2.1 Laws

Laws regulatingthe processingf personabtlatavary amongcountries As anexample, someof theregu-
lationsapplicablan German will bediscussedThemostprominentaw istheBundesdatenbatzgetz
[BDSG90]which hasregulatedthe processingf personabataby organizationssince1979. The corre-
spondingdataprotectionlaws of theindividual Germanstatesmplementthefederallaw for eachstate.

The 1995 EU Data ProtectionDirective[ECDIR95], which is still to be corvertedinto nationallaw,
definespersonaldataasfollows:

“For the purpose®f this Directive:

a) ‘personaldata’ shall meanary informationrelatingto anidentified or identifiablenatu-
ral person(‘data subject’); an identifiablepersonis onewho canbe identified, directly or
indirectly, in particularby referenceto an identificationnumberor to one or morefactors
specificto his physical,physiologicalmental,economicculturalor socialidentity; ”

Most applicable is the Informations- und Kommunikationsdiens@®eset (see [luKDG97] and
[luKDG974d) which wasintroducedin 1997in orderto regulateonline services(e.g.,a useradaptve
systemprovided via the Internet)andthe processingf personaldatawithin suchsystems.Article 1
(TeleservicedAct, TeledienstgesetzTDG) of this law specifiesthe scopeof the law which coversalso
useradaptve information systemsprovided over the Internet. Therefore Article 2 (TeleserviceData
ProtectionAct, Teledienstedatenbutmesez TDDSQ which specifiesthe protectionof personaldata
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usedin teleserviceslsoappliesto suchsystems. This article specifiesamongotherthingsthe circum-
stanceaunderwhich usageprofiles are permittedand guaranteeshe useraccesgo informationabout
storedpersonablata:

§4: Obligationsof the provider

“(4) User profilesare permissibleunderthe conditionthat pseudogms are used. Profiles
retrievable underpseudogms shallnot be combinedwith datarelatingto the bearerof the
pseudogm.”

§7: Usersright to information

“The usershallbe entitledat ary time to inspect free of chage, storeddataconcerninghis
personor his pseudogm at the provider’s. Theinformationshall be given electronicallyif
sorequestedby theuser [...]”

Userprofilesare permissiblevherepseudogms areapplied[BB97]. This crossbetweerpersonaldata
andanorymousdatais not clearly definedandit is concevablethatborderlinecaseswill appealtin user
modelingin whichit is not clearwhetherdatais personabr not. Typesandadwantageof pseudogms
will bediscussedn detailin alaterchapter

TheTeleservice®ata ProtectionAct TDDSGdeclareslsothegenerahpplicabilityof theBundesdaten-
schutzgesetZBDSG9(J whereno specificregulationis givenin the TDDSG (seeTDDSG Article §1(2)
and[Schw2000p. 11-2.1/18]).

Technicallyproblematidrom the perspectie of usermodelingis the obseranceof usersright to infor-

mation Usermodelingtechniqueslsofrequentlyinclude knowledgebasedsystemswhich usecertain
rulesto extendaninitial setof facts(so-calledprimary assumptionsto cover a larger setof facts(so-
calledsecondaryassumptionys Neitherthe rulesnor the assumptionslerived are self-explanatoryand
bothareunsuitablefor modificationby the userhimself. Theinformationin ausermodelhasoftenbeen
representedn a form that cannotbe easily communicatedo users(like semanticnetworks or neural
networks).

Eventhoughtheuserhasarightto his personabtlata,it is notclearwhetherthe usersright extendsalsoto
therulesandassumptionbasedntheserules,andif so,how they shouldbe explained(seefor instance,
[Kob91]], [CK94], and[PSH95]).

2.2 Ethics

Lawsaremandatoryfor everyonethey affect. GuidelinegseeChapter3.1,Guideline$ arelessrestrictve
andsummarizeprincipleswhicharegenerallyrecommendedndwhich shouldbeappliedto someextent.
Ethics offer different coherentsetsof attitudestowards actionsand values. Usually the decisionas
to which attitudeis appropriatedependson the domainin which the useradaptve systemis applied.
Hence,it would betoo restrictve to promoteoneethicaldirectionin usermodeling.But it is beneficial
to describethe basicconditionsfor arriving at a consensu®n ethicalissues. Becauseof the general
natureof ethics,thegroupof partiesconcerneds alsobroad[Sum97 p. 49]:

“Who mustapply ethicalprinciplesandethicalanalysisto computersecurityissuesFirst,
computerprofessionals.Second)eadersof businessesand otherorganizationsvho make
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decisionsandsetthe ethicaltonefor their organizationsThird, computemusers.Finally, all
of us ascitizensin decidingwhichlaws andgavernmenpoliciesareright andasconsumers,
emplo/ees,andstockholdersn “voting” for ethicalcompanies.

The processf developingethicsis independenbf the domainin which the useradaptve systemoper
ates.A shortdescriptionof the developmentcyclein ethicsis givenby Winograd[Win95, p. 35]:

“Therearethreekey componentén “doing” ethicsandsocialresponsibility:

1. Identifying social/ethicalssues.

2. Enteringinto seriousdiscourseaboutthe possibilitieswith yourselfandwith others.
3. Takingactions.

For aseriouddiscussiorandaninformeddecisionaboutoperatingauseradaptve systemijt is necessary
to specifyfactorsinfluencing‘social/ethicaissues’(e.g.,for confidentialityor anorymity). Thesdactors
are often contingenton the underlyingsecuritymechanism®f the system. This thesisfocuseson the
securitymechanismandsecurityrisksin useradaptve systemsn orderto provide areliabletechnical
basisfor the specificatiorof policieswhich canhelpto preventethicalconflicts.

Someexamplesfor ethicalguidelinesin computersciencearelistedbelow:

e ACM Codeof EthicsandProfessionaConduct(see[ACM92] and[GMR99])

Ethical Guidelinesssuedyy the Gesellschaftur Informatik (Gl) [GI95]

British ComputerSocietyCodeof ConductBCS]

AustralianComputerSocietyCodeof Ethics[ACY

IEEE Codeof Ethics(see[|lEEE] and[GMR99)).

In additionto thesegeneralguidelinestheremay alsoexist guidelinesfor the particulardomainof the
useradaptve system(e.g.,compary policies).

2.3 UserDemands

The previous sectionscoveredrequirementsvhich must, should,or canbe met. Strongand decisve

demandsagainstwhich usermodeling systemsshould be measuredare also given by the respectie

users. Becausdew empirical evaluationsof usermodels[Chin200q are available and none of them

focuson the securityand privagy aspectsusers demanddor processingpersonalinformationwill be

discussedn the basisof the 10th WWWUser Survg of the GVU Center[GVU98]. The questions,
ratings,andpercentagegelevantfor theseconsiderationaresummarizedn the following table:
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Question/Statement Ratings Percentage
if astatementvasprovidedregardingwhat 56.5%
informationwasbeingcollected.
if a statementvasprovidedregardinghow 73.1%
theinformationwasgoingto beused.

1. 1 would give demographidénformation | if thedatawould only beusedin aggreate 56.1%

to aWebsite form (i.e.,notonanindividual basis).
in exchangefor somevalue-addedervice 31.0%
(e.g.,notificationof events,etc.).
I would not give the site ary demographic 8.8%
information.
Requireameto give my name 35.8%
. Requireaneto give anemailaddress 32.3%
2. What cond|.t|ons cause you to re- Requireameto give my mailing address 51.3%
framfrom-ﬂllmg outonlineregistration Information is not provided on how the 75.2%
formsatsites? datais goingto beused
I do nottrustthe entity collectingthe data 67.3%
3.1 valuebeingableto visit siteson the | AgreeStrongly 66.3%
Internetin ananorymousmanner AgreeSomevhat 21.8%

4. In generalwhich is moreimportantto | Privagy 77.5%

you: corvenienceor privacgy?

5. There should be new laws to protect | AgreeStrongly 40.6%

privagy onthelInternet. AgreeSomavhat 30.8%

6. Oughtto be ableto AssumeDifferent | AgreeStrongly 31.9%

Aliases/Role®nthe Internet AgreeSomaevhat 26.9%
7. 1 oughtto beableto communicatever | AgreeStrongly 81.6%
the Internetwithout peoplebeingable | AgreeSomavhat 11.6%

to readthe content.

Table2.1: SelectedsVU suney results

(1.) Demographiénformationwould beprovidedby mostof theparticipantsaslongasit is clearwhich
informationis collectedand for what purpose. Of specialinterestis the desirefor anorymity
expressedn thewillingnessto provide informationif datais usedn aggrgateform. Theexchange
of personalinformation for value-addedservicesseemsto be attractve for only 31%. Only a
minority of 8.8%would refuseto shareary information.

(2.) Anotherindicationof the desirefor anorymity is the withholding of identifying informationby a
third of the participants Nearlythreequartersof therespondentsiould not registeronlineunless
they canmake aninformeddecisionaboutthe dataprocessingaindtwo thirdswould notregisterif
they dont trustthe collectionentity.

(3.) If asleddirectly, 88.1%preferto usethe Internetanorymously

(4.) Threequartersof the participantsateprivagy over corvenience.This is enoughevidenceto justify
including (sometimesncorvenient) securitymechanismsn value-addedunctionssuchasuser
modelingin orderto maintainprivacy.

(5.) 71.4%apparenththink thatcurrentlaws do not sufficiently protectprivagy.
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(6.) More than50% of the participantsvould like to actin differentroleswhenusingthe Internet. Just
asthe informationwe passon to othersin reallife is selectedbn the basisof our respectie roles,
it shouldalsobe possibleto disseminatg@ersonalnformationselectvely in virtual ervironments.

(7.) 93.2%o0f therespondentsiantsecreg whencommunicatingzia the Internet.

Similar results have been found in different studiesin the e-commercedomain (see [DeP200(,
[Fox200qQ, [GVU98], [IBM99], [PC200Q, and[SDN99]) whererespondentassertedo:

be extremely/ery concernedboutdivulging personainformationonline,

have left web sitesthatrequiredregistrationinformation,

have enteredake registrationinformation,

have refrainedfrom shoppingonlinedueto privagy concernspr boughtless,and

bewilling to give out personadatawhenthey getsomethingvaluablein return.

Theseresultsillustrate the users’privagy concernsandtheir preferencdor confidentiality anorymity,
and selectve disseminatiorof personalinformation. Currentusermodelingagentsprovide only few
possibilitiesto adaptto variousprivagy preferencesind usagepolicies of the users information. To
supportthe userwith reliableprivagy policiesusermodelingagentseedto includesecuritymeasures.
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Chapter 3

Security

Securityin informationtechnologyis a very broadterm composedf relatedtopics which have been
discussedor nearly aslong ascomputershave beenin use. The roots of the problemcan be traced
backto atleasttwo milleniato atime whenpeoplerecognizedhevalueof informationandthe value of
keepingit secrefKah67].

With the growing disseminatiorof computersn variousareasof everydaylife, the meaningof security
hasbecomeambiguousUsuallywhatis consideredo be of suficient valueto be protecteddepend®on
thedomain.Thereforeijt is not astonishinghatthereis no consensusn a singledefinition of security

In Part Il, Requiementdor Securityin User Modeling ananalysisof therelevantconceptsnvolvedin
the compl problemsecuritywill be given from the perspectie of usermodeling. The scopeof this
thesiscanneithercover all conceptsor canit elaboratehe selectecconceptdo their full extent. The
objectve is to point out which securityrisks have to be taken into accountwhen developing or using
useradaptve systems.Someof therisks canbe reducedoy employing the methodsandtechniqueswve
proposehere.

The mostapparenfeatureencounteredvhenanalyzingsecurityin usermodelingis the factthatinfor-

mation processeds mostly relatedto an often identifiable person. For this reasonit is impossibleto

assessbjectively thevalueof theinformationandthe potentialdamageéts misusemight cause Almost
asrelevant as experts’ opinionsaboutthe securityof a systemis the users confidencethat usingthe
systemwill notendangehis privagy. Therisksandrequirementsn usermodelingcanthereforenot be
estimatedvithoutregardto the persorto be modeled. Thismeanghatmeasuresakento ensuresecurity
mustbe adaptabldo the personablemand®f therespectie user

Withoutregardto personapreferencesoncerninghesecurityandprivacy of auseradaptve information
system,several guidelinesfor the securityof generalinformationsystemshave beenestablishedvhich
canlikewise sere asabasisfor considerationaboutsecurityin usermodeling.

3.1 Guidelines

A previous sectioncoveredlaws which are mandatoryfor all organizationghat procesgpersonaldata.
In additionto the mandatorylaws, guidelinesexist which summarizethe essentiakecurityfactorsof
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information systems. Theseguidelinescan be seenas recommendationgvith differentfocusesfrom
whichthedesigneinof aninformationsystemcanchooseheonethatseemsanostappropriateThey have
beenpublishedby numerousorganizations.The following criteria and guidelinesareamongthe most
importantrecommendations:

¢ TrustedComputerSystemEvaluationCriteria(TCSEC,see[TCSECS8Y),
¢ InformationTechnologySecurityEvaluationCriteria(ITSEC,see[I TSEC91),
e CommonCriteriafor InformationTechnologySecurityEvaluation(CCITSE,see[CC99),

e OECD Guidelinedfor the Securityof InformationSystemgsee[OECD93).

In thefollowing, we will focusonthe OECD Guidelinesfor the Securityof InformationSystembgecause
of theirgenerahatureandwill discusghemfrom the perspectie of usermodeling. The mostimportant
factorsof theseguidelinesarethefollowing [Sum97 p. 7]:

1. Accountability
“All partiesconcernedwvith the securityof information systems(owners, providers,
usersandothers)shouldhave explicit responsibilitiesandaccountability

2. Awareness
“All partiesshouldbe ableto readily gainknowledgeof securitymeasurespractices,
andproceduresA motivationfor this principleis to fosterconfidencdn information
systems.

3. Ethics
“Information systemsand their security shouldbe provided and usedin ways that
respectherightsandlegitimateinterestof others.

4. Multidisciplinary principle
“Security measureshouldtake into accountall relevantviewpoints,includingtechni-
cal,administratre, organizationalpperationalcommercialgducationalandlegal’

5. Proportionality
“Securitymeasureshouldbeappropriateandproportionatdo the valueof anddegree
or relianceon theinformationsystemsandto therisksof harm?

6. Integration
“Security measureshould be coordinatedand integratedwith eachother and with
othermeasuregyracticesandprocedure®sf theorganizatiorsoasto createacoherent
systemof security’

7. Timeliness
“Partiesshouldactin atimely andcoordinatedvay to preventandto respondo secu-
rity breaches.

8. Reassessment
“Security shouldbe reassessepleriodicallyasinformationsystemsandtheir security
needschangé.
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9. Democrag
“The securityof informationsystemshouldbe compatiblewith thelegitimateuseand
flow of informationin ademocraticsociety’

Despitetheir generalnature,theseguidelineshave implications for usermodeling systems,some of
whicharediscussedh this section(seeChapters, Requiementdor Security for anextensve discussion
of securityin usermodelingsystems):

Accountability(seel.) is basedon securitymechanismswithin the system. In electronicnetworks,
this includesthe proof of identity of the componentsnvolved in the systemand the authenticityof
the informationprocessedln usermodelswhich are sharedbetweernvariousapplicationsystemsit is
essentiato know whichapplicationsystenoriginateda particularusermodelentry Thisis aprerequisite
if the userwantsto assesshe quality of anindividual applicationsystem.On the otherhand,student-
adaptve systemswhich ratetheproficieny of usersonascaleof attainmenandissuetranscriptsequire
certaintyregardingtheidentity of the currentuser

The awarenesgrinciple (see2.) enablesall participantgo gainknowledgeof securitymeasuresprac-
tices, and proceduresnvolved in the information processing.Moreover, it affords insightinto the se-
curity measurespracticesandproceduresppliedin theinformationsystemto an extentwhich usually
canonly beachiezed throughsomeeffort (for instancepy readingthe documentation).

Userawarenessn usermodelingis usuallyhandledin a differentway. Usermodelingis notthe main
task of the systemused,it only supportsthe user Consequentlythe constructionand maintenancef
the usermodelshouldnot distractthe userfrom his maintasks. This is achiered whenthe usermodel
is maintainedn the backgroundwithout directinteractionwith the user asdemandedy [Rich79a p.
720]:

“The modelmustbe built dynamically asthe systemis interactingwith the userandper
forming its task. Because¢he modelis to be built implicitly andbecauseaisersdo not want
to beforcedto answeralong list of questionseforethey canbegin to usethe systemit is
necessaryhatthe systembe ableto exploit a partially constructedisermodelandthatit be
abletotell, asit is performingits majortask,whenit is appropriateo updatethe usermodel
andhow to doso”

Thisassumethatdecreasedserawarenessf themodelingprocesss advantageoufor themaintaskof

the system.In addition,the adjustmenbf the securitymechanismselatedto the usermodelshouldnot
distractthe userfrom his maintask. For thisreasonthe securitymechanismsf the usermodelmustnot
hinderuserseitherin the maintenancef their usermodelor in performingtheir maintask. Therefore,
the securitymechanism®f the usermodel shouldbe optimizedto satisfythe users needfor privacy

asfar asis necessaryvithout being overly complicated(for instance via selectionof predefinedand
adjustablecatagyories).Obviously, therewill still be adiscrepang betweerthe demandor avarenes®f

securitymeasuresndtheimplicit maintenancef theusermodel.

The multidisciplinary principle (see4.) emphasizesot only the technicalperspectie, but alsohuman
factors(e.g.,administratie, organizationaleducationalandlegal). Thesefactorsareparticularlyimpor
tantin usermodeling,wherenot only “technicians”but alsousersthemselesshouldberesponsibldor
the maintenancef the securitymechanismsor their usermodel. Technicalfactors(e.g.,encryptionof
communication)administratie factors(e.g.,allowing accesgo the usermodel),organizationafactors
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(e.g.,pseudogmoususermodels)andlegal factors(asoutlinedin aprevioussection)shouldoesummed
up andexpressedn policiesfor the utilization of a usermodel,which are intelligible andmanageable
by the user The effort involved in learningto useand modify securitymeasureshouldbe keptto a

minimumin ordernotto distractthe useror keephim from applyingthenecessargecuritymechanisms.

The proportionality (seeb.) of the securitymeasuredn regardto the useof the processednformation
(e.g.,whetherthe accesontrolmodelis commensuratith the usermodelor the type of anorymity)
canbejudgedby theuseronly to theextentthatheis ableto estimatehevalueof theprocessethforma-
tion. In contrastthe proportionalityof the strengthof the securitymeasuregfor instancethe minimum
key lengthfor a cryptographicalgorithm)canbestbe ascertainedby the developersof the (secureluser
adaptve system.Thelatter proportionalitycanbe establishedy recommendationgrovided by experts
from which the usercanchoose.As the former proportionalitywill vary for eachuserbecausef the
differentuserdemanddor privacy andtheresultingdifferentextentof securitymeasuregheusershould
beincludedwhenthis proportionalityis establishedThis canbe doneeitherby choosingoetweemrevi-
ouslyselectedcombination®f securitymeasuregfor instancerepresentedly policieg or by combining
certainsecuritymeasuresn the users behalf.

Advancingfrom theseguidelinesfor generainformationsystemsye will provide in thefollowing part
requirementgor the securityof usermodelingsystems.



Part 1l

Requirementsfor Security in User
Modeling
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In this partof my thesis requirementgor securityin usermodelingwill beanalyzed.

Thefirst chapter Requiementsor Anonymityand Pseudonymityfocuseson the relationshipbetween
theusermodeldataandthe userbeingmodeledbecausenostof the sensitvity of the usermodelinfor-
mationensuedrom this relationship.Fortunately this relationshipcanbe wealenedwithout restricting
substantiallythe performancef useradaptve systemsFor thisreasonseverallevels,compleities, and
typesof anorymity (andtherebypseudogmity) which canberequiredin usermodelingarediscussed.

ThesecondchapterRequiementdor Security concentratesn the securityof usermodels,usermodel-
ing agentsandthe datathey processParticularemphasiss placedon requirementgor the sececyand
integrity of theinformationprocessedSecreg of informationis regardedassecreg of therelationship
betweenthe usermodeldataandthe userandassecreg of the dataitself. In additionto thesekinds
of secrey, awealer form of secreg (hamelyconfidentiality is requiredasa prerequisitefor the joint

processingf confidentialdataby particularcomponent®f a useradaptve system. The integrity of a

usermodelis discussedrom the perspectie of usermodel clients as externalintegrity and from the

perspectie of developersof usermodelingagentsasinternalintegrity.
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Chapter 4

Requirementsfor Anonymity and
Pseudonymity

The sensitvity of usermodelinginformationis mainly causedby the relationshipbetweenuniquely
identifiable personsand their data. This relationshipmeansthat the dataprocessedn useradaptve
systemgand especiallyin usermodeling)is actually personaldata Whendistinguishingdatawhich
canbe assignedo a user(i.e., personabdata)from datawhich cannot,we defineinformationasdatain
contet, wherecontet refersto therelationshipbetweerthe usersandtheir data.

Theprocessingf usermodelinginformation(personallata)facesrestrictionsdueto legal regulationsas
well asto users’concerngseeChapter2, Privacy). By remaving the context (i.e. anorymizatiort), the
informationaboutthe useris reducedo meredatawhich is subjectto fewer constraints.The actionof
mostuseradaptve systemgloesnot dependon knowing theidentity of their currentuser sincethe main
taskof suchsystemds to producea sequencef adaptationgseeTable 1.2) on the basisof a sequence
of userinteractions.

Whatis neededs a meandor relatingconsecutie userinteractionswith the useradaptve system(e.g.,
interactionsn differentsessionso asequencef interactionavhich alsointerlinkssessions Theusers
identity can be usedto constructa sequenc®f userinteractionswhich belongtogether However, the
users identity is neitherthe only meandor this purposenoris it alwaysappropriate.ln the following
sections,several ways of replacingthe users identity (e.g., with pseudoyms) and of doing entirely
withouttheusersidentity (e.g.,throughanorymity) arediscussedrom the perspectie of usermodeling.
The relinquishmenbn the users identity hasthe following advantageseyond meetinguserdemands
(seeTable2.10n p. 22). The processingf personadatagivesreasondgor the applicability of someof
thelaws andguidelinesdiscussedbove. Thecrucial pointin decidingwhich laws applyis the question
whetherthe processedlatacanbe tracedto an identifiable personand how this assignmenbf datato
the useris or canbe establishedThe wealer this assignmenof datato the userbecomesthe lower the
requirementgor the processingyill be. For this purposejt is alsousefulto analyzethe varying levels
of theassignmenbf the processedlata(e.g.,throughpseudoygms).

LIf notdifferentiatedexplicitly, anonymityalsocoverspseudonymity

2Throughcurrentlyimplementedsessiorvariableswithin web seners, it is only possibleto relateuserinteractionswithin
onesessionThereforethey have ratherto be consideredistransactionpseudonymthanasapplicationpseudonymésee
Chapter4.1.3,Typesof Anonymity.
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4.1 Aspectsof Anonymity

In this section,a variety of aspectof anorymity which areimportantfor usermodelingpurposesare
introduced. First, differentlevels of anorymity rangingfrom identificationof the users(andthe user
model)by meansoutsideof the adaptve systemto anorymity of all componentaredescribed Next, a
measurdor the compleity of anorymity is discussedavhich permitstherating of useradaptve systems
with regardto the anorymity they supply Finally, threetypesof anorymity are distinguishedall of
which mustbe provided by the useradaptve systemin orderto presere the users anorymity.

4.1.1 Levelsof Anonymity

Dependingnthetype(e.g.,tutorial systemspr thedomain(e.g.,electroniccommercepf theuseradap-
tive systemdifferentlevels of the users anorymity canbe requiredwithin a useradaptve system.The
following itemizationprovidesavocahulary, descriptionsandexampledor differentlevelsof anorymity

applicableto useradaptie systems.A particularlevel of anorymity may be requirednot only for the
userbut alsofor component®f the useradaptve system(e.g.,the clientsof the usermodelor the user
modelitself). Dueto thediversity of useradaptve systemsno singlelevel is suitablefor all useradaptive

systems.

FlinnandMaurer[FM95] identify six levels,rangingfrom theunequvocalassignmenof datato aperson
to thecompletedisengagemerdf datafrom the person.The differentlevelsareasfollows:

Superidentification: With superidentification the users identity is authenticatedyy meansbasedon
theervironmentof the useradaptve system.This guaranteethatno componenbf theuseradap-
tive systemcan counterfeitthe identity of the respeciie useror the identity of componentsof
the usermodelingsystem(e.g., clients of the usermodel). The assignmenbf the dataneeded
for authenticatiorto the useror to the componentss delegatedto an administratve entity out-
side the systemarchitecture. Examplesof this kind of identificationand authenticatiorare the
X.509 standardISO95 andthe Germanlaw for digital signaturegsee[luKDG97, Artikel 3] and
[SIGVIT)).

Identification: The useridentifieshimself anddemonstrategknowledgeof a secret(e.g.,a passverd)
which is thencomparedoy the systemto a storedvalue. The systemis responsibldor the con-
firmation of the users identity. As an example,this mechanismis oftenimplementedn current
operatingsystemge.g. Unix).

Latent identification (controlled pseudonyms): The useridentifieshimselfto the systemandadopts
one of the definedpseudogms. Subsequentjyhe® is ableto act without revealing his identity
to particularcomponent®f the systemwhile actingundera pseudogm. The pseudogm canbe
revealedunderdefinedcircumstances orderto ascertairthe identity of the user For example,
this proceduréas widely usedin box numberadwertisements.

Pseudonymousddentification (uncontrolled pseudonyms): Whenusingthe systemfor the first time,
the userdecideson a uniqguepseudoym anda secret(e.g.,a passwrd) which he will alsouse

3To avoid the constructiorhe/she(his/hel) whenconcerninghe user the masculineor plural pronounswill beused.
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for following sessions. The systemis unableto ascertainthe identity of the user thereforeit
is alsounableto link the pseudoym to the users identity This methodis usedin mostWeb-
basedservices.lt is alsousedin anorymousremailerswhich allow emailexchangeby meansof
uncontrolleduniquepseudoygms.

Anonymousidentification: Theusergainsaccesso thesystenby providing asecrefe.g.,apassverd)
without disclosinghis identity. The systemis unableto distinguishbetweenuserswhich have
knowledgeaboutthe samesecret.The usersof the samesecretconstitutean anonymityset'. For
instance,a bankaccountmight be managedas a numberedaccountwhereclients only have to
provide a passwverd to getaccess.

Anonymity: Theuserneitheridentifiesnorauthenticateimselfto thesystem.The systemis unableto
distinguishamongtheusersor to differentiatebetweerusers.Anonymity is givenin mostreallife
situations(e.g.,museunvisits) but notin the World-wide Web (e.g., visits of virtual museums),
whereelectronictrails on several layersmale it possibleto link the currentuserandhis system
interactionswith additionalinformationto the point of revealinghis identity.

Severallevels of anorymity with respecto usermodelingshouldbe considered Fromthe perspectie

of usermodeling,not all levels are of equalrelevance. Anonymityandanonymousdentification for

example,are only suitableeitherfor usergroupsor for short-termmodeling. When groupsof users
mustbe modeled,the usermodelentriesrefer to the average userof the whole userpopulation. This

is particularly relevant for applicationswhich attemptto balancecharacteristicacrossall users,e.g.,
notificationserviceswvhich keepa userpopulationup to date, wherethe membersf the userpopulation
have only slightly differentfields of interest. In the caseof short-termmodeling(e.g., at information
kioskswhich canbe usedby only onepersonatatime), usermodelingcanbe appliedwithin anorymity

sets,possiblyof size 1, but only within thesamesession.

Pseudonymouglentificationis the most valuablecompromisebetweenprivacy demandsand the re-
guirementof usermodeling. Throughidentificationby a pseudoym, successie sessionganbelinked,
makinglong-termmodelingpossible. This type of identificationalsodifferentiatesusersbasedon the
differentpseudoyms which they themseleshave chosenandit authenticateshem. Usersare not re-
quiredto reveal their identity. Moreover, they may acquiremorethanone pseudoym in orderto act
in differentroles(seeChapter2.3,UserDemands Latentidentificationoffersthe samepotentialwith
the addedfeaturethat the systemcan determinethe identitiesbehindthe pseudogms. This might be
desirabldn casesf potentialmisuseor wheninteractionthatrequiresidentificationof theuser(e.g.,in
electroniccommercescenariospecomesecessaty

In the caseof identificationby the system,all componentsre aware of the identity of the respectie
user If thereis a possibilitythata users identity couldbe counterfeitedy a componenbf the (possibly
distributed and open)system superidentification shouldbe introduced. Responsibilityfor the assign-
mentof datato the useris herebydelegatedto a componenbutsidethe systemwhich all participants
considerto betrustworthy. Thisis especiallyusefulfor assessmerstystemswvhich attribute to theusera
specificquality (e.g.,successfupassingof tests)wheretheidentity of therespectie user theidentity of
theattributing componentf the system andthe authenticityof the datamustbe provableto someother
entity.

4An anonymitysetconsistof all userswhich cannotbe differentiated.
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4.1.2 Complexity of Anonymity

The establishmenof anorymity® usuallyrequiresa further componentvithin the useradaptve system
which carriesout the procedurdor anorymization. The userhasto trustthis singleentity which is able
to defeatthe users anorymity. Fromthe users perspectie, a singleentity maynot be enoughto inspire
confidencelt canthereforebe beneficialto includemorethanoneentity in the anorymizationprocess,
distributing trustin the processamongseveral entitiesin which the usertrustscollectively (e.g., trust
centersor otherusers).

To assesghe anorymization process,Garvishand Gerdes[GG98, p. 301] definethe compl«ity of
anonymityaccordingto the numberof componentsvhich mustcolludein the anorymization process
to defeatanorymity:

“Define the systems$ anonymitycompleity asthe maximumnumberof colluding entities
which cannotdefeatthe anorymity of the system. OrderN anonymity representeds
OA(N), indicatesthatN+1 entitiesmustcolludeto defeatthe anorymity.”

By meansof this measuresystemsproviding anorymity canbe assessedSomeparticularvaluesare
worthy of consideration:

OA(0): In systemswith anorymity compleity 0, a singleentity candefeatthe anorymity. Thisis the
casefor identification(seeChapter4.1.1,Levelsof Anonymity by the systemwhereeachcompo-
nentis awareof theidentity of the userandthereforea singleentity canmisusethis knowledge.

OA(1): In systemsusing pseudonymswo entitiesmustact jointly to defeatthe anorymity: a com-
ponentof the useradaptve systemandthe componenmanagingthe assignmenbf identity and
pseudoym (i.e., aregistrarfor pseudogms).

OA(N): is the casewhenN out of N+1 entitiesare unableto defeatthe anorymity of the user To
assurehis anorymity, the userhasto include onetrustworthy entity to the setof N components
which mightjointly defeathisanorymity. This procedurecanadaptto individual requirementgor
anorymity andpseudogmity by includingasmary entitiesasaredemanded.

With the compleity of anorymity, individual userrequirementsegardingthe numberof entitiesin-
volvedin theanorymizationprocessanbe expressedA useradaptve systemwhich supportcomple-
ity OA(N) is mostbeneficialfor users,becausdt canadaptto the numberof entitiesrequiredby the
particularuser therebysatisfyingdifferentuserrequirementsor trustin theanorymizationprocess.

4.1.3 Typesof Anonymity

To be effective, anorymity mustbeintroducedon differentlevels. For instance a well designedsystem
providing anorymity or pseudogmity in a secureandprovable mannemight befutile if it is usedonly
by onepersonwhoseidentity is known by meansutsidethe system(e.g.,whenall terminalsfrom which
thesystemcanbe accessedrebeingvideotaped).

GarvishandGerdedGG98,p. 306] mentionthreetypesof anorymity which mustbe considered:

°If notdifferentiatedexplicitly, anonymityalsocoverspseudonymity
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Environmental anonymity is determinedy factorsoutsidethe scopeof theuseradaptve systemused.
Thesefactorsinclude: the numberof participantstheir diversity, andprevious knowledgeabout
the participants. Thesefactorscannotbe alteredby the designof the systemandhave to be ob-
senedwhile the systemis operating.

For instance a usermodel sener which hoststhe usermodelsof several userscanbe required
to checkwhetherthe numberof usermodelsis large enoughandtheir diversity is low enough
(i.e.,themodelshave to besimilar to someextent),whichis a prerequisitdor anorymity of users
(andtheir models).In mostcasesthe usermodelsener cannotrectify situationsin which these
conditionsdo not hold but it caninform the usersthatanorymity is at stale.

Content-basedanonymity is presentwhen no identification can be establishedy meansof the ex-
changediata. The exchangeddatamight give cluesfor deanogmization,for instance githerby
content(e.g.,name addressemailaddress)structure(e.g.,representationf datatypical for par
ticular usersor softwaresystemshey use),or by sequencée.g.,repeatingpatternsvhich male it
possibleto link otherwiseunconnectedessions).

As an example, a useradaptve systemwhich senes electroniccommercepurposess usually
dependenbn theusers identity (e.g.,nameandaddress)eitherfor chaging for someservicesor
for delivering goods. Obviously; if the users identity is disclosed anorymity cannotbe present.
Othercluesto the users identity can be the languageusedfor queries,the style of writing, the
topicsinvolved, etc.

Proceduralanonymity is determinedoy the communicatiomprotocolandthe underlyingcommunica-
tion layers.This type of anorymity canbeprovidedby thesystemandshouldbe consideredn the
designphaseof thesystem.Relatedo thistypeof anorymity arethetwo independendirectionsof
anorymity: senderanonymityandreceiveranonymity Sendemnorymity is givenif the sendeof
amessageannotbeascertaineth thesetof potentialsendersRecever anorymity meanghatthe
identity of therecever is notknown to the senderof a messageThelatteris especiallyimportant
for answeringqueriesreceved undersenderanorymity. Recever anorymity is essentiafor user
modelingpurposesvhennotification§ aboutchangesn the usermodelhave to be transmittedto
theapplicationsystemwhich maynot be connectedo the usermodelat thattime.

For instancethe addres®f the network nodefrom which a useraccessea useradaptve system
canrevealthe users identity if the nodeis unambiguoushassociatedvith the user This should
be preventedby meandor ensuringprocedurabnorymity.

To protectthe users privagy throughanorymity, thesethreetypesof anorymity mustbe presensimul-
taneouslywithin the useradaptve system.

4.1.4 Risksand Potentials of Anonymity

Anonymity in humancommunicatiorharborsseveralrisks,e.g.insults,copyright infringement pretense
of falseidentities,reducedsocialfiltering, or missingcredit for contritutions (see[Anon9q, [GG98§,

p. 299]). Most of the amgumentscited againstanorymity are valid only within the context of group
communicatiorbetweerpersonsin thecaseof usermodeling,a persorinteractswith asoftwaresystem,

6SeeChapter7.2.1.4,Timeliness
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and not with other people. Therefore,mostof the agumentsagainstanorymity do not hold in user
modeling. Neverthelesssomeof the known positive effects of anorymity [GG98 p. 299] may also
applyto usermodeling:

Anonymity reducesgroup thinking: The individual who is not biasedby group pressureandwho is
actingon his own behalfmay be morestronglydifferentiatedrom others,makingthe adaptation
proces®f the useradaptve systemmorediscriminating.

Anonymity hasa deinhibiting effect. Entry barriersfor usersscepticatowardsusermodelingmaybe
lowered(seeTable2.1onp. 22).

Anonymity allows tr eatmentof sensitive issues: Theabsencef personastigmatizatiorwhentreating
sensitve issuesanorymouslywithin a useradaptve system(e.g.,retrieving informationabouta
disease)night encourageisersto make moreprofitableuseof the system.

To summarizehe above effects,if userscouldinteractanorymouslywith anadaptve systemthey may

bemorewilling to revealpersonalsensitve) information,providing a betterfoundationfor adaptations.
This canalsoleadto anincreasedensitvity of theinformationaboutthe usersprocessedh the system
which requiresstrongeror additionalsecuritymeasures.

Theextentof interactiondependsimongotherthingsontheusers beliefin the privagy (in this particular
caseanorymity) of thesystem .Remarkablythe users beliefin theanorymity is notonly determinedy
expertassessmertf the anorymization procesdut alsoby the users own perceptiorof his anorymity
[GG98,p. 314]:

“If anorymity is beingusedasa device to encouragea more openand frank exchangeof
information,a systems perceved level of anorymity maybemoreimportantthanits actual
anorymity.”

Theseconsiderationgeadto thefollowing requirementgor anorymity in useradaptve systems:

e Anonymous use of the useradaptve systemshouldbe provided to foster a franker and more
extensve interactionwith the systemwhich leadsto a strongerbasisfor adaptations.

e Toincreasdhe perceved level of a systems anorymity, it appeardo be advantageouso include
the userin theanorymizationprocesgwhich leadsto a complexity” of anorymity OA(N+1) for a
systemwhich previously shaved a compleity of OA(N)).

4.2 Pseudonymity

Chapter 4.1.1, Levels of Anonymity, covered levels of user identification ranging from super
identificationto anonymity Fromthe perspectie of usermodeling,the rangeof pseudopmity (latent
identificationand pseudonymouglentification is of specialinterest. With the use of pseudogms, it
is possibleto string sequencesf consecutie userinteractionswith the useradaptve system(e.g.,in

’SeeChapter4.1.2,Compleity of Anonymity
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differentsessions)creatinga sequencef interactionswhich alsointerlinks different sessionsithout
revealingthe identity of the particularuser Pseudoypms alsomalesit possibleto link a usermodeland
the userbeingmodeledwithout revealingthe users identity to component®f the useradaptve system
or to theusermodelingsystem.

4.2.1 Typesof Pseudonyms

Pseudopms® canbe furthersubdiided accordingto their bearersaswell asto their usePWP90]:

e personpseudoym

— public personpseudogm
— closedpersonpseudoym

— anorymouspersornpseudoym
e role pseudoym

— transactiorpseudogm

— applicationpseudoym.

Person pseudonymare associatedinequvocally with a personwherebya personcanbearmorethan
onepseudogm. In the caseof public personpseudonymdhe associatiorof pseudogpm andbeareris
publicly known (e.g.,atelephonenumber).A closedpersonpseudonynis publicly known, but theiden-
tity of thebeareiis only known to theauthorityissuingthe pseudogm (e.g.,abox number).Anonymous
personpseudonymsanbe obtainedwithout revealingthe identity of the bearerwhich will bethe only
entity which is aware of the relationshipbetweenthe identity and the pseudogm (e.g.,a self-chosen
nicknamein a chatdiscussion).

Role pseudonymare associatedvith actionspersongperformand canbe sharedamongpersonsper
forming the sameactions.A transactionpseudonynis valid only for a singletransactionA transaction
pseudogm might be generatedor a userof a kiosk information system(see[FKN98] and[FKS97])
which is valid for the transactiorof this particularuserwith the systemandwill be discardedwith the
following user In contrastapplicationpseudonyméast for several sessionsvith the sameapplication
systemandcanbedifferentfor differentapplicationsystems.

Rolepseudoymsenableuserdo actin differentroles(seeTable2.1onp. 22) or to acton behalfof others
for acertainperiodof time. Whereadransactiorpseudogmsonly lastfor ashortperiodandaretherefore
of limited benefitfor usermodeling,applicationpseudoymshave anextendedscopeandareappropriate
for long-termmodeling. Personpseudogms interlink all actionsof a personin all his sessionsvith a

useradaptve system Eventhoughpseudogyms areintendedo conceakheidentity of a user thestream
of informationcollectedaboutonepersormay provide suficient cluesfor deanogmizatior?.

8In this sectionno distinctionwill be madebetweercontrolledanduncontrolledpseudogms (seeChapter4.1.1,Levelsof
Anonymity.
°An exampleof deanogmizationis givenin Chapter7.2.2.4,Inferencelntegrity.
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4.3 Using Anonymity and Pseudonymityin User Modeling

Anonymity andpseudoymity offer considerabladwantagegor usermodeling.By limiting or disguising
therelationshipbetweerpersonsandtheir data,they reducethe demandsnadeby laws, guidelinesand
ethics. In addition, by satisfyinguserdemanddor privagy (seeChapter2.3, User Demandy they can
leadto betteracceptancef useradaptve systems.

The enforcementf anorymity and pseudogmity in useradaptve systemaneansthatthe currentar

chitectureof useradaptve systemsandusermodelingsystemsnustbe considerecandnenvy meansand
proceduredor establishinganorymity and pseudoymity mustbe developed. Proposaldor meeting
theserequirementsvill bemadein Chapter6, Solutionsfor Anonymityand Pseudonymity



Chapter 5

Requirementsfor Security

This chaptercompilesrequirementgor the securityof a usermodel,the usermodelingsystem andthe
datathatis processevithin them. Securityin generainformationsystemss a collective termfor several
relatedand sometimeoverlappingareas.In this chapter securitywill be subdvided accordingto the
prevailing definition of securityin informationsystemsnto the following threefactors(see[Sum97,p.
3], [Ber9§, p. 199], [PfI89, p. 4], and[Die90, p. 138]):

e secrey

e integrity

o availability.

Becausdhe amountof usermodelingfunctionality within useradaptve systemsshouldbe adjustable
accordingo theusers changingpreferencesjseradaptve systemsannotely onafixedamountof user
modelingfunctionalityandmustaswell copewith missingusermodelingfunctionality Theavailability
of ausermodelingsystem(i.e., the quality thatusermodelingsystemsandtheir functionalityarealways
provided to useradaptve systems)s thereforenot consideredn detailin this thesis. Risks causedby
specialusermodelingtechniquesvhich endangetheavailability of usermodelingsystemsrediscussed
with regardto the usermodelingsystems internalintegrity (seeChapter7.2.2,Internal Integrity).

The requirementgor sececyin generalinformationsystemshave been,and continueto be, discussed
extensvely in the literature. This is alsothe casefor certaininformation systems(e.g., information
systemdor statisticaldata,seeChapter7.2.2.4,Inferencelntegrity) but notfor usermodelingsystems.
It is obviousthatthesensitvity of thedataprocesseéh ausermodelis mostlybasedontherelationship
betweenthe dataandthe user Therefore two requirementsare definedwherethe first, anonymization
focuseson the secreg of the relationshipbetweenthe dataand the userand the second,encryption
is intendedto ensurethe secreg of the dataitself. Furthermore confidentiality asa wealenedform
of secrey, is alsodiscussedere. Confidentialityis describedasgrantingparticularusermodelclients
accesso usermodelinformationwhichis keptsecrefrom theremainingclients. Therebyresponsibility
for the maintenancef specifiedsegmentsof the usermodelcanbe transferredo particularusermodel
clients who sharethe information within thesesggments. As the secondconstituentof security the
integrity of ausermodel(i.e.,thequality thatall processedatais accurateandconsistentvith regardto

41
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theworld it describes)s discussedrom the perspectie of usermodelclientsasexternalintegrity and
from the perspectie of developersof usermodelingsystemsasinternalintegrity.

In additionto the“higherlevel” factorssececy, integrity, andavailability, several “lowerlevel” factors
which candeterminghe securityof aninformationsystemalsoexist. Unfortunately in mary caseso
clearcorrespondendeetweerthe“lowerlevel” factorsandthe“higherlevel” factorscanbefound. Also,
thereis somedisagreemendasto whatshouldbe includedamongtheimportant‘lower-level” factors,as
canbeseenfrom thefollowing table:

accesgontrol [LoSh87 [Die90] [Sum97 [Pfl89 [Gol99] [Lev9y [RG9]]

accountability [LoSh87 [Sum97 [Pfl89] [Gol99] [RG9]
audit [LoSh87 [Sum97 [Pfl89] [Gol99] [Lev95 [RGI9]]
authentication [LoSh87 [Die90] [Sum97 [Pfl89 [Gol99] [RG9]]
authorization  [LoSh87 [Die90] [Sum97 [Gol99]

confidentiality [LoSh87 [Die90] [Sum97 [Gol99] [RG9]
controllability  [LoSh87 [Die9(] [Levos]
correctness [LoSh87 [Die9q [PfI89

functionality [LoSh87 [Die90] [Sum97q [Pfl89

identification ~ [LoSh87 [Sum97 [Pfl89] [Gol99] [RG9]]
plausibility [Die9q]

recovery [LoSh87 [Die9(q] [Sum97 [Pfl89] [Levos]
reliability [LoSh87 [Die9q [PfIB9] [Gol99] [Lev9y [RG9]]
robustness [Die9q] [Levos]

safety [Sum97] [Gol99] [RG9]
supervision [LoSh87 [Die9q] [Gol99]

trustworthiness [LoSh87 [Sum97 [PfI89] [Gol99]

etc.

Table5.1: Furtherfactorswhich affect the securityof informationsystems

The “lowerlevel” factorsl considerespeciallyrelevantfor securityin usermodelingwill be discussed
in thefollowing sections.

5.1 Requirementsfor Secrecy

The conceptof sececy hasnot beenadequatelydefinedin the literature. It is thereforeappropriateto
offer somereflectionson the conceptsecet beforedefiningtherequirementsOneof thefew definitions
of asecetis thatof Nelson[Nel94, p. 74]:

“One ‘commonsensedefinitionof asecreis someinformationthatis purposelybeingkept
from somepersonor personslt is interestingto investigatehe behaior andcharacteristics
of secretsthis canleadto doubtsaboutsecretdeingeasilydefinedobjects.

As Nelsonalsopointsout[Nel94, p. 75], therelationshipbetweerinformationandsecrey is opaqueas
well:
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“Anotherinterestingquestionis what pieceof informationcontainsor communicates se-
cret. The relationshipbetweeninformation and secreg is complicated,as the following
examplessuggest.

1. If wecutasecretn half, is it still asecret...]
2. If we move asecrebutof context, is it still asecretq...]

3. If we collect enoughnon-secreinformation and processit correctly we may have a
secret]...]

4. Someobsenersmayalreadyknonv somethingabouta secretor have agoodguessonit;
in thatcase a large secretcanbe communicateavith very little informationflow. [...]

5. Secretsanbecommunicatedby very condensedodes]...]

6. In encryptedcommunicationsye cancommunicatdarge amountsof datawith no se-
creg/ leak,becauséhereis anothersecretprotectingthe flow. [...]

7. Sometimeghe information contentof binary datais easyto extract becausehe data
representatiors aneasilyguessedtandard]...]”

In termsof usermodeling,Nelsons concerngnay have the following implications:

cf. 1.

cf. 2.

cf. 3.

. Limited to thefield of usermodeling,the questionis whethera segmentof a usermodelis still

a secretandhow smallthe segmentsmustbe beforethey ceaseo qualify assecretyseeChapter
5.1.2,SececythroughSelectiveAccess

The removal of the informations contet (i.e. concealingthe relationshipbetweerthe userand
his datathroughanorymizationt) wasdealtwith in the previous chapter Informationprocessed
in useradaptve systemsusuallyis classifiedas beingsecretonly becauseof its relationshipto
anidentifiableperson(i.e., becausehe datais personaldata). The data(anorymized, no longer
personaldata)processedn useradaptve systemge.g.,”an arbitraryuseris interestedn advice
on diseaseX”) is usually neithersecretnor worthy of being kept secret(for instance,because
it is widely known that information centerson diseaseX exist and that usersregularly access
informationfrom thesecenters).

In thecaseof usermodelingmoving thesecrebutof its contet (i.e.,anorymizing theinformation
processedjeleaseshe systemfrom someof therequirements$or secreg.

Accumulationof unrelated(i.e. anorymous)datais problematicin usermodeling. According
to Allen (seep. 11) usermodelsoughtto differentiateinteractionacrossindividuals. Therefore,
they needto accumulateenoughinformation aboutusersthroughentriesin the respectre user
models. The numberof necessargntriesand their contentdependson the applicationsystem
and the domainof the useradaptve system. With increasingnumberand diversity of entries,
the differentiationacrossindividuals improves, but the probability that the combinationof the
entriesin ausermodelis unique(anddifferentfrom entriesin all otherusermodels)increasess
well. With a uniguecombinationof usermodelentries,deanogmization,or at leastinferenceof
furtherentriesof theusermodel,becomegpossible(seethe exampleof Chapter7.2.2.4 Inference

Integrity).

1For the scopeof this section,anonymityalsocoverspseudonymity
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cf. 4.: Relatedo theissueof accumulatiorof datais theinclusionof knowledgeaboutthe ervironment
of themodeleduserwhich canleadto deanogmizationof ausermodelwith auniqguecombination
of entries.

cf. 5.: Usermodelentriescanbe highly comple, very large, andnumerougqsee[Pohl9g). If, instead
of the usermodel entries,we considertheir relationshipto a concreteuserto be the secret,the
secretmaybeencodedn avery condensedorm. For instancetheencodingof therelationshipas
a bit sequencevill not belongerthan! = log,(n) for n anorymoususermodels.lt is therefore
possibleto hide anidentifying sequencef length! (for instancea pointerto anotherusermodel
containingidentifying information)in the datawhich, thoughtto be anorymous,would actually
make it possibleto relateanorymousdatato identifying data.

cf. 6.: Encryptionof communicatioris just asimportantin usermodelingasit is for communicatiorin
informationsystemsn general A discussiorof therequirementgor encryptionin usermodeling
is givenin Chapter5.1.1.2,SececythroughEncryption

cf. 7.: In thepast,usermodelshave commonlybeenimplementedaisadd-ongo individual useradaptve
applicationsystemsFor thatreasontheencodingof the usermodelentrieswasonly known to the
developerof thesesystemsHowever, with thetrendtowardopenusermodelswhichareapplicable
to several applicationsystemsthe usermodelentriesmustbe standardize@nddocumentedThe
encodingof the entriesthereforeno longerensuresecreg.

As the above discussiorshaws, it is not obvious what shouldbe treatedas a secet in usermodeling.
Becausef thevaguenessf thetermsecet, | offer no definitionof thetermsececyin usermodelingin
thisthesis.Instead requirementgor the differentaspect®f secreg in usermodelingwhich supportthe
securityof the useradaptve systemsarediscussedn the following sections.

ShannonSha49 p. 656] divides “secreg systems”into “concealmentsystems”(i.e. steganographic
systems3), “privacy systems‘which require“specialequipment’(e.g.,theencodingnechanisnof a par
ticularapplicationsystenfor usermodelentries)to discosertheinformation,and“true secreg systems”
(i.e. cryptagraphic systemswhereknowledgeof the informationis entirely contingenton knowing a
smallersecretfor instancea cryptographidkey. Amongthesesecrey systemsgcryptographicsystems
are mostappropriatefor useradaptve systemspecauseahe secreg of thesesecreg systemsdepends
entirely on the knowledgeof a cryptographidkey. This key caneasilybe distributed over networks (for
which, if necessaryit canalsobeencryptedandcanalsobeverifiedby cryptographicsystems.

Simmons’definition[Sim92, p. 180] of sececydoesnot mentionthe mechanismsr systemsausedfor
the establishmenof secreg:

“Secrey refersto denialof accesdo informationby unauthorizedndividuals’

Ratherit is basednthedivision of individuals(who canalsobeseerasdifferentusermodelclients)into
thegroupsof authorizedndividualsthataregrantedaccesgo information,andunauthorizedndividuals.
This definitiondoesnot mentionexplicitly whatis to be keptsecreandhow to do so,but it mentionshe
individualswho areintendedto shareandto keepa secret.Fromthe perspectie of usermodeling,this
definitionmeanst mustbepossibleto groupusermodelclientsthroughauthorizatiorinto agroupwhich

2See[MOV97, p. 46], [Sch96 p. 9], or [CDI7].
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is ableto actjointly to maintaincertainusermodelentrieswhichareunknawn to the other(unauthorized)
groupof usermodelclients. Several suchauthorizationshouldexist, sothateachusermodelclientcan
bein atleastonegroupwhich hasaccesdo a particularusermodelentry

Nelson[Nel94, p. 75] alsoavoids defininga secet andfocusednsteadon the conditionswhich protecta
secret:

“Whateverthedefinitionof asecreis, it seemglearthatif noinformationis passedrom the
holderof a secreto theobserer who desireghe secretthenno secretarepasseckither”

Preventionof aninformationflow (within theusermodel)betweertwo usermodelclientsalsoprevents
the exchangeof knowledgeaboutsecretusermodelentriesbetweenthesetwo usermodelclients. This

meanghat Simmons’demandor authorizatiormustbe extendedto includethe conditionthatno user
modelclientis allowedto bein morethanoneauthorizedyroup. Otherwise aninformationflow between
two groupscouldbe establishedhrougha usermodelclient which belongsto bothgroups.

In thefollowing sectionsfurtherrequirementdor secreg in usermodelingwill be developedfrom the
previous descriptionsof secreg in usermodelingandthe mechanismgor keepingusermodelentries
secretor confidential. For the scopeof this thesis,sececyin usermodelingis definedto be composed
of denialof accesdo information(i.e., usermodelentriesandtheir relationshipto anindividual) and of
selectiveaccesgo information(i.e., confidentialityof usermodelentrieswhich aresharedbetweeruser
modelclients).

5.1.1 Sececythrough Denial of Access

Secreg in usermodelingcanbe achiezedthroughdenialof accesgo the processedformation. Denial
of accesgo informationcaneitherbeinterpretedasdenialof accesgo therelationshipbetweertheuser
andthe processedlataor asdenialof accesdo theinformation(i.e., usermodelentries)of a particular
user Thesetwo casesaredealtwith in the following sections.

5.1.1.1 Secrecythrough Anonymization

Anornymizatior? of theinformationprocessetby ausermodelsystendissolestherelationshippetween
a particularuserandthe data(seeChapter4, Requiementsfor Anonymityand Pseudonymily The
processedisermodel entriesare no longerassignabldo a particularuser This uncertaintyaboutthe
relationshipbetweena userandthe processediataensureghat the dataof ary givenuserwill remain
secret.Therefore secreg throughanorymizationof theusermodelinginformationcanberequiredasa
basisfor the secreg of useradaptve systems.

5.1.1.2 Sectecythrough Encryption

The previous sectioncoveredsecrey of the users information(i.e., the relationshipbetweerthe users
identity andthe usermodelentries)throughanorymization. In mary casesanorymizationof the user

3For the scopeof this section,anonymityalsocoverspseudonymity



46 5.1. REQUIREMENTSFORSECRECY

modelinformation cannotbe implementeddueto the purposeof the useradaptve system(e.g.,user
adaptve systemsemployed in electroniccommercescenariosvherephysicalcontacthasto be estab-
lishedfor certaintransactions).

To protectpersonaldatafrom inspectionwhenit is exchangedetweernthe usermodelandits clients,
theinformationmustbe encrypted.Throughthe option of anappropriatecryptographicsystem(e.g.,a
symmetricor anasymmetriccryptographicsystent), theauthorizedusersof theinformationcanalsobe
determinedeforethe encryptionprocess.

5.1.2 Secrecythrough Selectve Access

In the previous two sectionsthe focuswason denial of accesswithin a useradaptve system. Denial
of accessvasdescribedasdenialof accesawith regardto unauthorizedcomponent®f a useradaptve
systemby anorymizationof users’information. Whenanorymizationof the usermodelinformationis
impossibleor would be detrimentato the user(e.g.,theinformationkeptin the usermodelof atutorial
systemmight be adwvantageoudor the userif presentedo someotherentity) the informationmustbe
keptpersonalized.

The encryptionof the usermodelinformationis mostusefulfor protectingthe exchangeof information

betweerthe usermodelandits clients.If encryptecentriesarestoredin a usermodelwhich canonly be

decryptedby particularusermodelclients,the usermodelingagentwould be inhibited in its ability to

procesghe entries. Their integrity, for example,could not be checled (seeChapter5.2, Requiements
for Integrity).

Secreyg throughanorymizationor encryptionof usermodelinformationwasintendecdto dery accesso
theinformationfor unauthorizeaomponentgseeSimmonsjuotationonp. 44) of auseradaptve system
(e.g.,usermodelclients).lt is characteristiof bothmethodghatsomecomponent®f the useradaptve
systemareexcludedfrom the processingf informationby a conditionwith a negative statement.

Anotherpossibilityis to specifyvia apositive statementvhichusemrmmodelclientsshouldbeableto jointly
maintainparticularusermodel entries. All clients not mentionedexplicitly throughthe authorization
processhouldbeexcludedimplicitly from theprocessingf theseentries.This methodmalesit possible
to specifyand enforcethe confidentialityof specificusermodelentriesbetweenparticularusermodel
clients. The joint maintenancef particularusermodel entriesbenefitsuseradaptve systemsn two
ways. Firstly, explicit personaddatamustbe provided only onceby the user andsecondly usermodel
clientscanprofit from the extensionswvhich otherusermodelclientshave addedo themodel.

Possiblemodesfor cooperationbetweentwo usermodel clients are shavn in the following diagram
(cont(A) denotesusermodelentriesmaintainedoy usermodelclient A):

4See[MOV97, 544],[Sch96 p. 4], or [DH76].
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cont(A) cont(A) cont(A) cont(A)
cont(B) cont(B) cont(B) cont(B)
CONT-DIV CONT-SEP CONT-INCL CONT-SHAR

Figure5.1: Modesof cooperatiorbetweerapplicationsystems

Thedifferentmodesare:

CONT-DIV depictsthemodewhereusermodelentriesfrom client A andclientB arecompletelyunre-
lated,e.qg.,constituentof two differentuseradaptve systems.The usermodelingagentis unable
to correctinconsistenciebetweerncont(A) andcont(B).

CONT-SEP shavstwo clientsmaintainingentriesin oneusermodelingagentwithoutinterfering. The
entriesare hostedby one user model without mutual reuseof entriesby two clients and each
usermodelclientis itself responsibldor the confidentialityof its entries. Neverthelessthe user
modelingagents ableto make modificationsn cont(A) in dependencencont(B) andviceversa
(for instanceijf cont(B) containsanentrywhichis contradictoryto anentry of cont(A)).

CONT-INCL denoteghe modewherethe usermodelentriesof client B area subseibf the entriesof
clientA. All entriesmadeby B arealsoknown by A andmustalsobekeptconfidentialby A. The
entriesof cont(A) which arenotin cont(B) arenotaccessibléo B. Therefore no requirements
for the confidentialityof theseentriesmustbe setup with respecto B.

CONT-SHAR is the modewherethe usermodelcontainsentrieswhich are sharedbetween(at least)
two clients. The entriesin theintersectiorof cont(A4) andcont(B) aremaintainedointly by the
usermodelclientsA andB andhave to be keptconfidentialbetweerthem. Throughtheseentries,
aninformationflow existsbetweerthe two usermodelclients.

Which of thesefour modesis requireddependson the particularuseradaptve system the type of co-

operatiorbetweerthe component®f this systemandthe benefitof sharingusermodelentriesbetween
usermodelclients. Measuredor supportingthe confidentiality of usermodel entriesare requiredto

supportatleastoneof thesefour modes.In additionto this basicrequiremenfor confidentialityin user
modeling,several otherrequirementswhich focuson the effectivenessof the securityfeaturesandtheir

applicability for userswhendefiningtheir individual requirementgor the confidentialityof usermodel
information,mustbe defined:

Confidentiality: The information (i.e., usermodel entries)which is provided by the userexplicitly
(e.g.,throughfilling outforms)orimplicitly (e.g.,gainedthroughtheinteractionwith anadaptve
applicationsystem)mustbe treatedaccordingto the users individual requirementgor the confi-
dentiality of theinformationsubmitted.The usermustbe ableto definewhich usermodelclients
will bepermittedto shareparticularinformationfrom his model(seethe differentmodesn Figure
5.1).
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Grade of confidentiality: Differentgradesof confidentialitymight be requiredin orderto reflectthe
differentsensitvity of the processedformationandthe amountof trustplacedin particularuser
modelingclients.

Flexibility: Theconfidentialitydemandeaf the processeihformationshouldbedefinablen aflexible
mannerto accommodaté to changingconditions(e.g.,varyingsensitvity of information,differ-
entuserdemandstemporaryneedfor cooperatiorbetweenclients,changingtrustin application
systemsetc.).

Scalability: Theconfidentialityof thesystenmshouldbeensuredn spiteof thefactthatclientsareadded
to or removedfrom the useradaptve system.The mechanismsvhich ascertairconfidentiality in
particular shouldbeindependenof the numberof clients.

Userarientation: The procesdor definingdemanddor confidentialityshouldbe intuitive andintelli-
gible to theuserwho s intendedo arrive at a definitionbasedn his personabpinions.

Delegationof administration: To supporttheuserin definingthe confidentialityhe demandsasmuch
aspossibleof theadministratie effort shouldbedelegatedto thesystem.Theusershouldbeasled
only how hewishesto combine refine,andextendexisting definitions.

In Part Ill, Solutionsandtheir Applicability for UserModelingPurposesthe compatibilityandenforce-
mentof the requirementgor secreg and confidentialitywill be discussed.Possibleways of meeting
particularrequirementsvill be proposedandtheir applicability for usermodelingwill be describedn
detail (seeChapter7.1, Solutionsfor Sececy).

5.2 Requirementsfor Integrity

Theintegrity of auseradaptve systemis contingentona multitudeof factorswhichincludetheintegrity

of theusermodel,theclientsof the usermodel,the useradaptve systemwhich emplg/s theusermodel,
thedomainof theuseradaptve systemandthe usermodelinformation. The numberof factorsinvolved

andtheir diversity indicatethatintegrity (andthereforeits requirementstannotbe definedin a concise
manner Even for more narrav fields, there are manifold definitions of integrity, asis evident from

Campbell's conclusiorregardingthefield of databasentegrity [Cam95 p. 745]:

“We've seenalist of 150definitionsof ‘integrity’.”

Insteadof addinganotherdefinition for integrity in usermodeling | will discussthe requirementgor
integrity for selectedfactors (seeTable5.1 on p. 42) which | considerespeciallyrelevant for user
modeling. Regardingthe usermodelasthe main componenbf a useradaptve system,integrity can
be divided into external integrity, which is contingenton factorsoutsidethe usermodel,andinternal
integrity, which depend®n theinternalstateandprocessesf theusermodel.

®See[Sum97, [PfI89], or [CFMS94]for a moreextensie discussiorof integrity in informationsystems.
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5.2.1 Requirementsfor External Integrity

The requirementdor externalintegrity of a usermodel canbe describedirom the perspectie of the
usermodelclients(i.e., the useradaptve applicationsystemswhich make useof the entriesin the user
model. The externalintegrity of the modelis dependenbn a comple of factors(seeTable5.1 on p.
42). Beyondthe factorsfor integrity in generalinformationsystemswhich arenot mentionedn detalil
in this section,thereare particularrequirementsvhich are of specialrelevancefor usermodeling. The
following is a compilationof theserequirementgor the externalintegrity of ausermodel:

Completeness: The entriesin the usermodelmustbe completewith respecto the applicationsystem
anddomainin orderto permitall adaptationsheapplicationsystemnis ableto perform.Obviously,
this requirements in contrastto the demandthat a usermodelshouldbe constructedmplicitly
in anincrementalvay (seeRich quotationon p. 27) to avoid distractingthe usersfrom their main
task(e.g.,informationretrieval). Becausehe ability to copewith incompleteinformationabout
theuseris contingentonthe particularadaptve applicationsystemwhich emplg/s theusermodel,
thisrequirements not consideredurthet

Consistency: Theinformationin the usermodelmustbe consistent.At ary giventime a modelmust
not containanassertioraboutthe userandits converse.

Correctness: Given a usermodelwith the ability to generatenen assertiongrom aninitial setof as-
sertionsby applying rules which representhe domain(e.g., by meansof a productionsystem,
see[GN87]), correctnessequiresthatall assertiongeneratedboutthe userarealsovalid in the
domainof theadaptve applicationsystem.

Adequacy: Ontheanalogyof acalculusin logic [GN87], adequag of theusemrmodelis definedasgiven
if completenesand correctnesare present. Assumingcompletenessvith regardto a specific
domaincan be achiered, for mostusermodelsit will be presentonly after an initial phase(of
arbitrarylength)in which the usermodelis constructedlynamically During this phaseadequag
is notgiven.

Timeliness: Extendingtherequirementgor correctnesandcompletenests thedemandor timeliness
of theusermodel(entries).Theapplicationsystemgandtheuser)mustincludeusermodelentries
which reflectthe currentcharacteristicef the user Theusermodelmustbeableto handleentries
which changdrequentlyandwhich canacceptcontradictoryaluesin differentstateswith respect
totime.

Authorization: A useradaptve systemin which several usermodelclientsjointly maintainthe user
modelshouldbeableto conferdifferentareaof responsibilitywithin theusemrmodelontodifferent
clients,possiblywith someareaf responsibilitysharedetweerparticularclients(seeFigure5.1
on p. 47). By authorizationthe allocationof permissiondo clients concerningdifferentsetsof
usermodelentriescanbe formalizedand enforced.In Chapter5.1.2, Sececythrough Selective
Access authorizationwas introducedas a meansfor ensuringthe confidentiality of usermodel
entries.Authorizationcanbe usedequallywell for the maintenancef theintegrity of usermodel
entries.For example the permissiorto modify particularusermodelentriesmightonly begranted
to selectectlientswhich areknown to respectheintegrity (or validity) of the entries.
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Identification: Authorizationmalkesit necessaryo distinguishthe differentusermodelclients main-
taininga sharedpartof ausermodelfrom eachother Theidentificationof clientscanberequired
ondifferentlevels (seeChapter4.1.1,L evelsof Anonymity.

Authentication: Authenticationof the clientsenableghe usermodelto verify their identity. Further
more, usermodelentriescanalsobe authenticatedtherebyenablinga retrieving client to verify
the authenticityof anentryand/orthe identity of theinsertingclient. This meanghata clientcan
verify thatan entrywasmadeby a particularclient. For instancean adaptve applicationsystem
could verify that an entry which certifiesa certainlevel of expertisewas madeby a competent
entityandhadnotbeenchangede.g.,by theuser).

Accountability: With differentclientsmaintaininga sharedusermodel, the accountabilityfor modifi-
cationsof a particularusermodelentry is essentiafor the accurag of the usermodel. It must
be possibleto tracea specificusermodel entry to the client which is accountabldor it or its
modifications.

Supewision: The usershouldbe ableto control and supervisethe usermodel andthe useradaptve
systemin orderto obsere its functioningandevaluateits usefulnesscheckandcorrectthe data
processedvithin the usermodel,monitor the informationflow, andinterferewith the processing
if necessarySupervisiorthereforerequiresmeasure$or inspectingandcorrectingtheusermodel
andits entries.

Whenthesdactorsaretakeninto considerationtheexternalintegrity of ausermodelcanbesubstantially
improved. Sincea concisedefinition of integrity in user modelingcould not be found, further factors
shouldbe addedwith respecto a givenuseradaptve systemandits domain.

5.2.2 Requirementsfor Inter nal Integrity

The internalintegrity of a usermodeldependsnainly on the methodsand mechanism&mployed for
the representatiorand processingof the datawithin the usermodeling systemwhich hoststhe user
model. Internalintegrity is alsoinfluencedby constrainton the usermodeldatacausedy the adaptve
applicationsystemsandthe domainsin which they operate.

Therequirementgor internalintegrity of usermodels,andof theusermodelingsystemghathostthem,
extendcommonintegrity requirementto includethe following factors(see[Kay95] and[Jon8{ for a
discussiorof seseralfactors):

Data integrity: Theintegrity of the datamustbe consideredvhile inserting,storing,modifying, delet-
ing, processingandretrieving datawithin ausermodel. A basicintegrity conditionis thatall data
insertechasto beretrievable (with unchangedalue). As afurthercondition,theprocessingf the
datais only allowedto producenew dataconsistentvith the inserteddata(e.g.,in particular the
converseof aninserteddataitem mustnotbe generatedby a productionsystem) After deletionor
modificationof the entriesunderlyinga derivation, it mustbe possibleto re-infer datawhich was
derived onthe basisof a particularmodelentry.

®For example,integrity requirementsor databasesee[UII88], [Mai83], [PL92], or [CK94].
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Systemintegrity: The systemimplementingthe usermodel (i.e., the usermodeling system)hasto
ensuresystemintegrity asa basisfor the correctoperationof the procedurest is executing(e.g.,
concurreng control).

Transition integrity: Statetransitionsof theusermodelmusteitherensurentegrity with respecto the
completeexecutionof theintendedstatetransition(e.g.,preventionof deadlockscompliancewith
informationflow restrictions)or provide meango enablethe usermodelto recover from imperfect
statetransitions(e.g.,rollbackmechanismsyackupandrecovery procedures).

Infer enceintegrity: Usermodelclientswhich areauthorizedwith well-definedaccespermissiongor
particularusermodelentriesmustnot be ableto obtainmoreinformationthanintendede.g.,by
meanf inferenceor combinationof accessnodes.

Constraint integrity: Constraintson the usermodel and its data (e.g., providing anorymous data)
shouldbe supportedasfar aspossible(e.g.,throughpreventionof deanogmization).

Semanticintegrity: Restrictionson valuesof usermodelentries(e.g.,asetof integervaluesfor theage
of theuser)aswell asrestrictionson combinationf valuesof particularusermodelentries(e.g.,
ageand permissionspr evolution of entries(e.g., strictly monotonicallygrowing valuesfor the
users age)shouldberespected.

Alteration integrity: Certainusermodelentriesshouldbe protectedfrom alterationregardlessof the
authorizatiorof theclient (e.g.,anidentifierfor the userbeingmodeledor particularentriesmade
by otherclients). If protectionfrom alterationis not feasible alterationshouldat leastbe observ-
able.

In Chapter7.2, Solutionsfor Integrity, theserequirementswill be discussedn detail. Solutionsfor
requirementsvhich have beenimplementedn differentusermodelingsystemswill be discussednd
examplesgiven. Possiblesolutionsfor requirementsvhich have not beenmet sofar are proposedand
their applicability for usermodelingis discussed. Requirementsvhich are incompatiblewith other
requirementgor integrity orincompatiblewith requirementsor secreg will be examinedandtheir pros
andconsweighedagainsteachother

5.3 Requirementsfor Availability

Useradaptve systemgoseno additionalrequirementdgor availability in comparisorto generalinfor-
mation systems.Factorsensuringavailability for generalinformation systemshave beendescribedn
theliterature(see[BDD92], [Lev95], [Pfl89], [Gol99], and[Sum97) andarenot further consideredn
this thesis. Becauseauseradaptve systemsannotrely thatusermodelingfunctionsare alwayspresent
— dependingon the users currentpreferences- the availability of userselectedusermodelingagents
andthefunctionsthey provide cannotbe guaranteediueto the user We discusgactorswhich peril the
availability throughcertainusermodelingtechniquesvith regardto the usermodelingsystems internal
integrity in Chapter7.2.2,Internal Integrity.
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The structureof this partof my thesiscorrespondso thatof Part 1l, Requiementdor Securityin User
Modeling Wherever possible,solutionsfor meetingthe requirementsutlinedin the corresponding
chapterf the previous partare proposechere. Requirementsvhich cannotbe satisfiedby usermod-
eling alonearepointedout (e.g.,the requiremenfor completenessf the usermodelinformation),and
mutually exclusive requirementssuchasthosefor confidentialityandintegrity, arecontrasted.

In Chapter6, Solutionsfor Anonymityand Pseudonymitysolutionsfor the requirementsegardingthe
differenttypesof anorymity (i.e.,environmental content-basedndprocedurabnorymity), compleity
of anorymity, andlevels of anorymity are discussed.The value of the mix techniqueintroducedby
Chaumin providing procedual anonymityfor a wide rangeof useradaptve systemss demonstrated.
To malke this mix techniqueavailablefor usermodeling,l implementedhe mix techniquenvhichensures
theprocedurahnorymity of messages the KQML languageisedfor exchangingnformationbetween
componentf the useradaptve system. To accomplishthis, the KQML languagewas extendedto
the SKQMLIanguagewhich malkesit possibleto exchangeencrypted andauthenticateanessages a
prerequisitefor the KQMLmix implementation carriedout. The propertiesof senderanorymity and
recever anorymity provided by the implementatiorare discussedvith respecto their importancefor
usermodelingpurposes.The implementatiormalkesit possibleto includethe component®f the user
adaptve systemandtheuserin theanorymizationprocessNot only doesthis enabletheuserto commit
theuseradaptve systemto a particularcompleity of anorymity, but it alsopermitstheinclusionof the
userin theanorymization,giving the usergreaterconfidencen his anorymity.

Chapter7, Solutionsfor Security,describesolutionsfor the requirementgor securityandintegrity of
usermodelingsystemsandof the informationthesesystemgrocess.Methodsfor maintainingsecreyg
throughdenialof accessandthroughselectve accesgi.e. confidentiality)areproposedandtheir appli-
cability for usermodelingis discussedn detail.

Secreyg throughdenialof accesgo theinformationprocessed.e., exchangedetweercomponentsin a
useradaptve systemis achiezed by encryption.An existing softwarelibrary for exchangingnformation
via the KQML languagewas extendedby meansof the Secue Sodkets Layer making encryptedand
authenticatedommunicationin electronicnetworks possible. Sincethe useof this extendedSKAPI
software library requiresonly minor modificationsof the component®f the useradaptve system,it
canbe appliedto a wide rangeof systems.It enablesa flexible useof encryptionand authentication
algorithmswhich canbe determinedy the applicationsystemandthe usermodelwithout beinglimited
to thefixedinfrastructureprovided on the network layerfor suchpurposes.

Secrey throughselectiveaccessto usermodelinformationmeansthat the componentsvhich should
be ableto operateon particularusermodelentriesby dedicatedactions(e.g.,read deletg arespecified,
therebyensuringconfidentialityof the particularentriesbetweernthesecomponents Somewell-knowvn

modelsfrom the securityliteraturefor noninterferenceaccessontrol,andinformationflow controlare
describedand supplementedvith examplesof usermodeling. For the sale of wider applicability an
accesgontrolmodelwhich actsasafilter betweerthe usermodelandits clientswaschoserfor imple-

mentation becausehis reduceshe demands on the usermodelandthe usermodelingsystemwhich

hostsit. Therole-basedaccessontrol modeloffers a high degreeof flexibility andcomprehensibility
It canbeusedfor authorizingthe usermodelclientsandfor representinghe usersheingmodeledn the
differentrolesthey assumavhile interactingwith useradaptve systems.

’In comparisorto informationflow controlmodels.
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Consideringhewide variety of representatioandinferencetechniquesiswell asusermodelingmeth-
ods,the generalscopeof this thesis(which doesnot focuson a particularusermodelingsystem);t has
not beenpossibleto meetall the requirementsutlinedin Part Il. Instead notevorthy solutionsfor the
requirementémplementedn differentusermodelingsystemsaresummarizedn Chapter7.2, Solutions
for Integrity. Also, theinherentpartial contradictionbetweerconfidentialityandintegrity is outlined.



Chapter 6

Solutionsfor Anonymity and
Pseudonymity

In this chapter solutionsfor the requirement®f anorymity andpseudogmity givenin Chapter4, Re-
guirementgor Anonymityand Pseudonymityare presented.The solutionsproposechereareindepen-
dentof particularusermodelingsystemsanduseradaptve systemsHence requirementsvhich depend
on the type of adaptve system,its domain,or the usermodelingsystememplo/ed are discussednly

in termsof featurescommonto mary suchsystems.Ways of usingmy implementationin providing

ervironmentalnonymityfor awide rangeof useradaptve systemsaredescribed The KQMLmiximple-

mentationalsomalesit possibleto includecomponent®f the useradaptve systemandthe userin the

anorymizationprocessgiving theusergreaterconfidencen theanorymizationprocess.

6.1 Anonymity

In thefollowing sectionswaysof achiezing the differenttypesof anorymity requiredin Chapter4.1.3,
Typesof Anonymity arediscussedSolutionswhich applyto the majority of useradaptive systemsand
the usermodelsemployed by themarediscussedn detail, whereassolutionsthat dependon particular
systemsareonly touchedon briefly.

6.1.1 Environmental Anonymity

The technicalmeansof useradaptve systemsare inadequatdo ensureervironmentalanorymity (see
Chapter4.1.3, Typesof Anonymity sincethis type of anorymity is contingenton suchadministratie

factorsin the ervironmentof useradaptve systemsas: the numberof users the diversity of the users,
thetemporalsequencef interactionsthetypesof applicationsystemsnvolved, andthe dataprocessed.

In somecasespuseradaptve systemsanbe enabledo detectconditionscritical to anorymity (for in-
stancedetectpotentialdeanogmizationandpreventit, seeChapter7.2.2.4,Inferencelntegrity). How-
ever, mitigating suchconditionsusuallylies beyondthe meansof the systemandmustbe handledn the
environmentin which the useradaptve systemoperates.
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6.1.2 Content-basedAnonymity

Content-basednorymity canbe further subdvided into formal anonymityand contectual anonymity
Formalanorymity involvesremaoving all uniqueidentifiersandidentifierswhich areuniquein combina-
tion from the exchangednformation. For instancethe nameof a usermight sene, perhapsn combina-
tion with theaddressasauniqueidentifierfor thatuser All informationexchangedetweertheapplica-
tion systemandthe usermodelmustbe purgedof suchidentifiersin orderto protectthe userfrom being
singledout within an anorymity set(seeChapter4.1.1, Levelsof Anonymity. Whentrustworthy ap-
plication systemssubmitinformationwithout scrambling, this might be achiezed throughfilters which
sortout suchinformation. For usermodelsservingapplicationsystemsvhich operateanorymouslyand
applicationsystemswhich dependon identifying information,a compartmentalizedsermodel,where
anorymousandidentifying informationis keptseparateis appropriate This approactwill bediscussed
in Chapter7.1.2,SececythroughSelectiveAccess

Contetual anorymity is presentvhenno deanogmizationby meansof the exchangednessageontent
is feasible.Deanomizationoftenfollows the patternof selecting(combinationsof) attributesof single
occurrencendassigningheseattributes(e.g.,usermodelentries)to entities(e.g.,users)y integrating
knowledgeaboutthe ervironment. An exampleof deanogmization which usesthe content(i.e., user
model entries)is given in Chapter7.2.2.4,Inferencelntegrity. Becauseproceduredor this type of

anorymity mustbe developedin dependencef therespectie useradaptve systemandusermodel,no

solutionscommonto all scenariosanbe proposed.

6.1.3 Procedural Anonymity

To provide proceduralanorymity, ary information on the communicationayer which might provide
cluesto the senders or recever’s identity mustbe concealed.The necessityfor this type of anorymity
becomegvidentwhenwe considertheamountof researcton procedurabnorymity for the specialcase
of InternetusageIn thefollowing pagesseveralimplementationgndtheir mostimportantmechanisms
for providing procedurabinorymity for differentapplicationsaredescribed:

Anonymizers for web accessncreasethe complity of anorymity OA(N) (seeChapter4.1.2,Com-
plexity of Anonymity by (only) 1 while servingasanintermediarybetweerthe webbrowvserand
thewebsener. Currentsystems routerequestshroughoneproxywhichintermitstherelationship
betweerclientandsener andestablisha compleity of anorymity of OA(0) wheretherehadpre-
viously beenno anorymity whatever. All informationexchangedetweenoneclient andseveral
senersis routedthroughonenode(i.e., the Anonymizer) which mustbe trustedto not revealthe
identity of theclient.

LPWA: The LucentPersonalized\eb Assistantactsasanintermediarybetweernthe web browvserand
personalizedVeb servicegsee[GGMM97] and[GGKMM99]). It extendsthe mechanisnof an
AnonymizeKseeabore) by generatinga differentpseudoym, a passwerd, andalsoan email ad-
dresdor eachpersonalizedvebservicetheuseraccessethroughthe LPWA andtherebyconceals
the identity of the user Unfortunately all personalizednformationis alsoroutedthroughonly

1Scramblingmight be performede.g,throughencodingn anapplicationdependentormat.
2Seeht t p: / / ww. anonymi zer. com, ht t p: / / ww. r enebber . de .
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onenode(i.e.,the LPWA sener) which hasto betrusted. The compleity of anorymity with this
approachs alsoOA(0).

AnonymousRemailers allow usersto sendemailmessagewithout revealingtheir identity (i.e., email
address)o the recever (see[Cha8], [GT96], and [MK98]). In additionto the two solutions
describedabore, ananorymousremailercando morethanactasanintermediarybetweersender
andrecever. Severalanorymousremailersmaybe combinedto a sequencéof lengthn) through
whichmessagearerouted thusestablishingacompleity of anorymity OA(n — 1). Themessages
areencryptedn awaythatconcealgherelationshipbetweersendemandrecever of amessagéut
allows eachremailerin the sequenceo decryptthe informationneededor routing the message.
This meanghat remailerswithin the sequencareableto determingtheir directneighborsn the
sequencdi.e.,their predecessandtheir successorhut notall constituent®f the sequenceThe
mechanisnusedwith anorymousremailerswill becoveredin thefollowing sections.

Onion Routing provides anorymity and secreg on the network layer (see[GRS99]and [SGR97]).
It is basedon a mechanisnsimilar to that emplo/ed with anorymous remailers,with several
restrictions.Betweernthenumerousntermediariesvhich intermittherelationshipbetweersender
andrecever, symmetricalencryptionis employed, becausehis reducegprocessingime, to keep
theexchangednformationsecrefrom anetwork obsererandtheintermediariesFor this purpose,
after aninitial phase the sequencef intermediariess kept stableand provides compleity of
anorymity OA(n — 1) for a previously determinechumbern, of intermediariesWith the number
andthe sequencef intermediariesa proxy which canprovide ananonymougonnectiorbetween
the senderandthe recevver mustbe configuredprior to its use. Using a pre-configurecproxy is
convenientfor applicationsystemsecaus®f its transparenc However, if the parametersf this
connection(e.g.,the compleity of anorymity or therecever) arechangeda new proxy mustbe
establishedvith the new parametersk-or a usermodelsener which hostsz usermodelsof which
eachwishesto communicateanorymouslywith y applicationsystemsthe numberof necessary
proxiesis z - y. Theseproxiesoperateon the network layer (seeFigure6.6 on p. 77) andmustbe
establishedby meansvhich areexternalto the applicationsystem.

Crowds allows a groupof userdso brovsethewebin ananorymousmanner(see[Reit98 and[RR99])
within an anorymity set. The browser requestsare routedthrougha network which hidesthe
link betweenbrowser and web sener by a mechanisnsimilar to thosedescribedabove. The
numberof intermediariesaswell asthe setof intermediariesused,is determinedandomlyand
changeswith every connectionmadefrom the senderto the recever. The applicationsystem
(and consequenththe userof the useradaptve system)is not ableto determinethe parameters
of the anorymization process. Anotherdravback s the encryptionmethodusedwith Crowds
which allows eachintermediaryto gain knowledgeof the informationexchangedand keepsthis
informationsecretonly while in transitbetweertheintermediaries.

This listing givesan overvien of the stateof the art for anorymization on the Internetandits differ-
entapplicationsystems Eachof the previously describednechanism$ocuseson differentaspectgsee
[BFK200Q for an analysisof the different protectiongoals). Anonymizes and the LPWA allow for
anorymity while browsing the Weh They offer corvenience(for instance by generatingpseudogms
automatically)within the limited applicationof web browsing. They offer anorymity only to a very
limited degree(i.e., compleity of anorymity (OA(0)) anddo not keeptheinformationsecretwhile in
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transit. Anonymou®femailes introduceencryptionmechanismso protectthe secreg of the exchanged
information. Informationis not only keptsecretwhile in transit,but is alsokeptsecrefrom theinterme-
diariesinvolved. In addition,the useris ableto definethe numberandsequencef theintermediarieso
beusedfor anorymizationof emailtraffic. OnionRoutinggeneralizeshesemechanisms awaythatal-
lows variousapplicationsystemdo usethe Internetanorymously(throughTCR seeFigure6.6onp. 77),
regardlessf the specificprotocoltheapplicationsystenuses.This versatility hastwo dravbacks:First,
it offers no meansfor configuringthe anorymization processprovided to the applicationsystem,and
seconda proxyis dedicatedo a connectiorbetweeronesendeandonerecever. Crowdsimplementsa
mechanisnsimilar to thatintroducedwith Anonymoufemailes for the specificcaseof web browsing
via a proxy which routesthe browsers requestghrougha network of other Crowdsparticipants.The
generatiorof anintermediarysequenceannotbe influencedby the userandthe informationprocessed
is notkeptsecreffrom theintermediaries.

This comparisorshavsthattheimplementationshathave beendiscussedofar (in thisthesis)areeither
designedor specificapplicationsystemge.g.,webbrowsingthroughLPWA) or for anorymousaccess
to the Internetin general(e.g.,throughOnion Routing). All implementationsnclude elementswvhich
are appropriatefor usermodeling(e.g.,the automaticgeneratiorof pseudogms or the independence
of the proxy from the applicationsystem)but no implementatioroffers all aspectsimultaneously In
the following sections,we describethe KQMLmix implementation. This implementationcombines
factorsof theimplementationslescribedabove which areconsideredo beimportantfor usermodeling
purposessendemnorymity, recever anorymity, secreg, authenticity andthedynamicconfigurationof
thesefactors.

6.2 Procedural Anonymity through Mixes

Anonymity is contingenton the ability to remainincognitowithin ananorymity set(seeChapter4.1.1,
Levelsof Anonymity. This requiresuniformity of the information exchangedetweenthe communi-
cationpartners.However, uniformity of the exchangednessagess not compatiblewith the generally
different contentswhich shouldbe exchangedbetweenthe communicationpartners. For this reason,
a nenv componentis includedin the useradaptve systemwhich makesit possibleto handlemessages
uniformly andwhich concealgherelationshipbetweersendeandrecever.

Several techniqueshave beenproposedwith differentfocusesregardingsenderanorymity or recever
anorymity in communicatiometworks.

With Implicit Addressesand Broadcasting(see[FL75] and[PW87]) all potentialrecipientsreceve the
messagesmittedby asenderSincethemessagdasbeenpreparectryptographicallyonly theintended
recipientis ableto perceve thatit is the addresseandis ableto decryptthe message.In this way,
recever anorymity is ensuredvith respecto anobserer capableof inspectingall messageaexchanged.
The numberof messagew betransportedvithin the communicatiometwork with thistechniquds the
productof potentialrecipientstimesthe numberof messagedestinedor ary recipient. Therefore this
is feasibleonly in networks with eitherfew communicatiorpartnersor little traffic. Anotherdravback
is thelack of sendernorymity (therecipientis ableto determinghe sendef amessage).

DC-Networks (see[Cha8g and[PW87]) superpose messagavith previously exchangedsecretkeys
from eachparticipantof thenetwork. This providesinformation-theogtic sendemanorymity in exchange
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for amassie amountof key administratiorfor a previously definedanorymity set.

The previously describedechniquesare appropriatefor usermodelingto a limited extentonly. They

provide sendetranorymity or recever anorymity, but not both simultaneously Furthermoresincethey

apply to fixed setsof participantsonly, they are not suitedfor an opennetwork where useradaptve

applicationsystemscan be remaoved from or addedto the useradaptve system. The mix technique,
whichis describedn thefollowing sectionsjs moreapplicable.

6.2.1 The Mix Technique

Themix techniguewasintroducedoy ChaumasatechniqugCha81 p. 84]:

“[...] thatallows anelectronicmail systemto hidewho a participantcommunicatesvith as
well asthe contentof theinformation—in spiteof anunsecuredinderlyingtelecommunica-
tion system|]...] Onecorrespondentanremainanorymousto a secondwhile allowing the
secondo respondvia anuntraceabl@eturnaddress.

This techniqueprovidessendeanorymity aswell asrecever anorymity by meansof asymmetriccryp-
tography(i.e., public key cryptography[MOV97, p. 544], [Sch9§ p. 4], [DH76]). The main task of
a so-calledmix is to sene communicatiorpartnerswith anintermediarywhich collectsmessagefrom
differentsendersandforwardsthosemessageto therespecire receversafterre-shufling the sequence
of themessagesThemainactionsof a mix include[Cha81:

1. receiptof n messagefom differentsenders
2. decryptionof themessages
3. changeof thesequencef themessages

4. dispatchof the messageto therespeciie recevers.
In thefollowing, the mainactionsaredescribedn moredetail:

Receiptof n messages:The mix waits for n messagefrom m differentsenderswheren > m. The
numbern of buffered messageandthe numberm of differentsenderglependon the numberof
participants the traffic, the lateng, andthe probability of anorymity which shouldbe achiered
(seg[Kesd200] [GT9I6], [KEB98], [Abe9§ for calculations).

Decryption of messages:.The useof anintermediarycanconcealhe sendeiidentity from therecever
andvice versa. For an obserer capableof inspectingthe messagesoutedthroughthe network
(e.g.,the messagewhich are handledby the mix), the relationshipbetweensenderandrecever
is obvious. To prevent this linking of senderand recever by meansof the message’ content,
encryptionis usedto forestallinspectionwhile the messagés in transitthroughthe network. The
algorithmfor encryptionanddecryptionis describedn Chapter6.2.3,KQMLmix Whenlayered
public key encryptionis usedthe mix gainsno knowledgeof the processednessags’'content.
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Changeof sequence:Despiteencryption,anobserer of the mix components ableto relateincoming
andoutgoingmessagegandthereforesenderandrecever) by their sequenceThe changeof the
messageequencé arandommanneimpedeghisrelation. Sincesimilarcluesmightbeacquired
onthebasisof the messagéength,messageshouldbe paddedo uniformlength(seebelow).

Messagedispatch: Thedecryptednessageareforwardedto therespectie recever. To preventundue
lateng while waiting for n message¢seel.) dummymessagemight be generatecind sentto
arbitraryreceverswhich mustignoresuchmessagef-GJP98].Evenwith n-1 dummymessages,
recever anorymity (concerninganobserer of the network) is given.

Thefollowing figure shavs the processchemenf themix componentMessage$rom differentsenders
arereceved, decryptedillustratedby remaoving the box framein Figure6.1), mixed, anddispatchedo
therecevers:

senderl receiverl
A O
T~ mix —
sender2____ Q — | compo- ., receiver2
- nent —
sender3_— A T receiver3

Figure6.1: Mix scheme

Theprocesshavnin Figure6.1containsonemix andprovidesacompleity of anorymity of OA(0) (see
Chapter4.1.2, Compleity of Anonymity, becaus®nemix candefeatanorymity sincetherelationship
betweensenderandrecever canbe establishedy meansof the messageoutedthroughthis mix. To

increasehe compleity of anorymity, severalmixescanbeusedin a sequenceThis enableghe userto

adjustthe systemnto his expectationgegardingcompl«ity of anorymity. Thefollowing figure shavs an

exampleof OA(3) with four mixes:

mix mix mix mix ©) receiverl

compo- compo- compo- compo-
nent 7**4’ nent 7**4’ nent 7@*@*@4’ nent —— [] — receiver2
1 2 3 4
—— /\ — receiver3

Figure6.2: Mix sequence

Threeout of thesefour mixesare unableto defeatanorymity. Eachmix only hasknowledgeaboutits
directneighborsj.e., its predecessofwhich canbe the senderjandits successofwhich canbethere-
ceiver). To relatethe sendetto therecever of a messageknowledgeof all four mixesis required.With
that knowledge, the partial sequencesf predecesspmix, and successocanbe joined to a sequence
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which relatesthe sendetto therecever. It is thereforepossibleto defeatanorymity undercertaincon-
ditions (for instancewhenall mixesagreeto dissole theanorymity of therelationshipbetweersender
andrecever for a particularmessage)For anobserer which canonly inspectthe messagesxchanged
betweemixes(i.e., while beingtransportedria the network), deanogmizationis not possible.In the
following sectionsthemix componentve developedespeciallyfor usermodelingpurposess described.

6.2.2 The Secure KnowledgeQuery and Manipulation Language(SKQML)
6.2.2.1 The KnowledgeQuery and Manipulation Language(KQML)

TheKnowledg QueryandManipulationLanguage (KQML) (seelKQML93], [KQML97], and[Cov98])
was proposedasan interfacelanguagefor usermodelingagentsat the User Modeling Standadization
Workshop at the Fifth InternationalConferenceon UserModeling [UM96]. KQML hasfound appli-
cation as an interface languagebetweenapplicationsystemsand usermodelingagents(e.g., [PS99,
[PohlI98 p. 206]). An exampleof a KQML messageisedin the BGP-MSusermodelingshell systemis
givenin [Pohl98 p. 207]:

(ask-if :sender tcp://diva: 8094
. receiver tcp://asterix: 8091
:language VI
: cont ent (SBUB "danger ous(shark56)")
:reply-with query23)

A KQML messagés a LISP-like [Ste9( structurewhich startswith a so-calledperformative(e.g. ask-
if) andis followed by an arbitrary numberof keyword valuepairs (e.g.,:reply-withandquery23. The
performatve defineshow the value of the :contentvalue hasto be processedwhereashe :language
value definesthe languagein which the :contentvalueis expressed.With the :reply-with value, the
recever of the messagés asked to include an equal:reply-tovaluein the reply in orderto allow the
original senderto synchronizerelatedmessagesFrom the exampleit is obvious that the sender(e.qg.,
tcp: //di va: 8094) aswell astherecever (e.g.,t cp: // ast eri x: 8091) of the KQML message
arespecifiedby their network nodes(di va andast er i x) andtheir port numberq8094 and8091).
Thesevaluescangive cluesto the identity of the userof the adaptve system. The following sections
cover measuresvhich supportprocedurabnorymity throughhiding thesevaluesthoughmessagesan
still beexchangedetweerusermodelingcomponents.

BecauseKQML is deemedo be a standarfl for usermodelingagentsand becauseof its flexibility it
waschosenasa languageor communicatingvith the mix componert. This enablessomponentsf a
useradaptve system(e.g.,applicationsystemsusermodelingagents}o usethe mix without modifying
thewaysin which communicatiortakesplace.The extensiongmadeto KQML to specifythe parameters
requiredby themix aredescribedn thefollowing section.

35See the Results of the Workshop “Standadization of User Modeling Shell Systems”
(http://zeus. gnd. de/ “"kobsa/rfc. ps)onhttp://ww. um org/ conferences. htm .

*KQML is currentlyusedin the usermodelingshell system$BGP-MS (seeChapter8.2, BGP-M3 and TAGUS (seeTable
1.10onp.12).

®Despitethelimitation of the mix componento KQML, it is denotedmix for short.
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6.2.2.2 Extensionsto KQML

The KQML specificatiorallows for extensionof the setof performatvesaswell asthe setof keywords.

The mix makesuseof the following additionalperformatve andkeywordswhich this thesisintroduces
(with the exceptionof the:contentand:language keywords). The performatve andkeywordsarebriefly

describedn thefollowing tableandarecoveredin detailin the following sectionsof thischapter:

mix-it The performatve mix-it instructsthe mix to procesgshe messageither
in the way describedin Chapter6.2.1, The Mix Tedhnique,or if the
keywords:mix-list or :rpi-list arepresentto preparethe messageent
asthe:contentvaluefor routingthroughothermixes.

slanguageMIX  Firstthe valueMIX adviseghe mix to decodethe valueof the :content
keyword with Base64decodingand thento decryptit with its secret
key. Base64encodingis appliedto keepthe messaggarsabledespite
theencryption.

:content Thevalueof the :contentkeyword containseithera messagéeo be pre-
paredfor routingthroughfurthermixesor anencryptednessagéor the
currentmix whichis intendedo be decryptedanddispatched.

:mix-list An applicationthat is not aware of cryptographicfunctionsis ableto
sendamessag¢o a mix, assigningt to prepareghe messagéor routing
throughseveralmixes. The valueof the :mix-list keyword consistof a
sequencef mixeswhich oughtto beused.

:rpi-list With asequencef mixesasthevalueof the:rpi-list keyword, theappli-
cationcanspecifythe mixesthroughwhichtheresponséo thismessage
oughtto berouted.

:signature The value of the :signhatue keyword is a Base64encodedsignatureof
the:contentvaluewhich enableghereceving mix to prove theauthen-
ticity of themessage.

:RPI Thevalueof the:RPI keyword containgheBase64encodedeturnpath
informationnecessaryor recever anorymity.

Table6.1: SKQML, extensionamadeto KQML

Detailson thesekeyword valuepairswill be givenin thefollowing section. Two examplesof messages
for a mix aregiven belov. Thefirst is a requestirom an applicationsystemwhich is unavare of the
cryptographidunctionality requiredfor preparinga messagéo beroutedthrougha sequencef mixes.
Theseconds anexampleof amessagevhich hasalreadybeenpreparedor routingthroughmixes:

(mx-it :sender application34
:receiver mxl
:language M X
.content RTE1IMzdO. .. G ZQ==
cmx-list (mx1 mx34 mx2)
crpi-list (mx34 nmix3 mx5))
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(mx-it :sender m x5
:receiver mx3
:language M X
. cont ent QWNQeHAOD. . . oA 4=
:signature BBl CDHt8. .. 4D+Yw=
. RPI | S8nd5l1 0. .. LUITw=)

Similar extensionsof KQML which focuson the authenticityof messageandaspect®f key exchange
but not on encryptionhave beenproposedn [FMT95]. In the following, the acrorym SKQML (secue
KQML) subsumeshe extensionsto KQML throughthe abore-mentionedkeywordsandthe algorithms
describeelow.

6.2.3 KQMLmMix

KQMLmix® is a software packagewhich implementsthe mix functionality describedabove. It is de-
signedto supportstandalone&eomponent®f a useradaptve system(e.g.,mixesandintermediariede-
tweenmixesandapplicationsystemshndto beincludedin existing applicationsystemsilt is writtenin
Java’ in orderto beusablewith mary operatingsystems KQMLmix takesadwantageof the JavaAgent
Templatelite (JatLite)® which wasdevelopedat StanfordUniversity’s Centerfor DesignResearclfsee
[Petr9gq and[JPC200(). JatlLite enableslasa programsto exchangeKQML messagesnd provides
several featuresthat are particularly corvenientfor useradaptve systemge.g., messageouter name
sener, asynchronousommunication) As a provider for cryptographythe Cryptix® packagefor Javais
applied.Both JatLiteandCryptix areavailablein sourcecodewhichis necessarywhenimplementations
critical to securityareto beinspectedIn contrasto the systemglescribedn Chapter6.1.3,Procedual
Anonymity KQMLmix usesonly software packagesvhich areavailableinternationallywithout license
restrictions.

In the following sectionsthe structureandthe valuesof the keyword value pairs of SKQML messages
which areprocessedby a mix will bedescribed.

6.2.3.1 Messagd-orwarding

Oneof the mainfunctionsof a mix is the forwarding (dispatch)of receved messagewhich have been
encryptedn orderto protectthemfrom inspectionwhile beingtransportedseep. 61). Eachmix in a
sequenceemovesoneof thelayersof encryptionin which the messagevaswrapped(seeFigure6.2on
p. 62). By decryptingthe processeanessagethe mix learnswhat mix precedest in the sequencand
which follows it, but knows neitherthe contentof the messageor the originatingsender(e.g.,senderl)
or the ultimaterecever (e.g.,recever2) — aslong asthe currentmix is not mamginal in the sequence.
Neithercanit determineits orderin the sequencédespitethe first andthe lastmix in the sequencedr
thesequence'length.

Seeht t p: / / www. KQVLM x. net .
'Seehtt p: //j ava. sun. com.
8Seehttp://java. stanford. edu.
°Seeht t p: // wwv. crypti x. org-.
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The procesof wrappinga messagén encryptionlayerssothatit canbe routedthrougha sequencef
mixesandthe successie decryptionby the mixesaredescribedn the following paragraphs.

MessageEncryption
Theencryptionof amessagéor a singlemix involvesa singlestep(seeFigure6.1onp. 62).

A messagen is encryptedin a hybrid cryptographicsystem® which encryptsthe messagen with

the (symmetrical)Blowfish'! algorithm and a key kpr, denotedby: me,. = epp(m,kpr) with

epr asthe Blowfish encryptionfunction. The key kg usedfor the Blowfish algorithmis encrypted
with the (asymmetricalElGamal? algorithmandthe public key keap,a for anagentA, denotedby:

kpra(ksr) = erc(ksr,krcp.a) With epe asthe EIGamalencryptionfunction. The key lengths
arevariableandare currentlysetto 128 bits for the Blowfish algorithmand 1024 bits for the EIGamal
algorithm.

The ciphertet ct(m, kpr, krgp,a) Of the messagen, the symmetricalkey kgpr, andthe public key
krap,a is calculateddy ct(m, A) = exq(kBr, kEgp,a) © esr(m, kpr) for arandomlychoserkz .

KQML messagesn particularthe :contentvalueof a KQML messagemustbe constructedvith char
actersof a definedalphabet(see[KQML93] and[KQML97]) and mustnot containspecialcharacters.
Therefore the encryptedcontentof a KQML messagés transformedwhile beingtransported.For the
transformationthe Base642 algorithmis applied(b64.,. (b) denotegshe Base64encodingof abinaryar
ray b andb64,..(s) thedecodingof astrings). A :contentvaluec readyfor sendingto anagentA within
aKQML messagés computeddy b64.,.(ct(c, A)). Thedecryptionof thevalueis achieved throughthe
functionpt: ¢ = pt(b64gec(b64enc(ct(c, A))), A).

MessageSignature

To guarantedghe authenticity(seeChapter5.2.1,Requiementgor Externallntegrity) of the messages
exchangeavith mixes,thekeyword :signatue is introducedseeTable6.1on p. 64). Thevalueconsists
of a hashvalueof the contentvaluewhich s calculatedby the RIPE-MD** algorithm.

The signaturevalue s of a messagen (i.e., the :contentvalue) andan agentA is calculatedby s =
sign(m, A) (which canonly be accomplishedy agentA) andis verified by verify(s, m, A) (which
canbe accomplishedy eachagent)by integration of the hashfunction and asymmetricakencryption
(i.e., RIPEMD160andElGamal). The signaturevalueis alsotransformedvith the Base64algorithmto
meettherequirement®f the KQML syntax.

After Base64encodingthe signaturevalue s which containsthe signaturefor the :contentvaluem can
be addedtogethemwith the keyword :signatue, to the KQML messageThis valueenablegherecever

1%see[Schog p. 32].

115ee[Sch9§ p. 336] or [MOVI7, p. 281].

125ee[Sch96 p. 532] or [MOV97, p. 294]. Both algorithmswerechoserbecausehey areavailablewithout licenserestric-
tions.

13seeRequesfor CommentgRFC) 2045: MultipurposelnternetMail ExtensiongMIME) Part One: Formatof Internet
MessageBodies.

MRACE (Researctand Developmentin AdvancedCommunicationTechnologiesn Europe)integrity primitivesevaluation
messageligest,see[Sch9§ p. 445],[MOV97, p. 350], andthe Cryptix object
Signature.getinstance(“RIPEMD160/ElGamal/PKCS#1")
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to checktheauthenticityof the message’contentandalsothesenders identity (seesuperidentification
Chapter4.1.1,Levelsof Anonymity.

MessagePadding

The messagsequencef receved anddispatchednessages changedn arandommannerin orderto
malke it impossibleto link incomingandoutgoingmessagegandtherebysenderandrecever) of a mix
on the basisof their sequencesHowever, althoughthe sequencesf incomingandoutgoingmessages
arechangedithesemessagesanbecorrelatechasednthelengthsof themessagesTherefore putgoing
messagearepaddedn orderto make themsimilar. After padding the:contentvaluesof themessagé¢o
bedispatchedreof uniformlengthandcannotberelatedto the :contentvaluesof receved messages.

The paddingalgorithmis usuallydependentn the encryptionalgorithm. To eliminatethis dependence,
the following algorithmis usedfor a given contentvaluec for anagentA, the paddinglengthl, anda
randomstring s:

paddingLength := [ — length(c)
paddedString = co” " o firstNChars(s,paddingLength — 1) (6.1)
d = b64enc(ct(paddedString, A))

After exchangingthe :contentof the respectie messagevith the modifiedvaluec’, the :contentvalues
of all messageareof equallengthandcannotbe usedto relateincomingandoutgoingmessages.

Mix Sequence

The usermust choosea set of mixes which he truststo processthe messagen the definedmanner
withouttrying to defeatanorymity (e.g.,miz1, miz2, mixz3, miz4). Heis ableto choosen mixes,thus
achieing a compleity of anorymity OA(n — 1) (seeChapter4.1.2, Compleity of Anonymity. By

giving the setof chosenmixesa certainorder the usercreateshe sequencens. For arecever which

is aware of cryptographicfunctionality ms shouldbe extendedby the recever. This meansthatthe
messagavill bewrappedin anadditionalencryptionlayerwhich canonly be dissohed by the recever

(in contrastto Figures6.1 and6.2 wherethe contentis transportedver the network without encryption
in thefinal step). This keepsan obserer from inspectingthe messageontentsentfrom the lastmix in

thesequencéo therespecire recever.

Sequenceencryption

Messagesre usually routedthroughseveral mixes and mustbe encryptedfor eachdistinct mix. For
eachmix, alayerof encryptionwhich canonly bedissohedby therespectie mix is wrappedaroundthe
messagekFor the examplein Figure6.2with the sequencef mixesms = (mizl, miz2, miz3, miz4),
theencryptionlayersfor amessagen aredepictedn thefollowing figure:
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encryption layer for mix1

encryption layer for mix2

encryption layer for mix3

encryption layer for mix4

message m

Figure6.3: Encryptionlayersfor amix sequence

For usermodelingcomponentsvhich areunavare of cryptographidunctions,a mix canbe advisedto
prepareamessagéor routingthroughamix sequencekor instancethemessagen whichis to berouted
throughthe mixesmiz2, miz3, andmiz4 canbe generatedy thefollowing performatve (seeFigure
6.20np. 62 andthefollowing sectionfor the:rpi-list keyword):

(mix-it :sendewsenderl ‘recever mix1
:contenth64,,.(m) :languageMIX (6.2)
:mix-list (mix2 mix3 mix4) :rpi-list (mix4 mix3 mix2))

Thereby mixzl is advised to preparethe messagem for routing through the mix sequence
(miz2, mixz3, mizd). KQMLmIix canthusbe usedby applicationsystemswhich cannotbe modified
to includecryptographialgorithms.

The algorithmfor the successie messagencryptionfor a messagen of a senders for a sequencef
mixesms is:

1 = 0
™o = m
mizArray := makeArray(reverse(ms))
mizArray(length(ms)] = s
while i < length(ms)
{ miz = mizArrayli]
sender := mizArrayi+ 1] (6.3)
m; = b64epnc(ct(m;, miz))
m; = ("mix-it :sendef’ o sender o” :content’ o m;
o" recever” o miz o” :languageMIX)”
1 = 141
}
Mmiz = My

The messagen,,,;, is readyto be sentto the first mix of ms (e.g.,miz2) andis subsequentlyouted
throughtherestof the sequencens to thelastmix in ms (e.g.,miz4).
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To summarizehe procedurdor forwardingmessagethrougha mix sequence- whenmessagewhich
containthe mix-it performatve andwhich areformulatedin the MIX languaggseep. 64) arereceved
by amix, they areprocesseéh thefollowing manner:

1. (unpaddingof the:contentvalue)

2. decodingof the:contentvaluewith Base64algorithm
3. signatureverification

4. decryptionof the:contentvalue

5. changeof the sequencef themessages

6. (paddingof the:contentvalueof thedecryptednessage)

\‘

. messagelispatchof thedecryptednessages.

With the procedureslescribedhbore, it is possibleto routea messagéhrougha sequencef mixes.The
messagés alwaysencrypted(aslong asthe mix is not at the beginning or at the end of the sequence)
andcannotbeinspectedvhile beingtransportedn the network. The mix techniqueveilstherelationship
betweensenderandrecever. To unveil the relationship,all mixesthroughwhich a messagéasbeen
routedmustcollude.

6.2.3.2 MessageBackwarding

Astheabove paragraphsgemonstratg(senderanorymity canconceatheidentity of amessage’'sender
from therecever or a network obserer by usingencryptionandmixes. In the caseof usermodeling,
mary messagergequirearesponsevhich mustbetransmittedrom thecurrentrecever backto thesender
(seeask-ifandreply performatves,[Pohl98 p. 207]). Thereforethe currentrecever needso reply to a

messagavithout knawing the sendess identity,

Chaum[Cha8] proposes procedurdor anorymousreturnaddressesherethesendefe.g.appll2)of a
messagéasto maintainsomevalueswhichthereceveralsoneedge.g.um42)in orderto prepareareply
to aquerywhichwasrecevedfrom theanorymoussende appll12).Gulcli andTsudik[GT96] improved
this procedureby including thesevaluesin the forwardedmessagetherebyrelieving the originating
sendern(appll12)from the responsibilityfor maintainingthesevalues(i.e., the sendetbecomesstateless
with respecto thesevalues).

With messagéorwarding,thesendetusesasymmetricaéncryptionto encryptthe messagefor all mixes
in the sequenceThe messageontainsall layersof encryptionbeforeenteringthe mix sequenceWith
messagbackwarding,the messagés notwrappedn encryptionlayers,but is encryptedsuccessiely by
meanf symmetricalkencryption. The mixesin the sequencencryptthe messagénsteadof decrypting
it asis doneon the forward path. The (symmetrical)keys, differentfor eachmix, for the encryption
with the Blowfish algorithmareprovided by thesendelappl12)of themessagéor whichananorymous
reply is expectedandare sentwith that messageThe generatiorand preparatiorof the differentkeys
for a givenkey seedks anda symmetricalkey kpr known only by the senders (appl12)with respect
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to amix sequencepi-list (seeperformatve 6.2 on p. 68 andthe :rpi-list keyword) is expressedn the
following algorithm[GT96]:

1 = 0

while i < length(rpi-list)

{ i = i+1
symKeySeed := o0 keySeed (6.4)
symKey = epr(symKeySeed, kpr)
symKeyArrayli — 1] = bb64enc(symKey)

}

Thearraysym K ey Array containdifferentsymmetricakeys, eachof whichis to beusedby a different
mix of thesequenceTheencodingandencryptionof thekeys is depictedby the following algorithm:

symKeySeed := length(rpi-list) o keySeed

rpI = bb64enc(ct(symKeySeed,last(rpi-list)))

) = 1

while 1 < length(rpi-list)

{ miz = elementAt(length(rpi-list) — i, rpi-list)
MiTpert = elementAt(length(rpi-list) — 1 —i,rpi-list) (6.5)
TPi = symKeyArray[length(rpi-list) — 1 — i] o mix o rpi
rpi = bb64enc(ct(rpi, miTpezt))
1 = 141

}

rpi = elementAt(0, rpi-list) o rpi

Thevariablerp: containsthereturn pathinformation(seeTable6.1on p. 64 andthe exampleon p. 64)
whichis neededy eachmix in thesequencé orderto encryptthe messageymmetricallyanddispatch
it to the next mix. The messagéo which ananorymousreply is expected(e.g. m in Algorithm 6.3 on
p. 68) mustbe enhanceavith the keyword valuepair”:RP1” o  rpi in orderto enabletherecever (e.g.
um42)to sendareply to theanorymoussendel(seethe samplemessagen p. 64).

While themessagen is beingprocesseat therecever (e.g.um42),the”:RPI” keyword indicatesthat
ananorymousreply shouldbegeneratedTheanorymousreply to the sender(e.g.,appl12)with agiven
rpi is processethy therecever usingthefollowing algorithm(whererpi ascalculatedn Algorithm 6.5,
message thereplyto besentback,z = decone(z o y)):

receiver := deconc(rpi)

Tpi = deconc(decone(rpi)) (6.6)

message := "(mix-it :sender o getMyName() o” :recever” o receiver '
o”:content” o b64n.(message) o :RP1” o rpio”)”

Mixeswhich arenot atthe beginningor atthe endof the sequencepi-list encryptthe messageontent
symmetricallywith one of the keys preparedin Algorithm 6.4 and encodedin Algorithm 6.5. The
encryptionfollows thealgorithmgivenbelow (with rpi andcontent asvaluesof theaccording<eywords
of thereceved message):
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i =
symKey
receiver =
Tpine;vt

content

message =

pt(rpi, get MyName())
b64 4e. (deconc(rpi))
deconc(deconc(rpi))
deconc(deconc(deconc(rpi))) (6.7)
b64enc(epr (content, symKey))
"(mix-it :sender’ o getMyName() o” :recever” o receiver
o”:content” o content o ":RPI” o rpipegt 0 )"

After beingsigned® by thecurrentmix, theresultingmessage canbedispatchedo therecever mix and
thussuccesskely routedbackwardto thesendefe.g.appll2)alongthegivensequencef mixesmiz-list
which might be differentfrom the sequenceisedon the forward path. With eachmix in the sequence
the messagés agairt® encryptedsymmetrically Thus,no mix within the sequencégexceptthe mixesat
the beginningandthe end)is ableto gainknowledgeof the contentof theinput messagef Algorithm
6.6. Beforean anorymousreply is deliveredto the recever (i.e., the senderof the reply requeste.g.,
appl12),the messagénasto be decryptedsuccessiely with the keys usedfor symmetricalencryption
alongthe mix sequenceln contrasto the methodproposedy Chaum[Cha8] wherethe keys mustbe
storeduntil themessagarrives,thekeysin Gulcli andTsudik's methodGT96] arecalculatedoy means
containedn themessagdgaving therecever statelesgseeAlgorithm 6.4):

Tpi = pt(rpi,get MyName())
n :=  deconc(rpi)
keySeed := deconc(deconc(rpi))
1 = 0
while ¢ < n
{ 1 = 741
symKeySeed := 1o keySeed 6.8)
symKeyArrayli — 1] = epr(symKeySeed, kpr) ’
}
T = n—2
while ¢+ >= 0
{ content := epp(content,symKeyArrayli])
1 = 5—1
}

15sSeeChapter6.2.3.1,Messae Signatue.
185uccessie symmetricalencryptionoffers no bettersecrey thansingleencryption. Throughrenaved encryptionat each
mix in thesequencethe outgoingmessagéoksdifferentthantheincoming. This preventsanobserer from relatingthese

two messages.
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With thealgorithmdescribedbove, themessagés symmetricallydecryptedn asequencevhichexactly
reverseghe sequencé which it wasencryptedwhile passinghroughthe mix sequenceThereforet is
equialentto theinput messagef Algorithm 6.6. Thefactthatthe mixesatthe endof the sequencgain
knowledgeof thismessagés adesignfeaturewhich enablecomponent®sf useradaptve systemavhich
are unawvare of cryptographicfunctionsto usethe mix component.To closethis gap (of encryption),
severaladditionsmight beimplementedndependently:

e The communicatiorbetweenthe usermodelingcomponentandthe mix componentanalsobe
encrypted.

e Themix componentindthe usermodelingcomponentanbe placedin atrustedervironment.

e Themix componentanbeincludedin theusermodelingcomponent.

6.2.3.3 Known Attacks to Mixes

Several attacksto mixesareknown. They attemptto establisha relationshipbetweenincoming and
outgoingmessagesSomeof the attacksandwaysof defeatingghemarelisted below:

n-1 Attack

The mix doesnot startits processcycle until n messagesave arrived (seeChapter6.2.1, The Mix
Technique, wheren mustbe fixedwith regardto the frequeng of messageandmaximumlateng. An
attacler mightsendn — 1 messagewhich aredispatchedo receverscooperatingvith theattacler. The
procesgycle startswhenthe next messagearrives. Sincethereceversof n — 1 messageareknown to
theattacler, the onemessagevith a previously unknavn recever is the messagevhich wasnot sentby
theattacler.

This attackcanbe preventedwhentheprocesxycle of themix is notonly determinedy thereceiptof n
messagebut alsoby the conditionthatthesemessagearefrom upto n differentsendersTheidentity of
the senderganbe provenby thetransportmedium(i.e., thevalueof the KQML keyword :sende}. The
KQMLmix implementatiorusesmeansof superidentificaton (seeChapter4.1.1,Levelsof Anonymity
whencheckingthe signatureof the senderfor the contentvaluecontainedn the:signatue value.

MessageReplay

An attacler canobsere all input andoutputmessagesf a mix processedn onecycle. If a particular
input messageas fed into the mix by the attacler in more than one processcycle, it will always be
dispatchedo the samerecever (seeAlgorithm 6.3on p. 68). Therefore afteranumberof replayattacks
enoughevidenceabouttherecever of themessagés gainedio enableheattaclerto identify therecever
(e.g., certaintyaboutthe recever is presentif only one and the samerecever in eachprocesscycle
recevesonly onemessage).

To preventmessagefrom beingreplayedthe mix hasto keeptrack of previously sentmessagesit is
sufficientto retainasummaryof themessageatherthanthewholemessagdpr instanceasahashvalue.
It is alsopossibleto retainthe key usedfor symmetricalencryptionof the messagdi.e. kgr, Chapter
6.2.3.1,Messae Encryption) or its asymmetricakencryptionkey (i.e. egg(kBF,kEGp,4)). The mix
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mustcomparethis valueof the currentmessagevith all valuesof previous messageferhapdimited to
aspecificnumberof previous messagesinddiscardarny messagevhich hasalreadybeenprocessed.

Length correlation

Anotherattackattemptgo retracethe messagsequencehangesarriedout by the mix. Inspectionof
the lengthsof incoming and outgoingmessagesight give cluesto the changeof messageequence;
messagéengthdecreasesniformly by remaoving oneencryptionlayer of the messageThe procedure
for keepingthelengthsof the messageaniformis describedn p. 67.

This overview of known attacksto mixes shawvs that their vulnerability is dependenbn the attacler
model(e.g.,anetwork obserer or anactive attacler). Sincea detaileddiscussiorof all possibleattacks
would not provide ary specificresultsfor usermodelingpurposesye will notgointo moredetailhere
(se€[Jer99, [Kesd200] [GT96],[Abe9qg, [FIP97],[Jak9g, [KEB98], [FGJIP98]and[Jak9g for more
information).

6.2.4 SenderAnonymity

Whenmessagearesentthrougha sequencef mixesin orderto conceatherelationshipbetweersender
andrecever of themessagesendeanorymity (seeChapter4.1.3,Typesof Anonymity with compleity
OA(n — 1) canbe achieved with n asthe lengthof the mix sequencéseeChapter4.1.2, Compleity
of Anonymity. Hence the userof a useradaptve systemis enabledo adjustthe systemto his personal
requirementsegardinganorymity by definingamix sequencef sufficientlengthwhichis composeaf
component$n which hetrusts.

6.2.5 Recever Anonymity

Component®f useradaptie systemoftensendmessagewhichrequireareply [Pohl98 p. 207]. These
replieshave to be deliveredin the sameanorymousmannerasthe requestor the reply (seethe :RPI
keyword, Chapter6.2.2.2,Extensiondo KQML). The sameappliesfor notificationssentfrom the user
modelto anapplicationsystemwhichis currentlynotconnectedo theusermodel(seeChapter8.4, The
AVANTI system

With the messge badkwarding describedhbore (seeChapter6.2.3.2, Messae Badkwarding), the same
compleity of anorymity canbe achiezed aswith messge forwarding (seeChapter6.2.3.1,Message
Forwarding). In addition, the senderis able to senda messagde.g., a reply) without knowing the
recever’s identity (i.e., recever anorymity, Chapter4.1.3, Typesof Anonymity. Furthermoredifferent
mix sequencesanbe chosenmakingit possibleto handlesendeandrecever anorymity separately

6.2.6 Mix Network

The mix componeniand its internal mechanisnfor the processingf messagesvere coveredabore.
To be mosteffective, mixes mustbe arrangedn a sequencéseeFigure 6.2 on p. 62). The following
paragraphsiescribehon mixeswithin auseradaptve systemcanbe arrangednto sequences.
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6.2.6.1 Structure of a Mix Network

As describedibore, mixesmustbearrangedn asequencef sufficientlengthto provide the complexity
of anorymity demandedFigure6.2 shavs amix sequenc&hich containseachmix only onceandwhich
is commonto all sendersindrecevers.In generalmix sequencesan:

¢ bedifferentin length,

e bedifferentfor eachsender

¢ bedifferentfor messagéorwardingandmessag®ackwarding,

e varywith eachmessage,

e containeachmix morethanonce,

e containlimited loops(e.g.,therecever of adispatchednessagés the mix itself), and

e notbealteredby a mix in thesequence.

Becausemixesarenot committedto a particularuseror componentf a useradaptve systemthey may
bearrangedndependentlyrior to beingrequiredby a particularuseror componentThearrangemenn
which eachmix canbea neighborto a chosermix in a potentialsequencgrovidesoptimumflexibility
within sequencegenerationFurthermoregeachmix shouldbeaccessiblérom eachcomponen{depicted
in Figure6.4for UM1, UM2 andappll— appl5). The following figure shavs a mix network with user
modelingcomponentsharingthe network (dashedines symbolizeencryptedcommunicatiorwhereas
solid linessymbolizecommunicatiorwhich mayor maynotbeencryptedseeChapter6.2.3.1 Message
Forwarding):

Figure6.4: Mix network

With the structuredepictedabove, it is possibleto provide senderanorymity as well as recever
anorymity (seethe previous sections)o boththe usermodel or usermodelingsener (e.g. UM1) and
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the useradaptve applicationsystem(e.g., appll, an adaptve information system). From thesefour
possibilities two areespeciallyrelevantfor usermodelingpurposes:

1. sendemnorymity for messagesentfrom UM1 to appll

2. recever anorymity for messagesentfrom applito UM1.

(1.) Sincethe usermodelor usermodelingagentmay resideon the users network node(insteadin a
remoteusermodelingsener), the location(i.e., the network addresspf UM1 mustbe concealed
from appllwhensendinga messagéo appll(seeChapter6.2.4,SenderAnonymity andChapter
6.2.3.1,Message Forwarding).

(2.) To sendmessageso UM1 appll musthave somemeansto contactUM1 without knowing the
network addresof UM1. With the return path information (i.e., the :RPI value of anreceved
messagdrom UM1, seeTable6.1 and Chapter6.2.3.2,Messge Badkwarding) appllis ableto
respondo messagesentfrom ananorymoususermodel(ingagent)(e.g. UM1). If appllis not
only to respondto messagebut alsoto starta messagexchange an :RPI value (which canbe
obtainedfrom UM1) hasto be providedto appllinitially by theuser

A thoroughdiscussiorof generalizegtructuregor mix networksis givenin [Jer99.
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6.2.6.2 Mix Network including User Modeling Components

The figure above shawvs an architecturevhereusermodelingcomponentsvhich are unavare of cryp-
tographicfunctionsmake useof a mix network (seePerformatie 6.2 on p. 68 andthe solid lines in
Figure 6.4). To prevent an obserer from inspectingthe messagesxchangedetweena usermodel-
ing componengandthe mix network, at leastoneof the methodsdescribedn p. 72 shouldbe applied.
Most effective is theincorporationof the mix componeninto theusermodelingcomponentThis makes
unencryptedcommunicatiorwith anexternalcomponensuperfluousandthereforenotobserable. Fur
thermore the component®f a useradaptve systemcanalsosene asa mix in the mix network which
producesmessageautonomously For an obserer, it is not possibleto decidewhich of the messages
dispatchedy a componenareproducedy thatcomponent’ andwhich areonly routedat the request
of othercomponentsThe following figure shavs a mixed approachwhereusermodelingcomponents
(e.g.,useradaptve applicationsystemsandusermodelingagentsalsoimplementmixes:

LPWA appll mix
Onion Routing ——  appl2 mix /: J : R e <
0N e N
/

~
|
! | --< -
[N - - ~ N7 .
. _L4L--F S~ U<
Crowds appl3mixz =2 1 DS
L :— ———_ 7 4/_
! | . _
! ¥ - P
I
|
|

\ \/L\/”,A’// //’
—  KQMLmix appl4 mix '\t\’\\' Lol
userinterface E || Mixmaster, ... ———( appl5 mix
(e.g., email)

user interface A
(e.g., web browse

user interface B
(e.g., news reader)
user interface C
(e.g., web browse

users user interfaces  anonymization mix network user modeling
techniques for KQML agents
application dependent anonymization application independent anonymization

Figure6.5: Mix network with includedusermodelingcomponents

In contrastto Figure 6.4, the usermodelingcomponentdi.e., the useradaptve applicationsystems
appll-appl5andthe usermodelingagentdJM1 andUMZ2) take not only advantageof a mix network
betweenthem but alsoimplementthe mix network throughinclusion of the mix componentsnto the
usermodelingcomponentsThis inclusionyields severalimprovements:

e Thecontentof messageexchangedetweertheusermodelingcomponenandthefirst or lastmix
in amix sequenceannotbe obsered (seep. 72).

¢ Messagesxchangedetweertheusermodelingcomponenandthemix network canbeauthenti-
cated(seeChapter6.2.3.1 Messae Signatue).

This alsoincludesdummymessagewhich areproducedo preventunduelateng (seep. 62).
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¢ Messagesvhich originatefrom a usermodelingcomponentannotbe distinguishedy a network
obsererfrom dummymessges(seep. 62) or messagewhich areroutedthroughthe mix network
on behalfof anotherusermodelingcomponen{seeChapter6.2.3.1,Message Forwarding).

Sofaronly the applicationindependenanorymization (seethe righthandsideof Figure6.5) of KQML
messagegxchangedbetweenthe useradaptve applicationsystem(e.g., a web sener) and the user
modelingagenthave beendiscussed.To keepnot only the usermodelingagentanorymousfrom the
useradaptve applicationsystembut alsothe user similar techniqueshave to be appliedbetweenthe
applicationsystemandtheuser In Chapter6.1.3,Procedual Anonymity severalapplicationdependent
anorymizationtechniquegseethe lefthandside of Figure6.5) have beendiscussedvhich are suitable
to keepthe useranorymousfrom an applicationsystem. Sincethesetechniquesare dependenbn the
applicationandits particularprotocol(e.g.,HT TP, Email), they have to bechoserfor eachapplication
system.

6.3 Pseudonymity

In the previous sectionawe explainedhow anorymity (seeChapter4.1.1,Levelsof Anonymity within a

useradaptve systemmightbeachieved. In contrasto otherapproacheproviding anorymity (seeOnion

Routingand Crowdsin Chapter6.1.3,Procedual Anonymity, the implementatiorof anorymity takes

placeon a high layerin the communicatiormodel(i.e., on the presentatiorlayer, seethe OSl reference
model,[PfI89, p. 367]):

interested in news, financial information

application
(mix-it ... :content ((I news) (I finance) :mix-list...) layer 6:
SKQML-API SKQML-API }
presentation
session
layer 4:
TCP TCP
transport
network
data link

physical

Figure6.6: Anonymity throughSKQML within the OSI referencenodel

8n additionto the anorymizationtechniquegor web usagediscussedn Chapter6.1.3, Procedual Anonymity,alsothe
KQMLmix implementatiorcanbeusedto supplyprocedurabnorymity for HTTP. We developeda proxy whichis ableto
routeHTTP requestandthe correspondingepliesfrom web senersthrougha mix network.



78 6.4. SUMMARY

Theimplementatiorof the anorymizationmechanism®n a high layerenableghe usermodelingcom-
ponentsto vary'® thesemechanismsn cooperatiorwith the communicatiorsystem(i.e., the SKQML-

API2°, which forms the core of the KQMLmix implementation). With the methodsdescribedn the
previous sections poth senderanorymity andrecever anorymity arefeasible. Neverthelessptherlev-

els of anorymity (seeChapter4.1.1, Levels of Anonymity canalso be established.If a registrarfor

pseudogmsis includedin theuseradaptve systemijt will beableto provide the systemwith controlled
aswell asuncontrolledpseudogms (i.e., latentand pseudonymouisientificatior). In additionto these
levelsof anorymity, superidentificatian is madepossibleby applyingthe:signatue keyword (seep. 66)

to messagesxchangedetweenusermodelingcomponents.As we have seen,superidentificatbn is

alsousedin authenticatingnixes(seeChapter6.2.3.1,Messae Signatue, andp. 69).

6.4 Summary

The solutionproposedherefor ensuringprocedurabnorymity (seeChapter6.2.3, KQMLmMIX) is more
flexible thanthe solutionsfor anorymity summarizedn Chapter6.1.3, Procedual Anonymity,which
often permitonly onelevel of anorymity. Mixescanbe arrangednto a mix sequencdseep. 67 and
Chapter6.2.6.1,Structue of a Mix NetworR basedon the users requirementgor privagy. The compo-
nentsof the mix sequenceanbe choseron the basisof the users trustthatthey will carry out the mix
procedureasdefinedandwill nottry to defeatanorymity. Thelengthof the mix sequenceanalsobe
increasedn orderto corvince the userthatthe anorymizationprocesss effective.

In additionto the anorymization of the dataprocessedpseudogmization canalsobe provided, which
is especiallyrelevant for usermodeling. With pseudogmousinformation, useradaptve systemscan
be usedwithout revealingthat (sensitve) information stemsfrom a userwhich canbe unambiguously
identified.

The KQMLmiximplementatiorcanbe usedasan intermediarybetweencomponent®f a useradaptve
system— makingit usablefor a wide rangeof componentge.g.,including componentavhich are not
aware of cryptographicfunctions). The KQMLmix software packagecan also be incorporatedwithin
componentsaddingthe mix functionality to thesecomponentsand making the structureof the mix
network moreefficient.

Sincethe parameter®f the anorymization processcan be determinedby the usermodelingcompo-
nentsvia the SKQML languagegon the presentationayer, seeFigure 6.6) and changeddynamically
the KQMLmix implementatiorwe have describedhereoffers moreflexibility thanpreviously available
solutions(seeChapter6.1.3, Procedual Anonymity which mustbe configuredprior to their use. The
usermodelingcomponentarealsoableto determinethe parametersisedwith KQMLmix onthe basis
of apreviousnegotiatiorf! processegardingtheusers privacy demandsin particular KQML messages
may be exchangedetweerusermodelingcomponentsinderthe following conditions:

e sende@norymity and/orreceveranorymity

9In contrasto thesolutionsdescribedn Chapter6.1.3,Procedurl Anonymitytheparameterfor theanorymizationprocess
(e.g.,thelengthof the mix sequencandthe affectedmixes)may changewith eachKQML message.

25K QML applicationprogrammeinterface

2IFor instance seethe summaryof P3P, Chapter8.5, ThePlatformfor Privacy PrefeencesProject(P3P)
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¢ flexible compl«ity of anorymity
¢ differentlevelsof anorymity (rangingfrom superidentificationto anorymity)
e encryptionof messageontent

e authenticityof messagandsender

whichwe considelto be especiallyimportantfor usermodelingpurposes.
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Chapter 7

Solutionsfor Security

In this chapter the solutionsdevelopedin this thesiswill be juxtaposedwith the requirementdistedin
Chapter5, Requiementdor Security In casesvhereno appropriatesolutionsfor meetingthe require-
mentswerefound,therisksinvolvedin employing a useradaptve systemaredescribed.

Correspondingo our division of requirementsfor securityinto requirementsfor sececy andrequire-
mentsfor integrity, solutionswill alsobe examinedfrom the perspectiesof sececyandintegrity.

7.1 Solutionsfor Secrecy

In Chapter5.1, Requiementsor Sececy, we demonstratedhat sececy, especiallyin usermodeling,
is difficult, if notimpossible to define. Neverthelessrequirementdor the secreg of the usermodel
information(i.e., personainformation)canbe meteitherthroughdenialof accesgo thatinformationor
throughselectve accesdo partsof thatinformation.

7.1.1 Sececythrough Denial of Access

7.1.1.1 Secrecythrough Anonymization

Secreyg throughdenialof accesdy meansf anorymizationwascoveredthoroughlyin thelastchapter
Anonymization(or pseudogimization)of the usermodelinformationconcealgherelationshipbetween
a particularuserand his usermodelinformation. Thoughthe usermodelinformationis accessiblg¢o

usermodelclients,thecorrespondingisercannotbedeterminedor agivenusermodel(entry). Theuser

model(information)of aparticularuseris thereforesecet, becausé cannotbedeterminedi.e., singled
outfrom amongall usermodels).

7.1.1.2 Secrecythrough Encryption

Secreg throughencryptedccommunications anappropriatavay for useradaptve systemso protectthe
communicatediatawhile it is in transitbetweenusermodelingcomponents.This is essentiafor user

81
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modelswhich arenot partof an applicationsystemandwhich canbe accessetbhy several components
(i.e., usermodel clients) via a network. The following sectionsdescribea software packagewhich |
developedfor useradaptive systemswhich allows for encryptedexchangeof usermodelinformation
within anetwork (e.g.,thenternet).

7.1.1.2.1 KQML Application Programmer Interface (KAPI)

The KQML! Application Programmerinterface (KAPI)? provides meansfor exchangingkQML mes-
sageswithin a network over the TCP/IPlayers(seeFigure7.1 on p. 88). As anexample,the BGP-MS
usermodelingshell systemtakes advantageof this software packagen orderto communicatewith ap-
plicationsystemgPohl98 p. 205].

The KAPI software packageavailableasa library written in the programminganguageC, is incorpo-
ratedinto BGP-MSvia theforeignfunctioninterfaceof LISP [Ste9(, in which BGP-MSis written. For
BGP-MS, the following functionsare available for communicationwith its clients (only the functions
relevantto this sectionarelisted):

e (defun Lisp-Kinit () ...)
With this function,the communicatiorpackages initialized.

e (defun Lisp-KListen (url) ...)
To communicateover TCP [Hu92], a soclet hasto be establishedon which connectionsare
accepted. The string ur | containsthe node name and soclet which should be used(e.g.,
tcp://asterix: 8091, seep.63).

e (defun Lisp-KSendString (message) ...)
A KQML messagdsee[Pohl98 p. 207] for examples)can be sentto the recever throughthe
functionLi sp- KSendSt r i ng which usesa stringasanamgumentfor the messagé¢o besent.

e (defun Lisp-KGetString () ...)
To receve a messagdrom any sender BGP-MScalls Lisp-KGetStringwhich returnsthe oldest
messageeceved up to thatpoint.

For thesebasiccommunicationfunctions, | have implementedextensionswhich male it possibleto
encryptthe usermodelinformation andto authenticaté the senderor the recever, andthe message
exchangedTheseextensionsaaredescribedn moredetailin the following sections.

7.1.1.2.2 Inclusion of the Secure SocketsLayer in KAPI (SKAPI)

The functionsdescribedabore enableBGP-MSto communicatenith applicationsystemsvia the net-
work. ThedatasentthroughTCPis transmittedasprovided by the sendermeaningit canbe obsered
by network componentsThe Secue Sodkets Layer (SSL)makesit possibleto encryptcommunication

1SeeChapter6.2.2.1,TheKnowledg Queryand ManipulationLanguage (KQML).
2Seeht t p: / / ww. csee. unbce. edu/ kqnl / sof t war e/ .
3SeeChapter5.2.1,Requiementgor Externallntegrity.
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by meansf soclets(see[Hir97] and[SSL96]). Thefunctionsarelocatedjust above thetransportiayer
(i.e.,the TCPlayer, seeFigure7.1onp. 88) andrequireonly afew agumentgo establishanencrypted
channelbetweentwo componentdi.e., end-to-endencryption). With SSL, the following encryption
algorithmscanbeused(seg[Sch9q and[MOV97] for a descriptionof the algorithms):

e noencryptionalgorithm
e streanmciphers:RC4with 40 bit or 128bit key length
e CBCblockciphers:RC2,DES40,DES,3DES,3DESEDE, IDEA, Fortezza.

For the encryption of the communication, the IDEA algorithm was chosen (see
SSL_| DEA 128 CBC W TH_MD5 in the SSL documentation). All of the abore-mentionedal-

gorithmsencryptsymmetrically(seeChapter6.2, Procedual AnonymitythroughMixeg. To exchange
the sessiorkeys which are usedfor symmetricalencryption,the RSA key exchange methodis used.
With the RSA method certificateswhich conformto the X.509 standarél canbe usedwhenestablishing
thecommunicatiorfMOV97, p. 653]. An exampleof an X.509 certificateis given below:

(01) Certificate:

(02) Dat a:

(03) Version: 3 (0x2)

(04) Serial Nunmber: 290 (0x122)

(05) Si gnature Al gorithm mnmd5WthRSAEncryption

(06) | ssuer: C=DE, ST=Staatl, L=Stadtl, O=Organisationl, OUJ=Unit1l,
(07) CN=CA- Or gani sat i on/ Enai | =ca@ r gendwo

(08) Validity

(09) Not Before: Nov 18 13:22:38 1998 GMVI

(10) Not After : Nov 7 13:22:38 2000 GMT

(11) Subj ect: C=DE, ST=Staatl, O=Organisationl, OU=Unit1,
(12) CN=Appl i kat i onl/ Enmi | =appl 1@ r gendwo

(13) Subj ect Public Key Info:

(14) Public Key Al gorithm rsaEncryption

(15) RSA Public Key: (1024 bit)

(16) Modul us (1024 bit):

(17) 00: d6: 3a: cf: 16:38: 5b: f 1: 4b: 3b: ba: 7d: 90: 10: 54:
(25) 55: 6f: 66: de: 81:88:d5: 84: el

(26) Exponent: 65537 (0x10001)

(27) X509v3 ext ensi ons:

(28) Net scape CA Revocation Url:

(29) L#http://ww. cryptsoft.conica-crl.pem

(34) Si gnature Al gorithm mnmd5W thRSAEncryption

(35) 9f : 19: e3: 9c: 82: 8b: el: 3c: db: 94: 88: 58: 32: cf: 91: 6f: e6: b9:
(42) 8c: 9a

Table7.1: X.509certificate

“Rivest,Shamir andAdleman
5SeeRequestor CommentgRFC)2459: InternetX.509 PublicKey InfrastructureCertificateand CRL Profile.
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The field$S of the certificategive informationaboutthe holder the issuer the validity, andthe crypto-
graphickeys. Someof theimportantfields are(seetheline numbersabove):

(03) versionof the X.509 standard

(04) theserialnumberof the certificate

(06) theissuerof the certificate

(08) theintenal of validity of the certificate

(11) informationaboutthe holderof the certificate

(14) thecryptographialgorithmfor thekey certified

(17) the(public) key certified

(27) extensionsg.g.,for key revocation

(34) thealgorithmusedby theissuerfor the signatureof thecertificate

(35) thesignatureof theissuer

With anX.509 certificate a cryptographidkey (e.g.,apublic RSAkey) canberelatedto acommunicator
(seelines (11) and (17)) by meansof superidentification (seeChapter4.1.1, Levels of Anonymity.
This relationis affirmed by a trustworthy party (i.e., the certificate$ issuer seeline (06), perhapsa
trust center)throughthe signature(seeline (35)) which is verifiable’ by all communicators.While a
communicatiorlink is beingestablishetlvia SSL, the certified public key canbe usedto authenticate
both communicatorandto exchangea symmetricalsessionkey to be usedfor further exchangesof
encryptednformation (for instance throughthe IDEA algorithmmentionedabove). After this phase,
the encryptednformationwhich is exchangedetweenthe two communicatorss not obserablewhile
beingtransportedvithin the network.

The SSLeay library [Hir97] was chosenas animplementatiorfor SSL, becauseit is internationally
available, it is in the public domain (licensing presentso problems),and the sourcecodeis readily
available. By incorporatingthe functionsof SSLeayinto the KAPI library, we establishedhe SKAPI
(secue KAPI) library. Thefollowing exampleshavs how amessagés dispatchedvhenSSLis included
in KAPI:

6SeeRequesfor CommentgRFC)2459: InternetX.509 Public Key InfrastructureCertificateand CRL Profile.
"See[Sch96 Chap.8] or [MOV97, Chap.13] for key managemertechniques.

8See[Hir97] for adetaileddiscussiorof the SSLhandsha& phase.

°Seeht t p: / / ww2. psy. ug. edu. au/ “ftp/ Crypt o/ andOpenSSithtt p: / / www. openssl| . or g/ ).
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(01) tcpSend(ParsedURL *purl, char *buffer, X509 **prover)
(02) { ssL *con;

(03) i nt i;

(04) char buf[ 256];

(05) X509 “*cert;

(06)

(07) TCPInfo *info = (TCPInfo *) purl->transinfo;

(08) if (purl->state != OPEN_CON)

(09) { purl->fd = TCPconnect (i nfo->host, info->port);

(10) if (purl->fd == -1) return -1;

(1) SSL_CTX set _verify(SSL ctx, SSL_VERI FY_PEER, verify_call back);
(12) con = SSL_new( SSL_ctx);

(13) SSL_set _fd(con, purl->fd);

(14) SSL_use_RSAPrivateKey file(con, SSL_key file, SSL_FILETYPE PEM;
(15) SSL_use_certificate _file(con, SSL cert _file, SSL_FILETYPE PEM ;
(16) prover certificate(*prover);

(17) i = SSL_connect (con);

(18) if (i >0)

(19) { purl->SSL_accepted = 1;

(20) purl ->SSL_context = con;

(21) purl->state = OPEN_CON;

(22) }

(23) }

(24) if (purl->SSL_accept ed)

(25) { cert = SSL_get _peer _certificate(purl->SSL_context);

(26) if (verify_ cert(cert) & (!*prover || match_certs(cert, *prover)))
(27) { if (TCPsend(buffer, purl->SSL context) < 0) { return (-1); }
(28) *prover = cert;

(29) return(l);

(30) } else { return(-1); }

(31) } else { return(-1); }

(32) }

Table7.2: SKAPI functionfor messagelispatch(example)

The extensiongo the KAPI codeareexplainedbelow:

(01) t cpSend is afunctionof KAPI which previously requirectheargumentpur | (theaddres®f the
recever) andbuf f er (themessage)ln SKAPI theamgumentlist hasbeenextendedby pr over
whichis areferenceo a structurefor theinformationcontainedn the X.509 certificatefor which
therecever of the currentmessagés expectedto bethe holder

(08) If thereceveris contactedor thefirst time,anencryptecconnectioris establishedTheconnection
is storedfor furtheruse.

(09) Theconnectiorviaasocletis establishedsin KAPI.

(11) Thefunctionfor verifying thecommunicatiorpartners certificateis defined.
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(12) A new SSL contet is createdwhich proceeddrom the currentcontext. It containsparameters
necessaryor theencryption(e.g.,the preferredencryptionalgorithms).

(13) TheSSLcontet is assignedo thesoclet.

(14) Theprivateandpublic keys of the sendeiareassignedo the SSL context.

(16) Thecertificateagainswhichtherecever’s certificatemustbechecledis defined.
(17) Theestablishingphase(i.e., the SSLhandshak phasé?) is started.

(18) Whenanagreemenaboutthekeys andalgorithmsto beusedhasbeenreachedthe communication
link is stored.

(24) With apreviously storedencryptedconnectionsee(08)), the messagelispatchis initialized.
(25) Thecurrentcertificateof the communicatiorpartneris requested.

(26) The certificates validity (e.g.,issuers signature)s verified andif atestcertificateis defined(see
(16)) with this messagéelispatchrequestthe certificateis checled againsit.

(27) The messageis dispatchedby the KAPI function TCPSend which usesthe SSL function
SSL_writ e insteadof the send function usually usedwith soclets. SSL_wri t e encrypts
themessagandsendst to thesoclet.

(28) If no testcertificatehasbeendefined(see(16)), the senderobtainsa referenceto the recever’s
certificateinformation and is able to identify the recever of the messagédy meansof super
identification(seeChapter4.1.1,Levelsof Anonymity.

Thisexampleshavsthatthedispatchednessagés encryptediusingfunctionsof the SKAPI library which

aretransparento the applicationusingthatlibrary. The applicationmustonly definethe cryptographic
keys thatshouldbe used(e.g.,by a certificate). Therefore the SKAPI interfaceis only slightly different
from thatof KAPI (seep. 82):

e (defun Lisp-Kinit (private-key-file certificate-file) ...)
The parameterpri vat e- key-fil e andcertificate-fil e denotethe files containing
the privatekey andthe certificatefile (bothencodedn PEM!! format)which arethe basisfor the
SSLhandsha& phase.

The applicationsystemcanacceptseveralidentities(e.g.,pseudonymseeChapter4.1.1,Levels
of Anonymity, definedby certificates,in communicatingwith its partners. Associatedwith a
certificateis the public key (seep. 83) usedin the SSL handshaé phaseto establishranencrypted
communicatiorlink. The correspondingprivatekey for decryptionat the handsha& mustalsobe
defined.

105e¢[Hir97] for adetaileddiscussiorof the SSLhandshai phaseandencryptionprocess).
HseeRequesfor Comment{RFC)1422: Privacy Enhancemerfor InternetElectronicMail: Partll: Certificate-Base#ey
Management.
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e (defun Lisp-KSendString (nessage certificate-file) ...)
In additionto the nessage, the certificateof the message'recever canbe definedin orderto
authenticat¢herecever by meansf superidentification(seeChapterd.1.1,Levelsof Anonymity.

If therecever’s currentcertificatedoesnot matchthe demandedatertificate the messagevill not
be sentto the questionableecever.

If no certificateis defined(by the parametercerti fi cat e-fil e), the senderonly obtains
informationaboutthe certificatepresentedvy therecever andthe messagés sentwithout regard
to therecever’sidentity.

e (defun Lisp-KGetString (certificate-file) ...)
The additionalspecificationof the senderof the next messagéo be receved assureshe recever
of thesendess identity.

If the certificatepresentedy the senderdoesnot matchthe one specifiedby certi fi cat e-
fil e,themessagvill bediscarded.

If no certificateis defined therecever obtainsonly informationaboutthe certificatepresentedby
thesendemlndthe messagés receved without regardto therecever’s identity.

Theseselectedunctionsshav hov SKAPI canbeincludedin a usermodelingcomponen(in this case,
the BGP-MSusermodelingshellsystem).The modificationswhich have to be madeto ausermodeling
componenin orderto usethe SKAPI insteadof the KAPI areminor (for instancea new parametein
thefunctioncall mustbe added).

7.1.1.2.3 The SKAPI Library for Encrypted KQML MessageExchange

The SKAPI library we have developedenablesusermodelingcomponentdo exchangeKQML mes-
sagewia anencryptedcommunicatiorink. By encryptionof the messagessecreyg of theinformation
exchangedbetweentwo usermodelingcomponentge.g., betweenan applicationsystemandthe user
modelingagent)is given. Furthermorepy meansof asymmetriccryptography(seeChapter6.2.1,The
Mix Tedhniqug the expectedidentity of the communicatiorpartnercaneitherbe specifiedprior to ex-
changingmessagesr learnedafterwardsthroughcertificates(i.e., the communicatiorpartnerandthe
exchangednessagesanbe authenticated).

SKQML (seeChapter6.2.2, TheSecue Knowledg Queryand ManipulationLanguae (SKQML) also
permitsencryptionof the messageontentto be communicatedThe contentmustbe encryptedbefore
the communicatiorsoftware cansendit (seeChapter6.2.2.2,Extensiongo KQML, andAlgorithm 6.3
on p. 68). Sincethe encryptionmustbe accomplishedy the usermodelingcomponentmodifications
within the componentarerequired. Either the componenhasto preparea messagevhich instructsan
intermediarymix to encryptthe messageor the componenthasto encryptthe messagetself, which
requirescryptographiacapabilitieseethe examplemessageen p. 64).

Whenthe SKAPI library is usedinsteadof the KAPI library, the usermodelingcomponenis ableto
communicatén encryptedorm without modification$?. Theencryptionof the contentto beexchanged

12The additionalparametergxplainedin the previous section(for instance the certificatefile) may be predefinedwithin
SKAPI for aninvariablecommunicatiorpartnerandneednot be provided by the usermodelingcomponentsingSKAPI.
Thus,theadditionalparametersnay be omitted.
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takes placejust above the transportlayer, giving the usermodelingcomponentransparenaccesgo
encryptionfunctions(seeFigure7.1in contrastto Figure6.6 on p. 77 whereencryptiontakes placeat
the presentatiottayer):

interested in news, financial information

application
(tell ... :content (I news fin)) layer 6:

KQML-API KQML-API .

presentation

session

t3sFmM6PF7W33Kcz2H3LLg9zXUGgd9/M
secure sockets layer (SSL)

layer 4:
TCP TCP

transport

layer 3:

network

layer 2:
data link

layer 1:
physical

J [
J ][

Figure7.1: EncryptionthroughSKAPI

Two featuresof the SKAPI library areparticularlynotevorthy. First, SKAPI enablegshe BGP-MSuser
modelingshell systemto maintainthe secreg of datawhile it is in transitthroughthe network. And
secondtheauthenticityof theusermodelclientsandtheauthenticityof theexchangedKQML messages
canbeverified by meansof X.509 certificates.

7.1.2 Sececythrough Selectve Access

In Chapter7.1.1, Sececythrough Denial of Accesswe sav how usermodelinformation canbe kept
secretbetweenthe senderandthe recever of a messagegitherthroughanorymization or throughen-
cryption. For usermodelinformationwhich is usefulto morethanoneusermodelclient, the secreg of
this information betweenthe usermodelandonly oneclient is not appropriate.Several clientsshould
sharethisinformationandkeepit confidentialamongthem.

Therequirements$or confidentialityin Chapter5.1.2,SececythroughSelectiveAccessywereformulated
from the users perspectie. Therefore,theseformulationscan neitherbe usedto analyzethe mutual
consisteng of requirementsor arethey directly corvertible into automaticproceduresvhich could be
executedn auseradaptve system.

To reducethe gapbetweerrequirementandformal specificationssecurityresearcthasdevelopedso-
calledsecuritymodelswhich aremainly concernedvith the confidentialityandtheintegrity of informa-
tion systemslIn contrasto logical models[CK90] which actasconcretizatiot?, securitymodelsactas
abstractionspeglectingirrelevantfactorsandconcentratingon essentiafactorsinstead.

13A modelof a given setof axiomsexists only for a setof axiomswhich arefree of conflict. An existing modelrepresents
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A definitionof a securitymodelis givenin [LoSh87, p. 308]:

“In computersecurity a modelthat definesthe system-enforcedecurityrules. It specifies
the accessontrolson the useof informationandhow informationwill be allowed to flow
throughthe system. It also providesthe mechanisnfor specifyinghow to changeaccess
controlsandinterfacesdynamicallywithout compromisinghe systend.

Securitymodelsareimportantin the designphaseof aninformationsystemaswell asin the duty phase
andsene thefollowing purposes:

Definition of Terms: The definition of termsis a prerequisiteof securitymodels. It specifiesentities
of the systemwhich arerelevantfor confidentiality clarifieswhattheseentitiesmeananddisam-
biguateghetermssothatthey canbe processedutomatically

Description: The securitymodeldescribeghe form of confidentiality for example,the circumstances
underwhich a systemcomponentanacquireknowledgeof information. It describesgitherin an
algorithmicalor a declaratre mannerthe actionswithin the systemrelevantfor thefulfillment of
requirementsegardingsecurity

Analysis: Thedescriptionof theactionspossiblein the modelenableghe systemto determinewvhether
theseactionsare consistentand adequateor the system. The modelalso makesit possibleto
recognizewhatactionsmightleadto undesirableaccesdo informationandto preventsuchaccess
beforethe systemis actuallyused.

Verification: Potentialviolationsof the confidentialityrequirementganbe determinedcandforestalled
in adwance,e.g.,by automaticprocedureslin the modelingprocessjssuesconsideredrrelevant
for confidentiality are ngglectedby abstraction. Therefore,the model can only be interpreted
within thelimits setby theabstractiorandcannotguaranteeonfidentialitybeyondits formalism.
Neverthelesswithin thesdimitations,themodelcanbeverifiedin aformalmannemwhichassures
the userthatall informationintendedfor accessanbe accessedyut informationwhich wasnot
intendedto beaccessewvill notbe.

Enforcement: By arrangingunambiguougermsthroughactions,it is possibleto generateautomatic
proceduregrom the modelwhich canenforcethe confidentialityrequirementsvithin the system.

Confidentiality requirementsare often given as interdictions(e.g., particularapplicationsystemsare
never permittedto acquireknowledgeof personainterestanaintainedn a usermodel). Fromits struc-
ture,aninterdictionis a negatedexistenceclause(e.g.,m3X : A(X), whereX denotes potentialstate
of thesystemand A(X) theaccesso information),whichis equalto anall-quantifiedclauseof thenega-
tion of theinterdiction(e.g.,VX : =A(X)). Empirical all-quantifiedclausesusuallycannotbe proven
becausenot all statesareknown or canbe tested(whereaghey might easily be falsified, see[AK93]).

With formal securitymodels all permissibleactionsandstatesaredescribecandcanusuallybeenumer
ated. Throughenumeratiorof all statesthe compatibility of the systemwith the requirementsanbe
provenor atleastbetested.By meansof positive conditions(definedby permissionsn contradictionto

only oneof potentiallymary assignmentsor the syntacticalelementf the setof axiomsassignedy aninterpretation
function. Themodeltherebyis a concretizatior(see[CK90]).
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interdictions)in a securitymodelandthe restrictionthat only actionswhich are allowed by the model
canbe performed confidentialityrequirementganbe formulatedandtreatedalgorithmically

In the following sectionssomewell-knovn securitymodelsare described examplesof their usesare
given,andtheirapplicabilityfor usermodelingis evaluated.

7.1.2.1 NoninterferenceModels

Datawhich canbe assignedo cateyories* andis only confidentialif two cateyoriesarecombinedcan
be protectedby noninterfeence[Sum97 p. 137]:

“A precisedefinition of informationflow restrictionis foundin the conceptof noninterfer
ence Onegroupof userds noninterferingwith anotheigroupif theactionsof thefirst group
usingcertaincommandsave no effect on whatthe secondyroupcanseg.

With noninterferenceseveralusermodelclientscanmaintainthe sameusermodel,thoughbeingsepa-
ratedwith respecto definedcateyoriesof theusermodeldata.Figure5.1onp. 47 depictsseseralmodes
of cooperatiorbetweenapplicationsystems:CONT-DIV and CONT-SEPshav modesfor which com-
pletenoninterferenceetweertheapplicationsystemsA andB is given(eitherby applicationof two user
modelsor by separatiorof cont(A) andcont(B) within oneusermodel). In the modeCONT-SHAR,
theareacont(A) \ cont(B) is notinterferingwith cont(B) \ cont(A).

Thefollowing sectiondescribewo well-known noninterferencenodelswhich ensureconfidentialityby
giving accesgo informationto all entitieswhich arenot excludedfrom accessy previously accessed
information.

7.1.2.1.1 The ChineseWall Security Policy

The ChineseWall securitypolicy proposedby Brewer and Nash (see[BN89] and [Kes92) malkesit
possibleto separateaccesdo conflicting classe®f information[BN89, p. 207]:

“The basisof the ChineséWall policy is thatpeopleareonly allowed accesdo information
whichis notheldto conflict with ary otherinformationthatthey alreadypossess.

Initially, therequestepf informationis allowedto accessary informationherequestge.g.,information
of classA which containsanorymousdata).Subsequerinformationrequestge.g.,informationrequests
referringto class B which containspersonalinformation) are allowed if thereis no conflict relation
betweerthe currentinformationclassandall informationclassegpreviously referredto. WhenclassA
and B aredefinedasconflicting the latterinformationrequesttannotbe satisfied. The conflict relation
establishea ChineseWall betweeninformation classeqfor instance,somepartitions in usermodels
[KP95] may be definedas conflicting) where the requestelis able to choosethe side of the wall he
wantsto be on. CONT-SEP(seeFigure5.1 on p. 47) depictsthe Chinese\all policy within oneuser
model, CONT-DIV (seeFigure5.1)establishea ChineséMall betweerntwo usermodelingagentsvhere

YFor instancejn a usermodel,anorymousdataaboutsensitve characteristicean constituteone cateyory andidentifying
informationaboutthe usera seconctateyory.
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consisteng procedureg¢seeChapter7.2.1.1 ConsistencyandChapter7.2.2.1 Data Integrity) mustalso
benon-interfering.

7.1.2.1.2 NoninterferenceModel (Goguen-Meseguer)

GoguenandMesaguer(see[GM82] and[GM84]) describetheir noninterferencenodelin termsof au-
tomatatheory Beginningfrom a statesy € S, statetransitionscanbe conductedy thefunction:

do:SxUxC— S

with U asthe setof user$® and C the setof statechangingcommands The output (for instance the
displayof avariables value)a useris ableto getin a stateis definedby thefunctionout : S x U — O,
with O asthe setof possibleoutputs.

Thehistoryof thesystems denotecdasthe sequencef all pairsof users’commandgu;, ¢;) € (U x C):
we (UxC), w=(u,c1)0...0 (Uy,cp)

The statewhich is reachedby applyingthe sequencer startingfrom theinitial statesg is denotedby
[[w]]. Theoutputavailablefor auseru in thatstateis givenby:

([w]},, = out([[w], u)

For given groupsof usersG, G’ C U anda setof command¥’_ C C thefunctionpg c_ purgesall
pairsof w which containelementf thosesubsets:

pa,o-(w) ={wo (u,c) [lueGAceC }
TheusergroupG doesnotinterfere with G”:
GG & YweUxC)VueG: [w],=pacw),
Also, for agivensetof command<’_ doesnotinterfere with G':
C:G & NMweUxO),VuelG: [w],=Iprc ()],
Whencombineda groupof usersG andasetof commands’_ do notinterfere with usersin G':
C.G|G & YweUXO)VueG: [wl,=Ipeoc (W),

Within Goguenand Meseguers noninterferencanodel, a security policy is a set of noninterfeence
assertiongGM82, p. 16]. With the assertion®f noninterferingclassesa policy canbe definedwhich
assureghe userthat a group of usermodel clients cannotgain knowledge aboutusermodel entries
maintainedby a conflicting group of usermodelclients. For example,a group of usermodelclients
which shouldonly maintainanorymous datamay conflict with a group of usermodel clients which
shouldonly maintainpersonainformation.

5For Goguenand Meseyuer (see[GM82] and[GM84]), the term user correspondso a usermodelclient which accesses
informationfrom a usermodelandnotto theuserbeingmodeled.
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The noninterferencenodel makes it possibleto specify conflicting groupsof usermodel clients (or
actions,seeabove). It neitherspecifiesvhich usermodelclientis ableto access particularusermodel
entry nor doesit mention particularaccesanodes(e.g., read deletd. Therefore,it canbe usedfor
separatingpplicationsystemsof a useradaptve systemwhile maintainingthe usermodel,but it is not
suitablewhenaccesso concretausermodelentrieshasto be definedfor particularapplicationsystems.

In orderto computethe output presentedo a userw (i.e., a usermodel client), the history w of all
commanddrom eachusermustfirst be purged from the commandsnadeby usersin conflicting user
groups.Therefore the historyw hasto be be keptandthe purgedhistorypg,c_ (w) mustbe obtainable
for eachG andC_ in orderto producethe output[[w]],. The usermodelmusteitherbe recomputed
for every accesswhich is dependenbn the groupof usersG andthe setof commandsC_, or several
parallelusermodelshave to be kept, eachfor a staticgroupof usersG andsetof commands’ . The
sharedmaintenancef a usermodelis only possiblewithin a groupof noninterferingusers(i.e.,agroup
of noninterferingusermodelclients)wherebyall usersin thatgroupsharethe completeinformation of
thegroup.

GoguenandMeseyuers noninterfeencemodelmalesit possibleto separatgroupsof applicationsys-
tems,eachof which maintainsa sharedusermodelwithin a useradaptve system.lt is thereforeik e the
Chinesewall model(seeabore), focusedon the usersof information(i.e., the usermodelclients)rather
thanontheinformationitself (e.g.,onits sensitvity or the purposeof theinformationrequest).

7.1.2.2 Information Flow Control Models

In contrastto the modelsdescribedn the previous sections,jnformationflow control modelsdeal pri-
marily with the informationprocesseavithin a system.They describeeitherhow informationcanflow
within an information systemor which kinds of informationflows are prohibited. It is assumedhat
informationflows only within the modeldescribede.g.,in the usermodelingcomponentvhich imple-
mentsthe informationflow control model). Informationflow betweerinformationrequesterge.g.,user
modelclients)is not consideredhere.

In thefollowing, two well-known informationflow controlmodelsarepresentedvith examplessuitable
for useradaptve systems.

7.1.2.2.1 The Multi-Le vel Security Model (Bell-LaPadula)

By relatinga setS of subjectdi.e., informationrequestersjo a setO of objects(i.e., processedhfor-

mationentities),Bell andLaPadulas multi-level securitymodel(see[BP76] and[Bell88]) specifieghe
accesgo informationaswell asthe flow of informationwithin the systemprocessinghe information.
Both subjectsandobjectsarearrangednto securitylevels wherebya securitylevel is a pair consisting
of a classificatioranda compartment

A classificationis an elementof the totally orderedset C' (e.g., C = {unclassified, sensitive,
very-sensitive} with the ordef®: unclassified < sensitive, sensitive < very-sensitive). A
compartment is an elementof the power set2V with N asthe setof all need-to-knowcateyories

Breflexive, transitive, antisymmetric
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which describethe contentof anobject or the contenta subject is allowedto referto. For example,a
usermodelcanbe partitionedinto the need-to-knoveateyories N = {interests, skills, abilities}. For
thesetof security levels L = C x 2V, adominanceelationis defined:

(Cl,’l’Ll) < (CQ,TLQ) e <ceAny Cny c1,c9 € C, ny,nNg € 2N (7.1)

Thesecuritylevel function f = (fs, fo, fc) : S x O x S — L3 is appliedfor every subjects requesting
accesdgo objecto. Thefunction fo : O — L assignsachobjectits securitylevel andfg : S — L each
subjectits securitylevel. Thefunctionfc : S — L, fo(s) < fs(s),s € S, allows thesubjectto choose
asecuritylevel lower thanthe possiblemaximum.The permissibleaccessnodedfor subjects; to object
o;j aredefinedby amatrix M = (m; ;), m; ; € 24, A = {read, write}.

The Bell-LaPadulamodelis describedn termsof a statemadine modelwith a systenstatev € V =
(B, M, f). B denoteghe setof currentaccessightsfor subjectss; € S, o; € O, theobjectsreferredto,
anda; € A theaccessnode:b = (s;, 0;,0a;) € B.

A systemstatev is consideredo be secureaccordingto the Bell-LaPadulamodelif the following three
propertiesaregiven:

simple security property (“no readup sececy”): Whena subjecthasreador write accesgo anob-
ject, thenthe securitylevel of the subjectdominateghe securitylevel of the object(with respect
to thedominanceelation7.1).

Vs € S,0 € O[(s,0,read) € BV (s,0,write) € B] = fs(s) > fo(o) (7.2)

This condition ensureghat operationscan only be performedfor objectssubdominanto the
subjects securitylevel. For example,the following accessnodesare:

valid: (s1,01,read) fs(s1) = (unclassified, {interests, skills})  fo(o1) = (unclassified, {interests})
valid: (s2,02,write)  fs(s2) = (very-sensitive, {abilities}) fo(o2) = (sensitive, {abilities})
notvalid:  (ss,03,read) fs(s3) = (very-sensitive, {abilities}) fo(o3) = (sensitive, {interests})

Theconditionenforceghatsubjectscanonly accessnformationwith thesameor alower security
level. Throughthe combinationof classificationsand need-to-knowcategories it is possibleto
partitiona usermodelinto classesn which theinformationflow canberestrictedto onedirection
(e.g.,from sensitive t0 very-sensitive) within this class(e.qg.,abilities).

x-property (“no write down seciecy”): Whenasubjecthasreadaccess$o oneobject,thenthesecurity
level of anotherobjectfor the write accessnustnot be lower thanthe subjects securitylevel for
thereadoperation.

(s,01,7ead) € B = fo(s) > fo(o1) and (s,o0q,write) € B = fco(s) < fo(o2) s € S,01,00 € O:
(7.3)

This property specifiesthat information derived throughread accesgo an objectof a specific
securitylevel cannotflow to anotherobjecton a securitylevel which is subdominantvith respect
to thedominanceelation(seeExpressiory.1). For instancethewrite requestare:

valid: (s1,01,write)  feo(s1) = (unclassified, {interests}) fo(o1) = (unclassified, {interests})

notvalid:  (s2,02,write) - fo(s2) = (very-sensitive, {skills,abilities})  fo(o2) = (sensitive, {skills,abilities})
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The condition preventsconfidentialinformation from flowing to a subdominansecuritylevel to
which applicationsystemswvhich cannotbe trustedto keepinformationconfidentialalsohave ac-
cess.Preventingthis kind of informationflow canbe usefulfor two reasonsFirst, usermodeling
agentsemplgy proceduresvhich maintainthe integrity of the usermodel(seeChapter7.2, So-
lutions for Integrity), andthis sometimesentails modifying usermodel entries(e.g., entriesof
differentclasses)The x-propertyensureghatthisis only possibleif thereis no informationflow
to classeon a lower securitylevel. Second heithersuchintentionalinformationflows, nor un-
intentional,accidentainformationflows (e.g.,dueto an applicationsystemerror) are permitted
unlessthey arecompliantwith themodet”’.

discretionary security property: All requeste@dccessnodesmnustbespecifiedn thematrix M .
Vs; € S,Vo; € O,Yop € A: (s;,05,0p) € B=op €my,; (7.4)

While the previous two propertiesdescribethe potentialflow of informationwithin the security
model, this property describeshow an object (i.e., a usermodel entry) is relatedto a subject
(i.e.,anapplicationsystem}hroughparticularaccessnodes(seeChapter7.1.2.3.1for a detailed
descriptionof anaccesgontrolmatrix).

Usingtheterminologyof the Bell-LaPadulas statemadine mode] all secue transactiongi.e., transac-
tions which transforma secue statev; into a secue statev; ;1) startingfrom aninitial secue statevy
resultin a secue system(statev;1). All transactionsreconsideredo be secue if they comply with
thethreepropertiesdescribedabove.

With the Bell-LaPadulasecuritymodel, it is possibleto build a classificationand need-to-knovwcate-
gorieswhich characterizeisermodelentriesaswell asusermodelclients(i.e. applicationsystems)The

simplesecurityproperty (seeExpressiori.2) andthe x-property (seeExpressiory.3) specifythe possi-
ble informationflow within the securitylevelsof the usermodel. The particularaccessnodesfor user
modelclientsto usermodelentriescanbe definedoy anaccesgontrolmatrix (seeExpressiory.4) which

relateseachsubjectto anobject. Thedefinitionof particularaccessnodesenhanceghe definitionof the

possibleinformationflow with a specificatiorfor concreteinformationaccess This modelis therefore
usefulfor specifyinga compartmentalizedsermodel(seeFigure5.1on p. 47) andfor assigninggrades
of confidentialityto theusermodelentriesin the compartments.

7.1.2.2.2 The Lattice Model of Secute Information Flow (Denning)

In Dennings informationflow control model (see[Denn78, [Denn82 Chap.5]) the informationflow
(denotedby —) is describedasreducedentiopy® of the objectto which informationflows.

An informationflow from thevariablez to thevariabley,

Ts —ralYs (7.5)

"Becausell componentinvolvedin thesecuritymodelhave to complywith suchconditions thesemodelsareoftencalled
mandatorysecuritymodels(MAC models).
185ee[Sha49, [Blah87], or [Denn8] for entropyandconditionalentopy.
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is given when, througha statetransitionfrom states to states’ (causedby a commandsequencey,
stq 8'), new informationaboutz canbeobtained(i.e., reductionof conditionalentrogy) from y:

Hy, (zg) < Hy,(x5) (7.6)
For example,in ausermodel® in the states with the setof formulas:

Rs = { Pl(a) V Pl(b) \Y Pl(c) V Pl(d),Pg(a) V Pg(b),
Py(a) — Pi(a) V Py(b), P»(b) — Pi(c) V Pi1(d), (7.7)
VA,B,i: P(A)AP(B)=A=B }

andz = P; andy = P», =, hasanentrogy (with p(z,) asthe probability distribution of z,):

1.1 1.1 1

1.1 1 .

After insertingthe predicateP, (a) throughe, the statechanges:

Rsl = { Pl(a) Vv Pl(b),Pg(a),
Pg(a) - P (a) VvV Py (b),PQ(b) — Pl(c) V Pl(d), (7.8)
VA,B,i: B(A)AP(B)=> A=B }

andsodoestheentroyy of z:
1.1 1.1 .
Theconditionalentrofy of z in states (in absenc®f informationaboutys) is:

H

vs(2s) = H(zs) =2 (bits)

andwith knowledgeof y:

1.1 1 1 .
Hys/ (-Ts’) = - Zpys/ ('Ts')ld(pys/ (-Ts’)) = _(§Zd§ + §ld§ +0+ O) =1 (bit)

:csf
Becausdseeinequation?.6):
Hys/ (zg) =1< Hy, (z5) =2

an information flow exists from the variablez, to the variabley, (s —« ys, Se€Expression?.5).
Hence,a usermodelingcomponentvhich only hasknowledge aboutthe value of 4, (i.e. P,) hasa
loweruncertaintyaboutthe (probable)alueof z (i.e. P;) afterthestatetransitionthroughthecommand
sequencer.

In Dennings informationflow control model, a flow policy is definedby arrangingsecurityclassesn
alattice?® (SC, <, ®, ), where< definesa dominancerelatiort®, @ the leastupperboundoperator

19For this example the usermodelconsistf a setof first orderlogic formulas,se€[Pohl98,Chap.3].
205ee[Denn82 Chap.5] or [Bir61] for adefinition.
2lreflexive, transitive, antisymmetric
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(Vz,y € SC: z®y € SC), ® thegreatesiower boundoperatornVz,y € SC : z ® y € SC). Thereis
alsoasupremunsup(SC) andaninfimumin f(SC).

Eachobjecto is assignedo a securityclasssc(o) € SC. An informationflow z; —, y is allowed, if

sc(zs) < selyg) (7.9)

For example, in a specific user adaptve systemthe security classesinterest_consumer € SC,
interest_producer € SC, interest_maintainer € SC, andinterest_supervisor € SC canbe
orderedby thedominanceelation:

interest_consumer
interest_producer
interest_supervisor
interest_supervisor

interest_maintainer
interest_maintainer
interest_consumer
interest_producer

(7.10)

IAIN N IN

With P, » (seeExpressior?.7)asobjects theinformationflow zy —, y, iS:

valid: sc(P1) = interest_producer  sc(Py) = interest_supervisor
notvalid:  sc(Py) = interest_producer  sc(P,) = interest_maintainer
notvalid: sc(P;) = interest_consumer sc(P») = interest_maintainer

Theinformationflow controlmodeldescribe®nly which kinds of informationflows areallowed within
a systembut doesnot specifywhich actions(e.g.,read write) canbe performedby subjectson specific
objects.lt is therefordessstringenthantheBell-LaPadulamodel. It is alsomoreflexible in its definition
of valid informationflows becausét doesnot classifyusermodelclientsby securitylevels. Rather it
concentratesn the processednformation by groupingusermodelentriesinto securityclasseswhich
arearrangedn a lattice. Informationmight flow accordingto the dominancerelation (seeExpression
7.10)in thedirectionof the supemumof thelattice (e.g.,interest_supervisor in Expressiory.10).

Themodeldescribesn adeclaratre mannetow to verify thevalidity of aninformationflow whichwas
inducedby a statetransitionfrom states to states’ via acommandsequence (s b, s'). It focuseonthe
probablevaluesof variableqfor instance pn the valuesof theusermodelentriesP; and %) ratherthan
on subjectg(i.e., usermodelclients)andthe commandgshey areallowed to give to a usermodel(e.g.,
inser). Sincetheconcretecommandgor commandsequencea) which leadto permissiblanformation
flows are not describedexplicitly by the model, automaticproceduredor checkingthe feasibility of

the command(sequencejo be carriedout cannotbe emplo/ed. Rathey the command(sequenceijnust
be carriedout on the usermodel and afterwardsretractedif aninvalid informationflow occurs. This
stratgy usually involves expensve computationsparticularly the calculationof conditional entroy,

andcommandsequencewhich arenotretractablenay exist.

Becauseconcretecommandsare not describedwithin the informationflow model, it is applicablefor
non-compartmenteor sub-symboliagepresentatiomechanismsHowever, it is notgenerallyapplicable
to all usermodelsbecausef thelimitations of the usermodelingsystemsvhich hostthem(seeabove).
Theinformationflow controlmodelalsohasto beimplementedvithin theusermodelingsystenin order
to be ableto calculateentropies. Thus, a securitymodelbasedon Dennings informationflow control
modelmustbe adjustedo eachindividual usermodelingsystem.
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7.1.2.3 AccessControl Models

The securitymodelsdiscusseabove definedthe informationflow within aninformationsystemeither
by groupingconflictinginformationinto mutually exclusive acceslasse®r by specifyingthe permiss-
ableeffectsbetweerinformationclassesThesesecuritymodeldocuseitherontherelationshipbetween
particularinformationobjects(e.g.,usermodelentries)by groupingtheminto (conflicting) information
classesvith noinformationflow permittedoetweerthem,or they focusondefiningpermissablénforma-
tion flows betweerinformationclassesAn exceptionis Bell andLaPadulas multi-level securitymodel
(seeChapter7.1.2.2 InformationFlow Contiol Modelg where,in additionto thedescriptionof the pos-
sibleinformationflows, subjectsarerelatedto objectsby accessnodeghroughanaccessontrolmatrix

(seeExpression7.4 on p. 94). This accesontrol matrix will be describedn detailin the following

section.

Via amatrix, all objectsin aninformationsystemcanberelatedto the subjectshy accessnodeswhich
are grantedto a given subjecton an object (e.g., read, delete). When requirementsoncerningthe
confidentialityof the objectsare strong,mostof the matrix’s elementswill be emptybecaus@nly few
accesgnodesaredefined. Hence,the matrix canbe broken down into accessontrol lists (with focus
on the objects)or capability lists (with focus on the subjects).In both of thesemethodssubjectsand
objectsarerelateddirectly by accessnodes.Therole-basedaccesscontiol modelenhanceshe access
matrix model (andthelists into which it canbe broken down) by introducingan abstractentity (i.e., a
role) which groupsaccessnodes.Subjectsandobjectsareno longerrelatedby concreteaccessnodes
but by a collective termfor thesemodeg(i.e.,arole).

In thefollowing sectionsthedifferentaccessontol modelsaredescribed.

7.1.2.3.1 The AccessMatrix Model

The accessnatrix model developedby Harrison,Ruzzo,and Ullman (HRU model, [HRU76]) relates
eachsubjects; (s; € S) andeachobjecto; (o; € O) of aninformationsystemthrougha setof access
modesm;; C R (e.g.,R = {read,write, create, delete}). The relationis denotedby the matrix

M = (m; ;). Thevalidity of areques{(s;, o;, op) with op € R is givenby thefollowing equvalence:

(si,05,0p)valid < op € m;; (7.11)

For a useradaptve systemwith applicationsystemsapply,appls, ... ,appl, € S, the setof objects
O = {entryi, entrys, entrys, entrya, ..., entry, }, andthe setof rights R = {a, u,4,d}, (€.9.,a =
ask,u = update,i = insert,d = delete) anexampleof anaccessontrolmatrixis givenbelow:

@ W (waid) o ()
M :{u, a,i} :{u, a,i} | :{u, a,i,d} . :{u, a,i} (7.12)
{ua a,i, d} {U’, a,i, d} {u’ a,i, d} {’U,, a,i, d} e {U’, a,i, d}

In additionto thematrix describedere the HRU modelmalesit possiblefor subjectdo alterthe matrix
M in orderto modify therelationbetweersubjectsandrights(i.e., discretionary?? accessontrol model,
DAC mode) whichis, however, notrelevantfor usermodelingpurposes.

2Therelationof accessnodescanbe modifiedat the users'discretion
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7.1.2.3.2 Capability Lists and AccessControl Lists

For useradaptve systemsn whichahighdegreeof separatiori.e., noninterferenceseeChapter7.1.2.1,
NoninterfeenceModel9 betweendifferentapplicationsystemss demandedseeCONT-DIV, CONT-
SEPin Figure5.1 on p. 47) the matrix M = (m; ;) (Seeabore) is sparse(for instancesubjectA is
not relatedwith a right to objectso € cont(B) and subjectB is not relatedwith a right to objects
o € cont(A)).

A capabilitylist cl,, for asubjects; is asetof pairscontainingall rightsapplicablefor s;:
cls; = {(0j,mij) | mij #0,1 < j < m} (7.13)

Thecapabilitylist for s; containsall non-emptysetsof therow i of matrix M andtheirrelationto objects
(€.9., clappr, = {(entry1, {u}), (entrys, {u}), (entrys,{u,a,i,d}), ..., (entryny,,{u})}). Ordered
accordingo objects(insteadof accordingo subjects)accessontol lists canbeobtainedwhich specify
which subjectsareallowedto performoperationdor a givenobjecto;:

aclo; = {(si,miz) [ mij #0,1 <i<n} (7.14)
For example theaccessontrollist for objectentrys is: aclentrys = {-- -, (appln,{u, a,i,d})}.

Breakingdown the accessontrol matrix reduceghe storageandretrieval effort for sparsematricesbut
doesnot offer moreopportunitiegthanthe accessnatrix modeldoes.

Thenext sectiondescribesanaccesontrolmodelwhich extendstherelationshipbetweersubjectsand
objectsthroughaccessnodesto includeanadditionalentity.

7.1.2.4 Role-BasedAccessControl Model

Thesecuritymodelsproposedn the previoussectiongelatesubjectge.g.,usermodelclients)to objects
(e.g.,entriesin ausermodel)throughpermissiongi.e., permissibleaccesdo objects).The semanticof
permissionge.g.,read write) arefixedwithin therespectre modelandcannotbe changed.

In therole-basedcceszontol model(RBAC mode] see[SCFY96],[SB97],and[SBM99]) permissions
aregroupedby roles Theserolesareabstracentitiesfor which namesandsemanticeanbechoserand
changedy the designerof the accessontrol model. Permissions describedifferentmodesof access
(e.g.,to ausermodel). This flexibility in definingandgroupingpermissionghroughrolesmeansthat
RBAC is notboundto a particularaccessolicy (seethe previoussectiondn this chapterthoughit still
supportdmportantprinciples[SCFY96,p. 40]:

“Althoughthe RBAC conceptis policy neutral,it directly supportghreewell-known securityprinciples:

e Leastprivilege: Only thosepermissiongequiredfor the tasksperformedby the sameuserin the
role areassignedo therole.

e Sepaationofduties Invocationof mutuallyexclusive rolescanberequiredto completeasensitie
task, suchas requiring an accountingclerk and an accountmanagerto participatein issuinga
check.

BForinstancetwo permissionsead-identifyingandread-anonymousandistinguishreadaccesso usemmodelentrieswhich
male it possibleeitherto identify the useror to maintainhis anorymity.
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e Dataabstaction Insteadof theread write, executepermissiongypically provided by theoperat-
ing systemabstracpermissionssuchascreditanddebitfor anaccounbbject,canbeestablished.

The abore-mentionedprinciples supportthe confidentiality of information. For the purposeof user
modeling,the principlesareexplainedby examples:

e Leastprivilege: Application systemawhich areonly dependenbn particularinformationclasses
of the usermodel (e.g., information concerningthe users skills or interests)shouldbe ableto
acces®nly thatinformationclasswhichis intendedfor them. Also, within thatclass,only access
modeswhich arenecessaryor the functioningof the applicationsystemshouldbe granted.For a
particularapplicationsystemyreadaccessnay be adequatdut not the modesdeleteor modify.

e Sepaation of duties For a usermodelwhich is divided into partscontaininganorymous and
personatiata two differentroleswhich collectaccessnodego anorymousdataandaccessnodes
to personablatacanbe defined.Applicationsystemsnaybeassignedo oneof theserolesbut not
to bothin orderto preventthe linkageof anorymousandpersonatdata.With dynamicsepaation
of duty, anapplicationsystemis preventedfrom usingtwo (separatedjolesin onesessionstatic
sepaation of duty preventsapplicationsystemdrom usingtwo (separatedjolesat ary time.

e Data abstiaction Throughauthorization(seebelow), usermodel clients are assignedo roles
which collectaccessnodesto usermodelentries. The usermodelclientsarethereforeno longer
relateddirectly to usermodelentriesasthey werein the securitymodelsdescribedn the previ-
oussections.By definingroles, the authorizationcan abstracfrom concreteusermodelentries
(comparghe enumerate@ntriesin Matrix 7.12onp. 97). For instancetherole interestconsumer
may collect all accesanodesnecessaryo acquireknowledgeaboutthe users interestswithout
specifyingthe concretausermodelentries.

By meansof roles, differentaccessnodescanbe assignedo subjectq(i.e., usermodelclients,denoted
as uses in the model of [SCFY94) which canvary with differentinformation requestgdenotedas
sessions Therole-basedaccesscontrol modelis formulatedset-theoreticallymaking straightforvard

implementatiorand verificationpossible. The basereferencenodel RBAC is givenby [SCFY98 p.

42] (exampleswill begivenin alatersection):

RBAC),

e U, R, P,andS (usersyoles,permissionsandsessions);
e PA C P x R, amary-to-mary permission-to-rolessignmentelation;
e UA C U x R, amary-to-mary userto-role assignmentelation;

e user : S — U, afunctionmappingeachsessiors; to thesingleuseruser(s;) (constanfor
the sessiors lifetime); and

e roles : S — 2%, afunctionmappingeachsessiors;, to a setof roles
roles(s;) C {r|(user(s;),r) € UA} (which canchangewith time) and
sessiors; hasthe permissionsJ, ¢, oies(s;) 1P| (P, ) € PA}.
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For role-basediccessontrolmodelswhoserolesdescribentersectingpermissiorsets,role hierarchies
in which permissionarepassedilongthehierarchyvia inheritancecanbeintroduced This leadsto the
extendedmodel RBAC, givenin [SCFY98 p. 42] (exampleswill begivenin alatersection):

RBAC!

e U,R,P,S,PA,UA, anduser areunchangedrom RBACy;

e RH C R x R s apartialorderon R calledthe role hierarchyor role dominancerelation,
alsowrittenas>; and

e roles: S — 2% is modifiedfrom RBAC to require
roles(s;) C {r|(Ir' > r)[(user(s;),r") € UA]} (whichcanchangewith time)and
sessiors; hasthe permissionsJ, ¢, opeq(s;) {2l (3" < r)[(p,r") € PA]}.

A further extensioncan be madethrough RBAC, [SCFY96, p. 44] which allows for integration of
arbitrarypredicatesvhosetruth valuesarecontingenton their compliancewith constraintge.g.,mutual
exclusionof rolesfor oneuserin the samesessioror in all sessionsi.e., dynamicor staticseparatiorof
duty, seeabore and[San9§, [Kuhn97, [SZ97]). In orderto fulfill theinformationrequestthenecessary
accessnodesmustbepresentandthe predicatesnustbetrue.

Role-basedccessontrol modelsare policy neutral. Neverthelessbecausef their flexibility andex-
pressienessseveral policies,andtherebysecuritymodels,canbe modeledby RBAC. Nyanchamaand
Osborn(segfNO95], [Osb97, and[San96§) describeheemulationof amandatonaccessontrolmodel
(seeChapter7.1.2.2 InformationFlow Contiol Modelg. SandhiandMunawver[SM98] shav how adis-
cretionaryaccessnodel(seeChapter7.1.2.3 AccesContiol Modeld canberepresentetly RBAC, and
Barkley [Bar973 shavs how accessontrol lists (seeChapter7.1.2.3,AccesContiol Model9 canbe
expressedy RBAC.

Therole-basedaccesontrol modelmakesit possibleto implementseveral of the policieswhich are
mandatoryin the securitymodelsdescribedn Chapter7.1.2,Sececythrough SelectiveAccessandto
vary thesepoliciesaccordingto the requirement& of particularuseradaptve systems The role-based
accesgontrolmodelis alsoflexible enoughto supportachanginghumberof usermodelclientsthrough
dataabstraction.

7.1.2.5 Applicability of Security Modelsto User Modeling

This sectioncompareshe securitymodelgpresentedh the previous sectionsandratestheir applicability
for the purposeof usermodeling. With respectto generalinformation systems the securitymodels

24For instancethe describedsecuritymodelsfocuseitheron therequirementor confidentiality(seeChapter7.1.2.2.3 or on
therequiremenfor integrity (seeChapter7.2.2.1 Data Integrity). For usermodelsanorientationeitheron confidentiality
or on integrity would both yield negative results. In the first case,usermodel clients which are classifiedto handle
confidentialinformationarenotableto correctusermodelinformationwhichis accessibléo usermodelclientswhich are
classifiedto handlelessconfidentialinformation— the integrity of usermodelinformationon lower confidentialitylevels
canthereforenot be maintainedoy clientson higherconfidentialitylevels. In thelatter case clientswhich areconsidered
to fosterthe integrity bettermustbe ableto superseda greaterset of usermodel information than clients which are
lessreliable— thereforeclientson a high integrity level will keeptheir informationlessconfidential. For usermodeling
purposesa mixture of thesetwo orientationswill be suitablewhich affords a securitymodelthat can adaptto varying
policies.
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describedherehave beencomparedby Pernul[Per93 andothers(e.g.,[DMD89], [Gol99], [Lan97],
[McL87], [Per94, [PT92],[San9§, and[Sum97).

Securitymodelsarejust asimportantfor useradaptve systemsasthey arefor generalinformationsys-
tems. Dependingon the domainand structureof the useradaptve system,the modeof cooperation
betweendifferentapplicationsystemde.g., applicationsystemA andapplicationsystemB in Figure
5.10np. 47) usinga sharedusermodel,andthe demandf the userbeingmodeled differentsecurity
modelsareappropriate.

Noninterferencenodelsare mostappropriatevhensereral applicationsystemanaintaininga common
usermodelneedto be separatedompletely(seeCONT-DIV, CONT-SEPin Figure5.1onp. 47).

The ChineséMall securitypolicy providesaformalismfor specifyingconflictclassege.g.,cont(A) and
cont(B) in Figure5.1onp. 47)from whichaspecificusermodelclientcanchooseo accessnformation
from only oneof the conflicting classes. An assignmenbf particularconflicting classedo usermodel
clientsis not madeby the Chinese\Wall securitypolicy. The client choosingone classout of a setof
conflicting classegfor instance,cont(A)) determinedor itself which classesareto be excludedfor
furtherrequestgfor instanceall classesvhich conflict with cont(A)). Thus,it is not possiblewith the
Chineséhall securitypolicy to preventaccesdo a classof sensitve informationfor a particularclient.

The GoguerandMeseayuernoninterfeencemodelmalesit possibleto separateisermodelclientsmain-
taininga commonusermodelby assigningclientsto groups. In additionto noninterferencef clients,
noninterferencef commandge.g.,the insertionof usermodel entries)canalsobe formulatedwithin

the model. Whencombinedwith oneanother particularcommandsssuedby particularclientscanbe
definedasbeingnoninterferingwith otherclients(i.e., the executionof thesecommandsannotbe de-
tectedby otherapplicationsystems).Crucial for the noninterferencenodelis the history of all issued
commandsstartingfrom aninitial stateandthe ability to purge commanddgrom the history Usermod-
eling componentsisuallydon't keepa history of all executedcommandsHowever, evenif they did, it

is likely thata history purged by arbitrarily chosencommandswvould resultin aninconsistenttateof

theusermodelingcomponentThis dangemwould be particularlygreatfor conflict classesvhich arenot
static(for instancewhenclientschangeor join a conflict class).

In their multi-level securitymodelBell and LaPadulaprovide meandor classifyingusermodelentries
andapplicationsystemsaccordingto contentclassesindsensitvity levels. Furthermorethe modelde-
finesthe permissiblanformationflow in orderto preventinformationfrom becomingaccessiblén con-
tentclassesvhichwerenotassignear on sensitvity levelswhich arelowerthanexpected.Thenowrite
down property supportsconfidentialitywithin a useradaptve systembut hastwo consequenceshich
arecounterproducte?®: First, applicationsystemsn whichtheusertrusts(i.e., applicationsystemsna
high sensitvity level) areunableto supersedée.g.,update delet§ entriesmadeby applicationsystems
on alower sensitvity level. This meanghattrustedapplicationsystemsarenot allowedto correctuser
model entriesmadeby untrustedapplicationsystems. Second,untrustedapplicationsystemsare not
allowedto acquireknowvledgeof any usermodelentry madeby anapplicationin which the userplaces
greatertrust. Thesecharacteristickower the trustworthinessof the usermodelentriesandconsequently
diminishthe quality of theuseradaptve system.

The conflict betweernconfidentialityandintegrity inherentin suchsecuritymodelsis discussedh [Wis91] andon p. 100.
Possiblavaysof resolvingthis conflictareexploredin Chapter7.2.2.4 Inferencelntegrity andChapter7.1.2.4 Role-Based
AccesgControl Model
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Using Dennings informationflow mode] it is possibleto specify permissibleinformationflows by ar
rangingsecurityclassesn a lattice. This allows for a moreflexible securitypolicy — in contrastto the
multi-level securitymodelwherethe securitypolicy is mandatory Neverthelessan information flow
betweerclassexausedy a commandsequenceanbe detectecnly by a tremendousmountof com-
putation(seethe comparatiely simpleexampleon p. 95).

Commonto the noninterferencemulti-level security andinformationflow modelsis the fact thatthe
definedsecuritypolicy mustbe enforcedby theusermodelingsystem.For example the noninterference
modelrelies on the history of commandsand on their virtual executionafter being purged of certain
commandsThis canonly bedone,if atall, by theusermodelingsystem.The multi-level securitymodel
presumeghat informationis not processedutsidethe componentimplementingthe security model.
Otherwiseit would be possibleto retrieve informationbelongingto a securitylevel f(s) andinsertthat
informationon a securitylevel f/(s) subdominanto fc(s) (therebyviolating the x-property seeEx-
pression7.3onp. 93). For theinformationflow controlmodel,it is essentiato calculatethe conditional
entropy for all usermodelentriesbeforeeachstatetransitionof the usermodelingcomponentBecause
inferenceswithin the usermodelingcomponeninfluencethe conditionalentrofy of a usermodelentry
(seeexample7.100n p. 96), the calculationcanonly be performedwithin this component.

To beimplementedvithin ausermodelingsystemthesesecuritymodelsmustbe adaptedo the specific
representationdinferencetechniquesf the particularusermodelingsystem.They arethereforenot
independenof theusermodelingsystememployed.

For themajority of useradaptve systemsit is appropriatdo focusontheinterfaceof theusermodeling

componentvith the useradaptve system.Controllingthe communicatiorbetweerapplicationsystems
andthe usermodelingcomponenmmakesit possibleto specifythe joint maintenancef a shareduser
modelthroughselectve accesgo information. This approachmakesno assumptiongboutthe internal

structureandinformationprocessingf the usermodelingcomponengandis thereforegenerallyapplica-
ble.

We have chosenrole-basedaccessontrol asour accessontrol modelfor animplementatiorand ap-
plication within a useradaptve system. This modelmakesit possibleto develop simple andintuitive
securitymodelsaswell asto emulatemary well-known securitymodels.The balancebetweersecurity
requirementandcorvenientusecanbe achieved on differentlevels of granularity(e.qg.,differentstruc-
turesof the role hierarchy)— which is especiallyimportantfor useradaptve systemsn which a user
protectinghis usermodelis includedin the system.

Therole-basedccessontrolmodelimplementedereandits potentialfor usermodelingpurposewill
bediscussedn the next section.

7.1.3 Confidentiality throughthe Role-BasedAccessControl Model

In the previous sectionthe role-basedaccesscontrol model was describedand comparedwith other
well-known securitymodels.Becausaet is independendf a givenpolicy andis flexible in supportinga
changinghumberof applicationsystemswe preferthisaccesgontrolmodelfor usewithin useradaptve
systems.

This sectionoffers examplesof policies which apply to the use of usermodel entriesby application
systemsandareexpresseasrole-basedccessontrolmodels(RBAC models).
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User modelsoften collect dataon the interestsof their usersin orderto provide adaptve application
systemswith a basisfor personalizednformationsupply While “someapplicationsystemsnly make
useof the users interestsstoredin the usermodel® (i.e., they areinterestconsumes), “other appli-
cationsystemshave to insertor updateentriesin the usermodel” (i.e., they areinterestproduces). “A
certainsetof permissiongs commonto all applicationsystems’{e.g.,contactinghe usermodel,interest
maintainej and“all permissionsnustbe availablefor a supervisor’which mustbe ableto correctthe
usermodelentries(for instancetheuser interestsupervisoy.

Given the competencieslescribedabove for the roles’ interest_consumer, interest_producer,
interest_maintainer, andinterest_supervisor, a hierarchyof rolescanbe arrangedvherepermis-
siong® arepropagatedi.e., inherited alongthe hierarchyin the directionof the arrows:

interest-maintaine

RN

interest-producef | interest-consume|

N/

interest-superviso

Figure7.2: Rolehierarchyarrangingrolesaccordingto competencies

In theterminologyof RBAC; (seeChapter7.1.2.4,Role-Based\cces<ontiol Mode), therole hierar
chyis givenby:

RH ={ (interest_supervisor,interest_producer),
(interest_supervisor, interest_consumer),
(interest_producer, interest_maintainer),

(interest_consumer, interest_maintainer) }

(7.15)

wherethe elementf RH representhedominanceelation (a,b) € RH : a > b.

For mary useradaptve systemsthereare differentimplementationgor a type of applicationsystem
(e.g.,differentimplementationgor a news readerexist asrepresentatesfor interest_consumer) and
differentimplementations'can be on differentusers trust levels” dependingon their reliability, the
implementerthe availability of thesourcecode,etc.

To illustrate, we have chosenthreetrust levels untrusted(no assurancesegardingthe trust level of

theimplementatiorcanbe given), trusted(the implementatioris assumedo betrustworthy, e.g.,based
eitheron experienceor on recommendation)inspectedthe trustworthinessof the implementatiorhas
beenproven,e.g.,by inspectionof the sourcecode).

Throughorderingthethreelevels(inspected > trusted > untrusted) aseconchierarchyis established
which is orthogonalto the classificationshaovn in Figure7.2. A combinationof thesetwo orthogonal

Z6Commonrequirementsf useradaptie systemsusedfor the examplesin this sectionareenclosedn quotationmarks.
*"Seealsothe securityclassef example7.100n p. 96.
Zpermissiongor this examplearedefinedon pp. 106and113.
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hierarchieqe.g.,interest_consumer_tr representa “trustedinterestconsumer”)is shavn in Figure
7.3:

untrusted

interest_maintainer_unt

interest_producer_urlt

interest_consumer_u +t interest_maintainer_{r

~~a

interest_supervisor_ur}t

interest_producer_t}'

interest_consumer_lr

interest_maintainer_in|s

| N T T

interest_supervisor_{r

interest_producer_ing

interest_consumer_i ris

interest_supervisor_ins

Figure7.3: Layeredrole hierarchygroupedby trustlevels

Therolesin thefigurearegroupedby trustlevels. Within onetrustlevel group(e.g.trusted a hierarchy
similar to that of Figure7.2 on p. 103 canbe recognized).Arrows betweenrolesin differentgroups
representhe way in which permissionsare passedinherited betweenhierarchieson differenttrust
levels. Therole hierarchyfor theexamplein Figure7.3is denotedoy:

RH; ={ (interest-maintainer_unt, interest-maintainer_tr), (interest_maintainer_tr, interest-maintainer_ins),
(interest_producer_unt, interest_producerr), (interest_producer_tr, interest_producer_ins),
(interest_consumer unt, interest_consumer_tr, ), (interest_consumer_tr, interest_consumer_ins),
(interest_supervisor unt, interest_supervisor ir), (interest_supervisor_tr, interest_supervisor_ins),
(interest-maintainer_unt, interest_producer unt), (interest_maintainer _unt, interest_consumer_unt),
(interest_producer_unt, interest_supervisor_unt), (interest_consumer_unt, interest_supervisor_unt),
(interest-maintainer_tr, interest_producer_tr), (interest_-maintainer _tr, interest_consumer_tr),
(interest_producer_tr, interest_supervisor_tr), (interest_consumer _tr, interest_supervisor tr),
(interest-maintainer_ins, interest_producer_ins), (interest-maintainer ins, interest_consumer_ins),
(interest_producer_ins, interest_supervisor_ins), (interest_consumer_ins, interest_supervisor_ins) }

(7.16)

The samehierarchyasdepictedin Figure7.3 anddenotedby RH; in Equation7.16is shawn in Figure
7.4whererolesarenot groupedby trustlevels(seeFigure7.3), but by competencies:
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maintainer
interest_maintainer_unt
producer conM
] -
interest_producer_unt interest_consumer_ur|\t interest_maintainer_t
supervisor — ///
s —/ | /
interest_supervisor_ur|t interest_producer_t interest_consumer_{r interest_maintainer_inls
P ——
§
interest_supervisor_{r interest_producer_inF interest_consumer_ins
interest_supervisor_i+

Figure7.4: Layeredrole hierarchygroupedby competencies

Sofar, competenciesequiredwhenmanipulatingassumptiongboutthe users interestshave beende-
fined (seeFigure7.2). The hierarchyof competenciesvasextendedby including differenttrustlevels
(seeFigure?7.3)resultingin agenerahierarchywhich canbeappliedto all useradaptve systemslealing
with userinterests.

To be moreintelligible for userstherole hierarchycanbe further extendedto includerolesdescribing
more specific(exemplary)classef applicationsystemge.g., WW W -news-service, news-reader,
andmodel-owner):

RHy = RH1 U{ (interest_producer_unt, WW W -news-service),
(interest_consumer_tr, news-reader), (7.17)
(interest_supervisor_ins, model-owner) }

With respecto therolesof the hierarchyRH, a permission-toale assignmer? PA (seeRBAC, on
p. 99) canbedepictedn the following way:

PA ={ (interest_maintainer_unt,update),
(interest_maintainer_tr,insert),
(interest_consumer _tr,ask-if), (7.18)
(interest_producer_tr, delete-one), '
(interest_consumer _ins, ask-all),
(

interest_producer_ins, delete-all) }

More precisely:permissiomamesarerelatedto role names.
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Thepermission-to-rolassignmenif is motivatedby thefollowing requirementsf acommonuseradap-
tive system:

update “All applicationsystemsareallowedto updateusermodelentries.
insert “Only trustedapplicationsystemsareallowedto insertnew entries.
ask-if “Some of the trustedapplicationsystemsare allowed to acquireknowledge

aboutparticularinterests.
delete-one “Someof thetrustedapplicationsystemsareallowedto deleteparticularinter
ests.”

ask-all “Someof theinspectedapplicationsystemsareallowedto acquireknowledge
aboutall interests.

delete-all ~ “Someof theinspectedapplicationsystemsareallowedto deleteall interests.

Thedistribution of permissiongndthewaythey arepasse@longthehierarchyR H, to the specificroles
of RH,, whichwereaddedo RH,; in Equation7.17,canbedepictedn thefollowing way:

untrusted

[iterestmaintainer it

msted

[interest_producer_urjt [interest_consumer_unt interest_maintainer_{r

[ | ] | insert
\ \\ inspected

- ™~
[interest_supervisor_unt | [interest_producer_fr [interest_consumer _jr| | [interest_maintainer_ins

[ | 1] delete-one | | ask-if ||| ] |
—
[ interest_supervisor_{r [interest_producer_ink [ interest_consumer_ins
[ delete-all | ask-all |

interest_supervisor_ins

role holders and permissions

w news reade model-owner

update update update
ask-if ask-if
insert insert
ask-all
delete-one
delete-all

Figure7.5: Rolehierarchywith permissiorinheritance

3%permissiomamesaremotivatedby KQML performatves,seeChapter6.2.2.1, TheKnowledg Queryand Manipulation
Languaye (KQML).
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To completetherole-basediccessontrolmodel RBAC; (seep. 98) for thisexample,the

¢ setof users(i.e., applicationsystems)s definedasU = {appl1, appl2},

¢ theuserto-role assignmentelation
UA = {(appll, WWW -news-service), (appl2, news-reader)},

¢ andthefunctionroles asthemaximumof all applicablerolesfor two session& Sappi1 ANASgpp:
roles(Sappi1) = {WW W -news-service} androles(sappi2) = {news-reader} aredefined.

This givesusthe permissiorsetsP;, ,, = {update} andPs_ ,, = {update,ask-if,insert}. In the
next section,this examplewill alsobe discussedn connectionwith the implementationwve developed
for role-basedccessontrolin usermodeling.

Anotherexampleof arole hierarchy? thatcanbe appliedto useradaptve systemss givenin [Schr97&
wherethe motivation for definingrolescanbe tracedto differentkinds of agentg(i.e., applicationsys-
tems)embeddedn a useradaptve system:

general agent

information filtering agent

{ word processing agent }

/T\

{ layout skills handler

computer skills handler}

‘ interest consumer } linguistic skills handler

{ interest generator

Figure7.6: Role hierarchyconcerningagents

Modelingcharacteristicgaluablefor informationfiltering andword processingusuallyunderlydifferent
mechanismsinddomainsof usermodeling(seeChapterl, User Modeling. By analogy accesgo the
characteristicshouldbe definedandadministeredn the differentandindependentomainswhich are
bestqualifiedfor this task(e.qg.,in trust center). The following figure depictsthe situationwheretwo
role hierarchie® referencé* rolesof athird hierarchycontainingrolesgenerako bothdomains:

31sessionaredefinedin thefollowing section.
%2Arrows arein oppositedirection.

3Arrows arein oppositedirection.

34Seenext sectionfor the definition of reference.
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=) ) G G () () (o
/ \ Role Server af URLT

{Informaﬂon filtering agenf}

{ inferest generaftor } { inferest consumer }

Role Server at URL2

[ word pracessing agent

{Uﬂgu\'sﬂ[ skills haﬂdler} Ltayuu‘r skills haﬂdterJ {tumpufer skills haﬂdlerJ

Role Server at URL3

Figure7.7: Rolehierarchiespanningdifferentdomains

By dividing role hierarchiesnto differentareasof responsibility which extendsthemodel RBAC5, we
have achieredthedelayationof administation andscalabilityrequiredin Chapters.1.2,Sececythrough
SelectivéAccess Theflexibility of therole arrangemenmneanghatexpectationsegardingconfidentiality
andits gradecanbemetandconstraintsvhichareincludedin RBAC, (e.g.,staticor dynamicseparation
of duty) canbe applied. The mostimportantfeatureof our proposednodelis its userorientation it is
intelligible evento userswho wish to protecttheir own usermodel(seethe specificrolesin Figure7.5

whichwereaddedo RH; in Equation7.17on p. 105).
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7.1.4 Implementation of a Role-BasedAccessControl Model

This sectiondescribesanimplementatiordevelopedin this thesisin orderto defineandenforcearole-
basedaccesscontrol model (see RBAC, on p. 99) within a useradaptve system. As a basis,the
RBAC/Web implementatio?? of NIST®® is used(see[BCFGK97], [FBK99], and[SP9]), makingthe
following possible:

¢ definition of the setof applicationsystemsUU and the set of roles R (seethe referencemodel
RBAC, onp. 99), andtherole hierarchyRH (seethe referencanodel RBAC; on p. 100and
Equation7.15)

e definitionof constraintgegardingrole hierarchieqe.qg.,staticanddynamicseparatiorof duty; p.
99),

¢ definition of userrole assignmenti.e., therelationU A, seethe referencanodel RBAC),, p. 99
andp. 107),

¢ specificatiorof maximumcardinalityfor arole (i.e.,the maximumnumberof applicationsystems
which canassume particularrole),

¢ visualizationof role hierarchiesanduserassignmentand

e corvenientusevia aWWW interface.

After beingidentifiedandauthenticatedseeChapter5.2.1,Requiementdor Externallntegrity), which
is bQ/ond37 thescopeof thisimplementationtherole administratois ableto defineusers?, roles,arole
hierarchy(i.e., inheritanceof permissionsseeRH; on p. 104), maximumcardinality of roles,andthe
mutualexclusionof roles(e.qg.,separatiorof duty).

The following figure shavs the role administratos interface with valuesfor the definition of the
exemplaryrole hierarchyRH; (seeEquation7.16onp. 104)usedin the previoussection:

RBAC/WebReleasdl.1,ht t p: / / hi ssa. ncsl . ni st. gov/ r bac/

%NationalInstituteof Standardsind TechnologyMaryland,USA

$'Theidentificationandauthenticatiorof therole administratoiis handledvia thewebsener.

%8Users of the RBAC modelcorrespondo applicationsystemdor the scopeof this thesis but might alsoincludethe userof
theuseradaptve system.
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interest_consumer_tr
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interest_maintainer_unt
interest_producer_ins
interest_producer_tr

role_admin: cordinality at maximm 1

Figure7.8: RBAC/Webuserinterfacefor role definition
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Thedefinedrole hierarchy(e.g.,RH1) canalsoberepresenteth graphicform (seealsoFigure7.3onp.
104andFigure7.4onp. 105):

.
==

Netscape: Role Hierarchy

[k

Role Hierarchy
frterest_maintainer_unt role_admin
810 11
Y
interest_consumer_unt nterest_maintainer_tr interest_producer_unt
@1 C@L @
B
interest_consumer_tr interest_maintainer_ins Thterest_supervisor_unt ihterest_producer_tr
LR LRy @0y [(=RI))

\\

interest_consumer_ins hterest_supervisor_tr
By 3L

hterest_superuisor_ins
LN

interest_producer_ins
By

Role
interest_consumer_tr
assigned to:

Legend
— “Tibeits” mlation
Selected role
Q Rale in 55D with the selected mle
I:I Eale in DSD with the selected role
5 Authodsed wes/Cardimality

1 Thalivvited rdivalite

Figure7.9: RBAC/Webuserinterfacefor graphicrepresentationf arole hierarchy

In Figure 7.5 on p. 106 the role hierarchy RH; (seeEquation7.16 on p. 104) was enlaged by the
specificroles WW W -news-service, news-reader, and model-owner to createthe role hierarchy
RH, (seeEquation7.17 on p. 105), providing the userwith role namessuitablefor his domain. In
Figure 7.7 on p. 108 a role hierarchywas put togetherby referencingRBAC modelsfrom differ-
ent domains. An analogoudlivision can be madefor RH, in which the exemplary domain;nierest
containd® RH; andis administeredby expertsin interestmodeling. The roles RH, \ RH; can
be arrangedin a seconddomaini,iappr Which can be maintainedby anotherrole administratoror
by the user himself. With different instancesof the RBAC/Web implementation,different RBAC

*9The domaincontainsnot only independentole hierarchiesut independenRBAC models(seeRBAC,, RBAC!, and
RBAC, in Chapter7.1.2.4,Role-Based\ccessContol Mode).
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models can be managedand addressedvy different URLsS?®. | extendedthe RBAC/Web imple-

mentationto male it possibleto associatedifferent RBAC models (as describedabove, for in-

stance thosein the domainsdomain;yserest and domainrniapp) in orderto be ableto link different
RBAC models. In Figure 7.11 on p. 113 the string interest_consumer trQINTEREST-Server

is a referenceto domainnierest Which establishesan inheritance relation between the role

interest_consumer_tr of domain;yierest 10 therole news-reader of domainy,;app (S€EFigUres?.5

and7.7). Therebythe permissiongssignedo role interest_consumer_tr in domain;,terest alsoapply
tointerest_consumer trQINTEREST-Server in domainnsapp Whichtransferghesepermissions
to therole news-reader (seeFigure?.10):

Role Hierarchy

interest_consumer_tr@IMTEREST-Seruer
LR

news-reader
113

TRterest_producer_untBINTEREST-Geruer
@

fiterest_superuisor_insBINTEREST-Seruer
@1

mode | —cwner
€811

HHW-news—service
€110

Role
HHH-news—-service
assigned to:

appll

Legend
—= ‘Tnhedt" Elatio
Selected role
Rale in 5L with the selected role

[] =t in 5D it e setected e
306 Authorized wes/Cadimlity
o

Thlirvited cardivality

Figure7.10: RBAC/Webuserinterfacefor graphicrepresentationf usefrole assignment

The RBAC/Webimplementatioralsoassistdn managingheuserrole assignment/ A (seeRBAC), on
p. 99). Figure7.11shaws theinterfacefor the userrole assignment/ A (seep. 107)for domain rps appi
in which appllcanassumeherole WW W-news-service:

49Comparethe URLs of Figures7.8and7.11:
domaininierest athttp: //terra. gmd. de: 8080/ | NTEREST/ | ogi n
domaininiapp athttp: //terra. gnd. de: 8080/ OFFI CEAPPLI CATI OV | ogi n .
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Figure7.11: RBAC/Webuserinterfacefor userassignment

Sincethe RBAC/Webimplementatiorsupportsonly the arrangemerit of rolesinto a hierarchyandthe

assignmerit of usersto roles, | hadto addthe assignmerf of permissiongo roles, the inheritance
of permissionsalongthe role hierarchyandthe function$* user androles to RBAC/Webin orderto

achieve animplementatiorwhichis ableto enforcethe RBAC modelin a useradaptve system.

Theterm permissiorusedin the previous sectionss definedhereasa pair consistingof the permission
namé® andthe permissiondefinition On the basisof the permissiondefinition, accesgequestdrom
component®f the useradaptve systemcanbe verified by the RBAC model. Accessrequestsonsistof
KQML messagé$ which arecomparedvith regular expressionsvhich specifythekind of accesge.g.,
gettingknowledgeof the datawithout modifying it) aswell asthe dataaffected. For usermodels,it is
appropriateo specifyclassesf dataaffectedratherthansingleitems. In Figure7.12anexamplé’ for

“15eethedefinitionof therelation RH onp. 100.

42Seethe definition of therelationUU A on p. 99.

435eethedefinitionof therelation P A onp. 99.

4Seep. 99.

43eeEquation7.18onp. 105.

“8SeeChapter6.2.2.1,TheKnowled@ Queryand ManipulationLanguaye (KQML).
4'SeeChapter8.2,BGP-MS for furtherexamples.
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a permissiondefinitionis givenwhich specifiesghe permissiomsk-i f (seeEquation7.18on p. 105)as
aKQML ask-ifperformatve which refers,for example,in the BGP-MSusermodelingshell systemto
the partition SBJB (see[KP95] and[Pohl9§):

=[5 Pernission Definition |||
modify association:
ask-if] delete association
~iask—if Jkrcontent ~CSBUE kool change association
close

Figure7.12: A definitionof permission

With a completesetof permissionsP androles R, the permission-to-rol@ssignmenti.e., therelation
P A onp.99)canbeestablishedThefigureshavs theassignmenof the permissiongnsert andupdate
totherole interest_consumer_tr:

=[-8 Pernission Editor ||

ask-if

permissions for noder interest_consumer_tr delete selected permission‘

update
inherited permissions for node: imterest_consumer_tr close

Figure7.13: Permission-to-rolassignment

With theinterfacesdepictedn Figures7.12,7.13,and7.14,thedeveloperof the RBAC modelis ableto
authorize(seeChapter5.2.1,Requiementdor Externallntegrity) therolesandto represengraphically
theway permissionsare passedn throughinheritancewithin therole hierarchy
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Figure7.14: Graphicrepresentatioof the permission-to-rol@ssignment

As shawvn in the previousfigures,| have extendedthe RBAC/Webimplementatiorto supportthe com-

bination of different RBAC modelsin different domainsby meansof referenceto roles of different
domains A furtherextensionpermitsthe definitionof permissionsandtheirassignmento roles(i.e. au-

thorization).By comparing® anaccessequeswith a permissionthe complianceof the accessequest
with the RBAC modelcanbe validated®. Theimplementatiordescribechereis thereforeappropriate
to supportthe confidentialityof usermodelentries(describedoy an RBAC model)in a useradaptve

system.

“*In thisimplementationa sessiors; (seeRBAC), onp. 99) lastsfor oneaccessequesanduser(s;) resultsin thenameof
the (possiblyauthenticatedyendeiof the SKQML messageThe maximumsetof possiblerolesis appliedfor user(s;).
“9seealsothe exampledescribedn Chapter8.2, BGP-MSonp. 137.
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7.1.5 Motivation for Rolesin RBAC

In Chapter7.1.3, Confidentialitythroughthe Role-Based\ccesContmol Model, the role-basedaccess
control modelwasdefinedwith respecto the potentialclientsof usermodels(e.g,news-reader) and
their assignmento roles (i.e., the membersof the set R). The examplesfor roles givenin several
equation®’ were motivatedby accessmodesto informationand by trustin the information requester
Theseexamplesin noway limit the proposedRBAC modelto a specificpolicy. Commonto examples?!
of RBAC modelsis that the definition of rolesandtheir hierarchyis motivatedby the informationre-
guestergi.e., membersf the setU) therebyspecifyingthe context (e.g.,informationfiltering) in which
therequestedhformationmaybeused.Anotherway of controllingaccesgo informationis to definethe
RBAC modelaccordingto content-dependemispect§Sum97 p. 130]:

“Context-dependentand content-dependentaccesontrol. An accesslecisionmay use
informationaboutthecontet in whichthedecisionis made.This maybeervironmentinfor-
mation(time of day, for example),subjectattributes(suchaslocation,job responsibilities,
or history of otheraccessesgndobjectattributes(suchasfile sizeor creationdate).Access
controlusingsuchinformationis calledcontet-dependemn Content-dependebntroluses
informationin the objectbeingaccessedContent-dependemintrolis especiallyrelevant
for databassystemsyherethe datais structurecenoughto be usedin accesslecisions.

Particularlyin useradaptve systemsgdata(i.e., informationaboutthe userbeingmodeled)is structured
to supportprocessingfor instanceto supportinferencemechanismgseeBGP-MSpartition hierarchies
[KP95], [Pohl9]). Thesameor similar structuresnightbeusedasabasisfor definingtherole hierarchy
(seeexampleof Chapter8.2,BGP-MS.

Givena usermodelwith aninternalstructuredescribingthe contentof the data,the role definition can
be motivatedby the contents structure.In thecaseof usermodelingit is logical to definetherolesof the
RBAC modelaccordingio theusers roles. A very generalexamplefrom role theoryfor a users roles?
is givenin [OH66, p. 100]:

person
research worke| teacher father husband

Figure7.15: Exampleof ausersroles

For the purposeof usermodeling,the users roles mustbe more specificto provide an effective basis
for the role-basedaccessontrol model. The users generalcustomerrole might be further subdvided

%0seeEquations?.150np. 103,7.160onp. 104,and7.17onp. 105.

51See[FBK99], [GB98], [GoBag§, [Law93], [Mof98], [NO94], [SCFY94, and[SP98].

%2In contrastto this simple example, Zurfluh arguesthat personsmight assumeup to 100 rolesin interactionwith their
ervironment[Zur98, p. 50].
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into the rolesanonymousustomerand identifiedcustomer This division canimprove the users pri-
vagy while interactingwith a useradaptve systemof the electroniccommercedomain.For example,an
applicationsystemmight accessnformationtreatedby the anonymousustomerole in orderto offer
advicebasedntheusers personatharacteristicso theuserwhois trying to selecta product.Informa-
tion treatedoy the identifiedcustomerrole shouldonly be accessibleao the applicationsystemafterthe
userhasdecidedto a carry out a transactionwhich requiresidentification(e.g.,delivery of productsor
payment).

Anotherexampleof thedifferentrolesa usercanassumavhile interactingwith auseradaptve systenis
givenin [Jon89 Chap.2] wherecombination®f the patientandagentrolesarediscussedvith respect
to amedicalinformationsystem.

7.1.6 Summary

The previous sectionscoveredsolutionsfor sececyin usermodeling It was shavn that secreg of
the usermodelinginformationcanbe achiezed throughanorymizationandthroughencryptionof data.
For the encryptionof usermodelingdata,the meansfor exchangingusermodel entriesin electronic
networkswereextendedo includethe Secue SodketsLayer. Thisimplementatioralsomalesit possible
to authenticatehe informationexchangedtherebysupportinginformationintegrity, aswe will seein a
sectionbelow.

Confidentialityof usermodelinformationwhich is sharedby severalusermodelclients,wascoveredas
awealer form of secreg. Several securitymodelswhich have beenexploredin the securityliterature
were presentedandtheir applicability and advantagedor usermodelingpurposesvere describedand
exemplified.

Fromthesecuritymodelspresentedhere therole-basedccessontrolmodelwaschoserfor implemen-
tationbecaus®f its flexibility andapplicabilityfor awide rangeof useradaptve systemsAs anaccess
controlmodel, it canassureboth the confidentialityof the usermodelinginformationandits integrity
eventhoughit maynotbe possibleto ensureboth simultaneouslyor eachuseradaptve system.

The definition of the role hierarchywithin the role-basedaccesscontrol modelwas motivatedby the
usagecontet of the usermodelingdata(i.e., context-dependentccessontrol, seeEquation7.17 on
p. 105). It wasalsoshavn thatthe motivation for the definition of a hierarchyaccordingto the users’
roleswhile interactingwith a useradaptve system(i.e., content-dependemtccessontrol) cansupport
the users privacy.

7.2 Solutionsfor Integrity

In the previous section(seeChapter7.1, Solutionsfor Sececy) solutionsfor the complex of sececy
wereexplored.As anotherconstituenof securityin usermodeling,integrity andthewaysof meetingits
requirementsvill be dealtwith in this section.

As far aspossible measuresindmethodswill be describedvhich arecompliantwith the requirements
listedin Chapter5.2, Requiementdor Integrity. In addition, mutually exclusive ways of meetingin-
tegrity requirementsare discussed.It will becomeevident that, dueto the influenceof factorswhich
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determinethe integrity of the particularuseradaptve systemandusermodelingsystem,generalsolu-
tionslike thosedescribedn Chapter7.1, Solutionsfor Sececy,which canbe appliedto the majority of
useradaptve systemsdo not exist.

For thisreasonsolutionswhich adwanceintegrity will oftenbediscussedvith respecto aparticularuser
modelingsystemwhereappropriate.

7.2.1 External Integrity

Externalintegrity is consideredrom the perspectie of usermodelclients (i.e., applicationsystems)
which malke useof the usermodelinformation. Solutionsfor providing externalintegrity (seeChapter
5.2.1,Requiementdor Externallntegrity) cannotbediscussedn generabecaus®f thedependencen
the useradaptve systemandits domain. Insteadwe will focuson exemplarysolutionsimplementedn
severalusermodelingsystems.

7.2.1.1 Consistency

The useradaptve systemcanonly provide steadyadaptationso the userif the usermodelis consistent
(i.e., doesnot containcontradictoryusermodelentries). The assurancef consisteng is coveredin the
literatureon several usermodelingshell systemsfor example,in GUMS [Fin89] or in UMT [BT94, p.
41]:

“More precisely apossibleusermodelis a consistensetof assertionsincludingall knovn
premisesa maximal setof knowvn assumptionsandall the assertionglerived from these
premisesandassumptionshroughnotifiedinferences.

Otherusermodelingshell systemsare able to interpretan inconsisteng as a misconceptiorand can
inform the applicationsystemof the discrepang betweenthe currentstateand the ideal state. For
instance,in BGP-MS, the alert-from-bgp-mss sent(notified to the applicationin orderto signala
misconceptiodKP95, p. 70]. The ability to preventor detectand processnconsistenciess dependent
on the usermodelingsystemusedto maintainthe usermodel. Due to the varietiesof usermodeling
systemsneithera generalsolution nor an enumeratiorof all particularsolutionscan be given within
the scopeof this thesis. Furtherspecificsolutionscanbe found in descriptionsof usermodelingshell
systemgqseeTablel.lonp. 12).

7.2.1.2 Correctness

Usermodelingsystemsoften emplg productionsystemge.g., knowledg-basedsystemssee[GN87],
[Nil80], or [UIIB8]) which infer new assumptiongboutthe userfrom a setof given assumptionsand
rules. The validity of the inferred (i.e., newly generatedpssumptionsnustbe correct,not only with
respecto the calculusutilized in the productionsystem(e.g.,predicatecalculus,see[Pohl98 Chap.3]
and[Dav93)) but alsowith respecto thedomainof the useradaptve system.

The correctnes®f the calculuscan be verified for mostsystems. The correctnes®f an inferred user
modelentryis contingenton the assumptionsnd the rulesrepresentedvithin the productionsystem.
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Thevalidity of aninferredentry canbe verified by theuserbeingmodeledandthe developerof theuser
modelingsystem.Thelatteris ableto interpretthe inferredsyntacticentity (i.e., theinferredusermodel
entry) andtheformeris ableto comparethe validity of this interpretationwith the factsof the domain.
Thefactsof the domainareoftenaccessibl@nly to the users(e.g.,their interestsor goals). Therefore,
meansamustbe provided for the userto verify the correctnes®f the usermodel(andthe usermodeling
system).Severalusermodelingsystemsprovide meandor inspectionandcorrection (see[PSH95]and
[CK94, p. 145]):

“There aremary potentialbenefitsfrom makinga usermodelaccessibldo the userit de-
scribes.Thisis onthegroundsof theusersright to accessnformationaboutthemseles,the
accountabilityit enforceson the programmerreatingandusingthe modelandthe benefit
of having the userverify or correcttheinformationin theusermodel:

Neverthelessthe possibilityfor inspectionandcorrectionis no substitutefor therequiredcorrectnessf
theusermodel.

7.2.1.3 Adequacy

The adequag of a usermodelis definedin Chapter5.2.1, Requiementdor ExternalIntegrity, asthe
coeistenceof completeness andcorrectnessSincecompletenessanonly begivenfor domainswhich
canbeformalizedto a sufficient extent(e.g.,the productionrulesfor assumptionsnustbe explicit) and
correctnessftenrequiresthe users cooperationadequag of a usermodelis only possiblefor limited
areaf useradaptve systems.

7.2.1.4 Timeliness
A particularusermodelentry canchangdts valuecausedy mary factors for example:

update: Theapplicationsystemcanupdatetheusermodelentry therebychangingts value. Thetimeli-
nessof theupdatedusermodelfrom the perspectie of the updatingapplicationsystemis obvious.
For otherapplicationsystemaitilizing the same(sharedusermodel,theupdatewill gounnoticed.
Several usermodelingsystemsprovide a natification mechanismwhich informs the application
systemsaboutchangesf particularusermodel entries(seethe notifications(al ert-from
bgp-ns :retracted-assunption ...) and(alert-frombgp-ns :inferred-
assunption ...) in BGP-MS,[KP95,Chap.2.6]).

update consequence:The updateor insertionof a usermodelentry caninfluenceanotherusermodel
entry or a setof entries,for instance,by stereotypeactivation (seethe notification (al ert -
from bgp-ns :stereotype-change ...) [KP95, Chap.2.6]). Both the applications
systemdoingtheupdatingandthe otherapplicationsystemssharinga usermodelmustbe notified
of thischange.

internal mechanisms: Usermodelentriescanalsobemodifiedby internalmechanismsf theusemod-
eling systemwhich canincludeinformationfrom otherusermodels(e.g., clusteringalgorithms,

3SeeChapter5.2.1,Requiementgor Externalintegrity.
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learningtechniquesaging of attributes,normalizationof values,see[Orw95]). The application
systemsnustbeinformedof this changeaswell.

userintervention: Including the userin the maintenancef usermodel entriesalso causesxhanges.
Userinterventionsareusuallyindependentf theapplicationsystems actionswith respecto time.
For example thereareseveral systemsn which theusers correctionshave the highestpriority. In
theumsysteme.g.,[Kay95, p. 172]:

“The reliability is ordered:
given> rule > obsenation > stereotype.
If two piecesof evidencehave the samereliability, we accepthe mostrecent.

Thislist of factorsby which ausermodelentry’s valuecanchangedescribeshangesausedy explicit
actionseither by applicationsystemsor by the user Exceptionsare internal medanismsof the user
modelingsystemwhich canoperateon a regular basisor only after the input setof usermodelentries
(i.e.,thesetof usemodelentrieswhichis notachieredby inferencehaschangede.g.,agingof interests,
stereotypamanipulation).

Not includedin our enumeratiomor in mostuseradaptve systemss the changeof the domainand
the applicationsystems. User model entriesin userusermodelingsystemswhich employ symbolic
representatiomechanismgPohl9g summarizeconceptso which they refer by their designato*. In
mary domainsthe relationbetweendesignatoy intention andextensionis not constantwith respecto
time (e.g.,comparethe changeof the designator'gopher” to “WWW" with only minor changego the
intentionandextensionof the conceptchangingheadlineof news referringto the samestory, or often
unchangedubjectinesfor news in newsgroupswith completelychangedontent).

7.2.1.5 Authorization

As describedn detailin Chapter7.1.2,Sececythrough SelectiveAccessauthorizationof application
systemscan be establishedn variousways. By meansof an accesscontrol model, responsibilityof
applicationsystemdor areasof the usermodelcanbe expressedind enforcedthroughthe assignment
of accessnodeq(i.e., permissionsjo applicationsystems.

7.2.1.6 Identification

Chapterst and 6 cover variouslevels of identificationrangingfrom superidentificationto anonymity
(seeChapter4.1.1,Levelsof Anonymity. With the proposedmplementationgKQMLmix and SKAP)
thecompleterangeof identificationcanbe providedin useradaptve systems Superidentificaton, iden-
tification, and latent identificationcanbe establishedhrough SKAPlaswell asthroughSKQML (see
Chapter7.1.1.2 SececythroughEncryption,andChapter6.2.2, TheSecue Knowledg Queryand Ma-
nipulationLanguaje (SKQML). Pseudonymousdentification anonymougentification andanonymity
canbeestablishedhy SKQMLandthe KQMLmiximplementatior{(seeChapter6.2.3,KQMLmMiX).

%A conceptcanbedefinedasthetriple (designator, intention, extension).
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7.2.1.7 Authentication

The SKAPlimplementatioralsomakesit possibleto authenticatéhe communicatiorpartnerge.g.,the
applicationsystemsandthe usermodelingagentthroughmeansprovided by the Secue SoketsLayer
(SSL)via certificates(seeTable 7.1 on p. 83). In the samemanney the contentof exchangeddatais
authenticatedvhile in transit(e.g.,the currentimplementatiorusesthe MD5 algorithm, seep. 83 and
[Hir97]).

BecauseSKAPIloperateson a low layer (seeTable 6.6 on p. 77) andis transparento the application
system,informationaboutthe authenticityof the contentis not provided to the applicationsystemafter
the authenticityhasbeenproven. Oncean authenticateenessagéasbeensuccessfullyacceptedy the
usermodel,theauthenticitycannotbe subsequentlproven (e.g,to anotherapplicationsystem).

Theproofof origin (i.e., theauthenticity)of aparticularusermodelentryis importantfor mary scenarios
— for example,whenan applicationsystemneedsto be certainthatan authoritatve applicationsystem
hasawardeda particularlevel of expertiseto theuser or to the userwantsto ascertairwhich application
systemhasinsertedor modifiedan entry With the :signatue value of SKQML (seeChapter6.2.3.1,
Messae Signatue), theapplicationsystemis ableto authenticatehe senderof amessagaswell asthe
authenticityof the message’content. The :signatue valueof the messageanbe storedwith the entry
in the modelandprovided to otherapplicationsystemsor the userfor further proofsof authenticityof
theusermodelentry (see[Schr973).

7.2.1.8 Accountability

The accountabilityof usermodel clients for usermodel entriescan be establishedn differentways.
For identifiedusermodelclients(seeabore andChapter4.1.1,Levelsof Anonymity, the assignmenof
usermodelentriesto clientscanbe establishedby the usermodelingagent.For anorymoususermodel
clients, the origin of a particularusermodelentry canbe establishedasedon the signaturewhich has
to be keptwith the usermodel entry (seeChapter6.2.2.2,Extensiongo KQML and p. 66). With the
lattermethodit is notnecessaryo rely onthe usermodelingagents assignmenof usermodelentriesto
clients,becausehe signatureof an entry canbe checled without resortingto the usermodelingagent.
Not only cantheinsertingusermodelclient be ascertainedvith respecto a particularusermodelentry
but it canalsobe determinedvhetherthe usermodelentry hasbeenmodifiedsinceits insertion(e.g.,
throughprocessesarriedout by the usermodelingagent).

Throughaccountabilityof usermodel clients, the useris able to retracethe client which insertedor
changedarticularusermodelentries.This enableghe userto evaluateusermodelclients(i.e., applica-
tion systemspandto modify the authorization(seeabove). The accountabilityof clientsis alsothe basis
for the supervisiorof the useradaptve system.

7.2.1.9 Supelwvision
Differentaspect®f the supervisiorof theusermodelandits processebave beentreatedby severaluser

modelingshell systems Kay arguesnot only for accessibilityto the userbut alsofor simplicity of user
modelentries[Kay95, p. 179]:
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“Accessibilityof the usermodelis a critical aspecof unis design.If ausermodelis to be
effectivelyaccessiblethe usermustbe ableto understandgt. Onestratey for achieving this
is to strive for simplicity atall levels’

Simplicity of usermodelentriesrequiresan understandableerminologyanda clearpresentatior{e.g.,
similarto thatpresentedn Chapter8.5, ThePlatformfor Privacy PrefeencesProject(P3P)). However,

simplicity of the rulesof the productionsystemoften runscounterto its expressie power (see[Pohl9§

Chap 5]). Forsimplerepresentationtylesandinferenceproceduresyiewer componentsvhichvisualize
usermodelentriesandtheir justification (frequentlydepictedas chainsof rules)are possible. The um
toolkit [Kay95, p. 181] offers possibilitiesfor viewing an explanationof a usermodelentry and its

justificationaswell asfor modifying the entry by choosingoneof threepossiblevalues.Doppelgnger
providesa naturallanguagenterfacewhich allows for inspectionand correctionof usermodelentries
via email [Orw94]. TAGUS>® proposesa methodfor externalizinga usermodelso thatit canalsobe
inspectedand correctedoutsidethe usermodeling shell system[PSH95]. The externalizationof the
modelcontainsbothassertiongboutthe userandchainsof rulesusedto generatenferredassertions.

Supervisionconsistsof morethanjustinspectionandcorrectionof usermodelentries. It alsoincludes
meansfor acquiringinformationaboutthe completeuseradaptve systems mannerof processingin-
cluding:

e monitoringtheinformationflow to andfrom the usermodel,

¢ adjustingtheamountof (or evendisabling)usermodelingactiity within theuseradaptve system,
and

e establishingaccountabilityfor modificationsof usermodelentriesto applicationsystemsn order
to judgethereliability of thesesystems.

7.2.2 Internal Integrity

In this sectionsolutionsare presentedvhich meetthe requirementgor internalintegrity of usermodels
andusermodelingsystemsasoutlinedin Chapter5.2.2,Requiementdor Internal Integrity. Dueto their
dependencenthemechanismmplementedn the usermodelingsystemsthesesolutionswill oftenbe
discussedh regardto measureprovided by the systemsmplemented.

7.2.2.1 Data Integrity

Integrity of thedataprocesseih a usermodelingsystemis essentiafor the correctnessandconsistency
of ausermodel(seeChapter7.2.1.2,CorrectnessandChapter7.2.1.1,Consistency Theintegrity of
the usermodelis dependenbn the usermodeling systemimplementingthe model, its representation
mechanismdts inferenceproceduresandits robustnessvhenconfrontedwith unexpecteddata.Several
methodshave beendevelopedin usermodelingsystemso avoid inconsistencieg-or instanceBGP-MS
allows the insertionof anentryonly if it is consistentvith the currentsetof entriesandrules[Pohl98
Chap.7.2.1]. Becauseall requestssentfrom applicationsystemsto BGP-MS are evaluatedonly by

*Theoryand Applicationsfor Genenl User/LearnermodelingSystems
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meansof the setof entriesandrules,no dependenciebetweerthe entriesandinferredassertionsieed
be maintained TAGUSalsocheckshe consisteng of anexpressiorto beinsertedandusesurthermore
anauxiliary systemwhich maintainsthe dependencieletweerentriesandtheir derivations(see[PS94]
and[PS943). Theumsystemprovidesresolves which try to identify the sourceof aninconsisteng

andprovide extensibleprocedurego dissole theinconsisteng [Kay95, Chap.3.4]. The UMT system
hasthespecialcomponentConsistencyvlanager whichrecevvesnotificationsof inconsistenciefom the

ModelManeager in orderto dissohe them[BT94, p. 43].

Sofar we have exploredwaysin which the usermodelingsystemandthe usercansupervisedatain-

tegrity. However, thereareaspect®f dataintegrity which arebeyondthescopeof therepresentatioand
inferencemechanisnof the usermodelingsystem andthereforenot underits supervision.Particularly
in usermodeling,dataintegrity is endangere@vhenseveral applicationsystemsanaintaina shareduser
model.Usermodelentriesfrom differentapplicationsystemsanbeinsertednto theusermodel. These
entrieswhile appearindo be consistentvith respecto therepresentatioandinferencemechanisnem-

ployedby the usermodelingsystemmight actuallybeinconsistenivhenconsideredvithin the domain
(e.g.,theconsecutie insertionof anassertiorandits converseby differentapplicationsystems)For the

consenration of dataintegrity onthis level, differentintegrity models have beendevelopedin the areaof

securityin informationsystemgwithout regardto usermodeling).

ClarkandWilson'sinformalintegrity model[CW87] focuseonwell-formedransactionsandsepaation
of duty. Well-formedtransactionsare definedwhich have partial recourseto an entity (e.g.,the user)
capableof validatingthetransactiorwith respecto the domain.By sepaation of duty, scenariosanbe
constructedn which applicationsystemscontroleachother

Biba's formal integrity model of [Biba77 resembleghe Bell-LaPadulasecuritymodel (see Chapter
7.1.2.2,InformationFlow Contol Modelg with the exceptionof the x-property(seeExpressiory.3on
p. 93) which is inverted. Only moretrustedsubjectsareallowedto createobjectswhich areaccessible
to lesstrustedsubjects. Thereby trustedsubjectsare able to correctdatawhenits integrity hasbeen
wealenedby untrustedsubjectsbut not vice versa.

Commonto mostintegrity modelsis the reducedimportanceof confidentialityof the processedlata.
Obviously, thisis valid for Biba’s integrity modelwhich invertsthe dominanceelatiorr® with respecto
the Bell-LaPadulamodel,thusmaking objectson a highertrustlevel accessibldéo subjectson a lower
trustlevel. Whentwo latticesare requiredto represenindependensecurityclasse®’, e.g.,with one
lattice depicting confidentiality and anotherreferring to integrity of the usermodelinformation, the
problemcan be solved by combiningthe two lattices. This resultsin a more comple lattice which
satisfiedbothintegrity andconfidentialityrequirement$San93 p. 16].

Noneof theseintegrity modelshasbeenemplgyedfor the protectionof dataintegrity within usermodels
sofar. A partialimprovementfor dataintegrity canbe achieved throughaccesgontrolmodel$® which
allow for authorizatio®, thus grantingdistinct permissionge.g., modificationof usermodelentries)
to applicationsystems.By meansof accesscontrol, the accesgolicy canbe adaptedo enhancehe
integrity and confidentialityof the usermodelinformation([Sum97 p. 116]):

%6Seep. 92.

"Seep. 95.

%8SeeChapter7.1.2.3,Acces<Contol Models,andChapter7.1.4,iImplementatiorof a Role-Based\cces<Control Model
59SeeChapter?.1.4,Imp|ementatior|)fa Role-Based\ccesgContol Model,andChapter7.2.1.5,Authorization
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“Accesscontrolis the procesf ensuringthatall accesgo resourcess authorizedaccess.
Accesscontrolenforceghefundamentasecurityprincipleof authorizationlt supportdoth
confidentialityandintegrity.”

7.2.2.2 Systemintegrity

The hardvwareandsoftwareusedin implementingthe usermodelingsystemmustprovide integrity with
respectto the functionality requiredby the useradaptve system. User adaptve systemspresentno
additionalrequirementso the hardwareandthe underlyingsoftware (seeChapter5.3, Requiementdor
Availability).

Regardlessof how reliablethe infrastructures, certainusermodelingtechniquesndangesystemin-

tegrity. For instancethe BGP-MSusermodelingshellsystemis implementedn the LISP programming
languagevhichis consideredo be suficiently documente@ndtested andis ableto recoser from mary

exceptions.For logicalinferencesthe OTTER® theorenproveris employed (segfMcC94] and[Pohl9§

p. 148)). Sincethe first-orderpredicatecalculusis undecidabl®, a setof usermodelentriespassecdn

to OTTER couldthrow the systeminto a stateof unterminatedgrocessdespitethe reliability of the in-

frastructureln BGP-MS,atime limit, which terminategheresolutionprocesswithout having achieved

a conclusionaboutthe applicationsystems requestpreventsthis from happening.

7.2.2.3 Transition Integrity

Essentiafor usermodelingseners servingseveral usersand/orseveral applicationsystemss concur
rencycontwol. Throughconcurreng control, processesauseddy synchronousequestdrom indepen-
dentapplicationsystemsare rearrangedtherebyavoiding the possiblenegative effectsof synchronous
processesUsermodelingsystemsvhich arebasedon a databasemanaiementsystentantake advan-
tageof severalwaysfor ensuringconcurreng control of the databasenanagemengystem(e.g.,isola-
tion, atomicity transactionslocking, deadlockprevention,rollback, recorery, see[CFMS94],[Sum97,
[U1I88], [Mai83], and[CK94]). Usermodelingsystemavhichactasausermodel(ing)sener andimple-
menttheir particulardatamanagementechniquesnustprovide similar securityfeaturegsee[Fink98]
and[Fink99)).

The BGP-MSusermodelingshellsystemwhich wasextendedo includethe capabilityto sene several
applicationsystemsandusers[PH97], avoids concurreng by serializingapplicationsystems'requests
via the serializationof KQML messag@rocessingvithin the communicationsnodule.

In orderto specifytheinformationflow within the system several securitymodels(seeChapter7.1.2.2,
InformationFlow Control Model9 aredescribedn termsof systemstatesandtransitionsbetweerthese
states. Securitymodelshave not beenemplg/ed in usermodelingsystemsso far. Kay describeghe
informationflow within theumsystemin termsof transitions[Kay95, p. 151]:

“[...] Thismeanghatwe cansupportthemachines$ ability to modelusersf we improve the
transitionof helpfulinformationtowardsthemachinep,i,qt areaattheright of thefigure.
Oneway to do this is by improving the machines skill in makingclever interpretationof

0organizedtechniquedor theorem-preing andeffective research
1See[GN87).
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theusers sharedspace This correspondso thetransition:

y

N 3
USET shared — MAChineprivate

This informal andmandatorymodelof informationflow is only usedto explain the umsystemit is not
implementedvithin the systemin orderto ensureghatonly permissiblearansitionstake place.Neverthe-
less,it demonstratethe applicability of securitymodels particularlyinformationflow contiol models
within usermodels.Theintegrity of usermodelswhich arecompliantwith formalizedinformationflow

modelscan be enforcedwith the proceduresiescribedn Chapter7.1.2.2,Information Flow Contol

Models,andChapter7.2.2.1,Data Integrity.

7.2.2.4 Inferencelntegrity

Usermodelingsystemoftenincludeproductionsystemsvhich extenda givensetof usermodelentries
to covernew assertionabouttheuserby meanof inferencestatisticsandmachindearning(seeOrwant
quotationon p. 12 andthe examplein Chapter7.1.2.2.2. Usermodelingsystemsemplg production
systemdo adifferentdegree thusestablishingacompromiséetweertheusermodels expressie pover
andcomputationaeffort (see[Orw95], [Pohl9g, and[Scha97).

With the assignmenof a (possiblysharedyesponsibilit§? of particularapplicationsystemsor distinct
usermodel entriesor areasof a usermodel, constraintswhich did not apply previously are imposed
on the usermodel and the usermodelingsystem. For usermodel entriesnewly generatedy means
of the productionsystem,the responsibilitymustalso be defined. Becauseanostsecuritymodelsrely

on a classificatiorof the newly generatedisermodelentry (e.g.,a securitylevel for the Bell-LaPadula
modef3, or anadditionalcolumnin the accessontrol matrix model, seeEquation7.12on p. 97), the

new entrymustalsobe classified- automatically- by the productionsystem.

If the new entry is inferredon the basisof usermodelentriesfrom only one of the definedareasthe
classificatiorfor theinferredentry couldbe derivedfrom the classificatiorof theareainvolved (e.g.,the
sameclassification) For instancejf thesetR; (seeEquation7.7 on p. 95) andthe predicateP,(a) (see
Equation7.7 on p. 95) descendrom the samearea,the inferredformula P; (a) v P;(b) (seeEquation
7.8onp. 95) canbeassignedo this areaaswell. Problemsarisewhenentriesdescendingrom different
areasareusedfor inference.For instancejf P is availablein cont(A) (seeFigure5.10onp. 47), P, in

cont(B), andtheproductionrule P»(a) — Py (a) V P;(b) appliesin bothareasthetransitionfrom R, to

R, (seeEquation7.80n p. 95) throughinferencemalesit possibleto ascertairthe presencef Py (a) V

Py (b) in cont(A) for an applicationsystemwhich is only allowed to accessont(B). Assumingthat
all productionrulesareknown to theapplicationsystemsand P; wasnhot modifiedwithin thetransition,
applicationsystemsallowedto accessont(A) arealsocapableof ascertaining? (a).

Inferenceproceduresisingusermodelentriesof differentareasof accessregardlesof how the areais
specifiedby thedifferentsecuritymodels requirea classificatiorfunctionwhich assignsa newnly gener
atedusermodelentryto anarea. Secureusermodelsmustnot only provide proceduregor consistent,
correct,andtimely inferencesut alsofor the assurancéhatonly intendedinferencesare possible(see
the researcHiterature on security of knowledge-basesystems[BL87], [BL874], [GL91], [Mor87],
[Mor88], [Ten91], and[Thu9Q).

2SeeChapter5.1.2,SececythroughSelectiveAccess
63SeeChapter?.1.2.2,Inf0rmationFIow Contmol Models
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With the role-basedaccessontrol modelproposedn Chapter7.1.3, Confidentialitythroughthe Role-
BasedAccessControl Model the usermodeling systemcan determinewithout restrictionthe set of
usermodelentries(e.g.,cont(A) andcont(B), seeabove) supportingthe inferenceof newv usermodel
entries.Theclassificatiorof a nevly generateentry(e.g.,into cont(A) or cont(B)) is notspecifiedby
theacceszontrolmodelandis thereforedependenon the usermodelingsystem.

The previous paragraphsoveredthe inferenceintegrity of productionsystemgwith an exampleof an
unintendednferencewithin a knowvledge-basedystem).Usermodelsoftenlack completeinformation
abouta userdueto the demandfor implicit construction(seeRich quotationon p. 27). To completea
usermodel,analogicainferencecanbeemplo/edby ausermodelingsener whichinfer missingentries
from informationacquiredrom otherusermodels(seg/Orw95] and[KKP200Q). Forinstanceatypical
guestionfor a usermodelwith the characteristicsd andthe unknavn characteristicB is: “How mary
otheruserswho shav characteristicsl alsoshav characteristid3?”

For thisreasontherelevantusermodelentriesfrom thedifferentusermodelscanbecollectedandstored
in a mannersuitablefor replyingto statisticalinquiriessupportinganalogicalreasoning.The statistical
inquiries shouldonly provide information aboutthe average userand shouldnot malke it possibleto
ascertainmore aboutthe characteristicef a particularuserthanis allowed. Knowledgeof a unique
combinationof characteristicef ananorymoususercangive cluesfor deanogmizatior?*. As asimple
exampleof astatisticaldatabase;haracteristicsf severalusersarecollectedn thefollowing (relational)
table,wherebyusersareidentifiedby pseudonyn?s:

# | pseudoym age | browser | adwertisements| characteristicZ
1 a [,20] N y a
2 b [21,30] N n b
3 c [21,30] S y c
4 d [31,40] IE n d
5 e [21,30] N y a
6 f [31,40] IE n a
7 g [21,30] IE y a
8 h [41,50] N n a
9 i [50,] S y a
10 k [31,40] N n a
11 I [21,30] N y a
12 m [21,30] IE n a

Table7.3: Exampleof a statisticaldatabase

For the abore questionthe function count(A A B) = n is given to determinethe numberof usersin
the table which shav characteristicA and B. With the requestcount(age = [50,]) = 1 a unique
characteristidgs foundin the tablewhich malkesit possibleto ascertairall othercharacteristic$or that
pseudogmoususer for instancecount(age = [50,] A browser = S) = 1, count(age = [50,] A
advertisements = y) = 1, etc. To ensurethatthe characteristicef a userwith a uniquecombination
of characteristiceannotbeascertainedhefunctioncount canbelimited to valueswhich do notenable

4SeeChapter6.1.2,Content-basednonymity
85SeeChapter4, Requiementdor Anonymityand Pseudonymity
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it to recognizea uniquecombinationof characteristics:
count(AAB) =n,0 < npin <N < Nypag < N (7.19)

With thevaluesn,;, = 2,nmee = 10, N = 12 setfor this example,the previous requestannotbe
satisfied.

Unfortunatelythisrestrictioncanbeevadedby transformingherequestThefollowing exampleanswers
thequestionwhetherausercharacterizetty A = (age = [21, 30] Abrowser = N Aadvertisements =

n) alsohasthe characteristicB = (Z = b). Despitethe limitation of Equation7.19, it canalsobe
ascertainedhat the combinationof characteristicés unique. Therefore, A is decomposednto A =

Ay A Ay for which count(A; A As) andeount(A;) canbedetermined:

Nnin < count(A1 A Ag) < count(A) < npaz (7.20)

T = A; A A, is calledindividual tracker andcanbe found for moststatisticaldatabaseésee[DDS79,
p. 80] and[Denn82 Chap.6.3]). With thetwo satisfiablecounts

count(A) = count(Ay) — count(T) (7.21)
count(A N B) = count(T V (A1 A B)) — count(T') (7.22)
therequestanbesatisfiedDenn82 Chap.6.3].

The methodfor answeringstatisticalquerieswhich shouldnot be answerabléseeEquation7.19)is as
follows: First, atestis conductedo determinevhetherA describes uniquerelationof Table7.3where
A1 = (age = [21,30] A browser = N) and Ay = (advertisements = n) andby Equation7.21:

count((age = [21,30] A browser = N) A advertisements = n)

= count(age = [21,30] A browser = N)

—count((age = [21,30] A browser = N) A advertisements = y) (7.23)

= 3-2

A thereforedenotesa uniguecombinatiorandcanbeusedfor inferenceof characteristid3 by Equation
7.22:

count((age = [21,30] A browser = N A advertisements = n) A (Z = b))

= count((age = [21,30] A browser = N A advertisements = y)
V((age = [21,30] A browser = N) A (Z =b))) (7.24)
—count((age = [21,30] A browser = N) A advertisements = y)

= 3-2

Theexampleusesanindividualtradker for thepositivecompomiseof thestatisticadatabaséconcerning
theuserknown by the pseudoym b) which mustbefoundfor everyuser(i.e. row) of thetable.For mary

databasethereis a geneal tradcer which canbe usedfor requestsaffecting arbitraryrows of the table
(see[DDS79,p. 83] and[Denn88 p. 348]).

Several techniqueshave been developed to protect statistical databasedrom similar attacks (see
[CFMS94,Chap.5], [HDW97], [AW89], and[PL92]):
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¢ thelattice model[DS83],

e conceptuaktlustering[CO81],

e guerysetsizecontol (partially describedhbove, seg[Fel72 and[Chi78)]),
e cell suppessionCox8Q,

e dataswapping(see[Schi8] and[Rei8Q),

e non-overlappingqueries[DJL79],

e dataperturbation[Mat86€], etc.

Despitetheir compleity, all techniquesrealike in theirinability to protectdatafrom all attackssimul-
taneouslyInferenceintegrity in statisticaldatabase§.e., the assurancéhatinferenceghatareintended
canbedrawn but not unintendednferences}hereforedepend®nthe combinatiorof severaltechniques
[CFMS94,p. 339]:

“In generalwe canconcludehatnosingleprotectiontechniquealoneprovideshighsecurity
andlow informationlossatlow cost.Moreover, notechniquehatcanpreventbothexactand
partial compromisesxists. Sinceno onetechniqueis superiorto anotherin all aspectsthe
choiceof suitableprotectiontechnique(sshouldbe guidedby the protectionrequirements
andthe characteristicef the ervironmentprotected.

7.2.2.5 Constraint Integrity

Several constraintscan be imposedon the usermodelwhich are collateralratherthanbeing centralto
usermodeling. For instancethe anorymity®® requirements a constraintwhich actuallylimits the user
model’s rangeof functions,e.g.,by limiting datasetsfrom which inferencecanbedravn.

Particularlywith regardto the constraintof ervironmentalanonymit§’ (e.g.,thatthe characteristicef
morethanoneusermustbe maintainedwithin theusermodelingsener) andcontetual anonymity(e.g.,
asavery minimumrequirementno uniquecombinationof characteristicsvithin all usermodelsshould
be obserable, seeChapter6.1.2, Content-basednonymity,and Chapter7.2.2.4,Inferencelntegrity)
no singleusermodelcanascertairwhetherthe requirementsremet. Anonymity oftenbenefitsfrom an
anonymitysetof similar entitieswhich preventsa singleentity from beingsingledout. For this reason,
usermodelingseners(see[Orw95]|, [Pohl9g, [Fink9g], and[FK200(Q) areadwantageoushecausehey
couldensurethata suney of all usermodelswill notleadto the formationof a uniquecombinationof
characteristicdor a particularuser Unfortunately this runscounterto Allen’s demand(seep. 11) for
differentiationacrosausers.

#6seeChapter4, Requiementdor Anonymityand PseudonymityandChapter7.2.2.4 Inferencelntegrity.
7SeeChapter6.1.1,ErvironmentalAnonymity
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7.2.2.6 Semanticlntegrity

Semantidntegrity of a usermodelhasso far beenconsiderecnly to the extentthatit is importantfor
usermodel developers(seesystemintegrity®® and dataintegrity®®). The usermodelingsystemswhich
are describedn the literature offer no possibilitiesfor usersto specify semanticconstaints on their
characteristicgfor instance,'My characteristicsegardingskills shouldonly be processedf they dont
deviatefrom the meanby 30%).

Whetherthe semantidntegrity of the usermodeldatacanbe presered dependson the domainof the
useradaptve systemandthe meangrovided by the usermodelingsystemmeandor ensuringsemantic
integrity cannotbediscussedn general.

7.2.2.7 Alteration Integrity

Ways of using authorizationto protectusermodel entriesfrom alterationwere discussedn Chapter
7.2.1.5 Authorization,andin Chapter7.1.2,SececythroughSelectivéAccessIn asimilarmanneyruser
modelswhich do not authorizeapplicationsystemsareableto detectchange®f particularattributesby
monitoringthe authenticity(seeabove) of the entriesvia signatues’®.

7.2.3 Summary

In contrastto Chapter7.1, Solutionsfor Sececy, wheregeneralmeasuregor ensuringsecreg were
proposedthis chaptethasofferedno generakolutionsfor meetingtherequirementgor integrity in user
modeling Rathery solutionswhich have beenimplementedn usermodelingsystemsverepresentedor
the particularrequirementsiescribedn Chapter5.2, Requiementdor Integrity.

The integrity of a usermodelwasbroken down into externalintegrity (regardingthe applicationof the
usermodelby a useradaptve system)andinternalintegrity (regardingsolutionsprovided by the user
modelingsystem).It wasshavn thatfactorswhichimprove theconfidentialityof ausemmodel(e.g. iden-
tification, authenticationandauthorizationalsohelpto improve its externalintegrity. Othersolutionsfor
therequirementsegardingconsisteng correctnessadequay, functionality timeliness,accountability
andsupervisiorwerediscusseavith regardto examplestakenfrom particularusermodelingsystems.

Measuregor improving theinternalintegrity of ausermodelthroughdataintegrity, systemintegrity, and
inferenceintegrity werediscussedn connectiorwith productionsystemswvhich enhancehe setof user
modelentriesby inferring further assumptionsboutthe user We have shavn thatfew attemptshave

beenmadeto supportthesetypesof integrity within implementedusermodelingshell systemsdespite
thefactthatthey arecrucialfor theusers privagy. However, whensecuritymodelsareemployed,thecon-
fidentiality of usermodelinformationandits integrity canbe maintainede.g.,throughBiba’s integrity

model)andin somecasesgonfidentialityandintegrity canbe maintainedsimultaneously Concerning
the securitymodelsproposedn Chapter7.1.2,SececythroughSelectiveAccessthe mostsuitableones
to supportboththe confidentialityandthe integrity of the usermodelareaccessontrolmodelsaswell

astherole-basedicceszontrolmodel,which| have implementedn my researchWaysof meetingthe

88SeeChapter7.2.2.2,Systenintegrity.
#9SeeChapter7.2.2.1,Data Integrity.
"0SeeChapter6.2.2.1,TheKnowled@ Queryand ManipulationLanguae (KQML), andp. 66.
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requirementgor transitionintegrity, constraintintegrity, semantiantegrity, and alterationintegrity are
dependenbn the particularusermodelingsystemandwerethereforenot discussedh detail.
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Chapter 8

SelectedUser Modeling Components

This chaptercoversseveral component®f usermodelingsystemsavhich dealwith securityandprivacy
requirementsDoppeldgnger andBGP-MSwill be presented@stwo instance®f usermodelingseners
with differentfocuses As examplesthesecurityfeaturesmplementedn thesesystemswill bedescribed
andthewaysin which therespecire designscanaffect securitywill bediscussed.

The componentalled User Model RefeenceMonitor is includedherebecauset combinesthe three
solutionswhich have beenimplementedvithin thisthesisandthereforegivesanoverview of theirinter
actionandtheir applicabilityfor particularsecurityrequirementsn usermodeling.

The AVANTI systenis a useradaptve systemespeciallydesignedo handlesensitve informationabout
users. It is presentedhereasan exampleof an applicationof the proposedsolutionsandthe limits of
previously availablesolutionsfor securityandanorymity.

A brief descriptionof the currentPlatform for Privacy PrefeencesProject (P3P) shavs how security
measuresansupportthe users privagy. The dependencef privagy on security which was positedin

the introduction, is illustrated by the definition of policiesfor datausage. The accesscontrol model
implementedvithin thisthesiscanbe usedto specifytherequiredaccessontrolfor usermodelclients.

8.1 Doppelganger

Doppeld@nger, the “generalizedool for gathering processingandproviding informationaboutusers”
consistsat its core“of a sener, atoolkit of learningtechniquesanda databasef usermodels”(see
[Orw94], [Orw95], and[Orw96]). Datagatheredrom sensos (both hardware and software)is stored
andaugmentedy machinelearningtechniquesand statisticalmethodsin orderto provide application
systemswith apragmaticmodet of theuser

In additionto sensorsand applicationsystemsthe useris also given considerablettentionasa part
of the useradaptve system(for the definition of a useradaptivesystenusedin this thesisseep. 13).
Speciainterfaceswvhichallow for inspectiorandmodificationof usermodelentries(seeChapter7.2.1.2,
Correctnessand[Orw94, p. 152]) areincludedin the design. The inclusionof the userhasalsobeen

1See[Kay91], [Kay93], and[SASE97].
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consideredn the designphaseof theinterfaceto the usermodelingsener [Orw94, p. 155]:

“The underlyingprinciplesof interfacedesignin DOPPELGANGER areasfollows:

e Lettheuserknowv whatthe systemis doing.

e Lettheuserchoosehedegreeof interactvity with the system:differentamountswill
be appropriateat differenttimes.

e Model the users understandingf the systems operation,and provide explanations
appropriatdo thatlevel. If in doubt,simplify.

¢ Provide aninterfacethat highlights the unusualinferencesand actionsmadeby the
system.

e Integratecommunicationbetweerthe userandthe usermodelingsysteminto normal
daily actvities”

The listing above shaws the users ability to supervisé the system,for instance throughknowledge
aboutwhatthe systenis doingandthe ability to choosethe deggreeof interactivity.

By meansof analogicaimodeling,Doppeldnger is alsoableto supplyapplicationsystemswith mean-
ingful informatior? aboutthe userif the usermodelis incomplete(seeOrwant quotationon p. 12).
However, meandor ensuringthe limitation of possibleinference$ andanorymity have notbeenimple-
mented As ausermodelingsenerwhich hostsmodelsof mary usersandwhichemploys avarietyof sta-
tistical methodsPDoppeldgnger could checkfor uniquecombinationof usermodelentrieswhich allow
for deanogmizationandcould preventsuchcombinationgseeChapter7.2.2.5,Constaint Integrity).

Aspectof confidentialityandintegrity (i.e.,authenticatiomndauthorizationhave alsobeenemphasized
asa basisfor the users privagy [Orw95, p. 110]:

“An integral partof the usermodelingsystenmas serverparadigmaresafeguardsfor notions
of datasecurityand privagy. Potentially harmful, sensitve, or damaginginformation is
storedin DOPPELGANGER, andin an environmentwheremary workstationsaremaking
useof network servicesusersand applicationsmight be ableto falsify their identity to a
remoteservice.Thisis a seriousrisk andrequiressomemeansof accesontrol”

Fromthelevelsof anonymity, identificationandsuperidentification have beenimplementedy means
of the Kerbeios authenticatiorsystem(see[SNS88]and [Sum97, p. 487]). Throughthe Kerbeos au-
thenticationsystem,the identity of an applicationsystem,the user andalsothe usermodelingsener
canbe authenticateavhile informationis exchangedetweerthem. It is not possiblefor anapplication
systemto authenticate particularusermodelentry afterit hasbeenacceptedy Doppelgnger. With
the proposedextensionsto the KQML language(i.e., SKQML®), the proof of origin is availableto the
usermodelby meansof the :signatue valuewhich canbe storedwith the usermodelentry With this

2SeeChapter7.2.1.9,Supervision

3SeeChapter5.2.1,Requiementdor Externallntegrity, andChapter7.2.2.4 Inferencelntegrity.
4SeeChapter7.2.2.4,Inferencelntegrity.

5SeeChapter4.1.1,Levelsof Anonymity

6SeeChapter6.2.2, TheSecue Knowledg Queryand ManipulationLanguaye (SKQML)
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value,anothermpplicationsystemis ableto verify thata usermodelentryhasbeeninsertedby a particu-
lar applicationsystem(andhasnotbeenmodifiedin themeantimewithoutthehelpof theusermodeling
system.

The confidentiality of the usermodelcanbe attainedby assigningthe usermodelentriesto four cate-
gories[Orw95, p. 110]:

Usersmodeledby DOPPELGANGER can control the accesdo ary andall partsof their
usermodel,taggingthementirely private,entirely public, or a grayareain betweenwhich
canbeexpressedseither“everyonebut certainusers), or “no onebut certainusers”.

As a basisfor the accesscontrol model, the Andrew File System(see[AFS98] and[Sum97 p. 542])

hasbeenincludedin the implementation. The Andrew File Systenusesaccesscontmol lists® to relate
usermodelentriesandusermodelclientsby accessnodestherebyauthorizingusermodelclients. The
userinterface defining the authorizationwhich is essentiafor an effective assignmenbf the clients’

responsibilityfor partsof the usermodel, is not describedin the literature (comparethe description
for the authorizationthroughthe role-basedaccesscontrol model, Figures7.11— 7.14on pp. 113 -

115). With the four categories private, entirely public, everyonebut certain uses’, and no one but

certain uses, anaccesscontrol model® can be establishedvhich allows for the definition of simple
requirementsegardingconfidentiality® while severalusermodelclientsaremaintaininga (shareduser
model. Usingthis accesgontrolmodel,groupsof applicationsystemgfor instance;'no onebut certain
users”)canberelatedto singleusermodelentries.In [San97, it is shavn thataccessontrolby groups
is lessflexible and more complicatedto managehanthe role-basedaccessontrol modelproposedn

thisthesis.

Sececy of the usermodeldatawhile in transitfrom sensordo the usermodelsener or from the user
modelsener to the applicationsystemhasbeenimplementedoy meansof encryptiod?. For encryp-
tion, the PGPencryptionalgorithm[Gar95 hasbeenusedto protectthe communicatiorcarriedout via
electronicmail.

In addition, sececythroughtemporarydenial of acces$® to the usermodel hasbeenimplementedoy
giving the usernot only computationalowneship (asin the solutionsproposedn Chapter6.2, Pro-
cedual Anonymitythrough Mixes, or Chapter7.1.1.2,Sececy through Encryptior) but also physical
owneship[Orw95, p. 110]:

“Another methodof guaranteeingrivag is to ensurethat the userretainsnot only com-
putationalownershipof the data[...], but physicalownershipaswell. To this end, DOP-
PELGANGER canstoreusermodelson PCMCIA cardsaswell ason disks”

’SeeChapter5.1.2,SececythroughSelectiveAccessandChapter7.1.2,SececythroughSelectiveAccess

8Seep. 98.

®Users correspondin this context to usermodelclients e.g.,applicationsystems.

1%This accesscontrol model doesnot distinguishdifferent accessmodes(for instance,read write) andis thereforenot
suitablefor definingrequirementsegardingconfidentialityandintegrity (seeChapter7.2.2.1 Data Integrity).

H1seeChapter5.1.2,SececythroughSelectiveAccessandChapter7.1.2,SececythroughSelectiveAccess

125eeChapter5.1.1.2,SececythroughEncryption

13SeeChapters.1.1,SececythroughDenial of Access
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Thetimelines$* of inferencesandmembershipn communitiesn Doppeldginger is givenby arecalcula-
tion onadaily basis.

Amongtheusermodelingsenersdiscussedh thisthesis Doppelgnger combineghehighesinumberof
securitymechanismsAs describedbove, it providesmechanism$or ensuringhesecreg of usermodel
informationwhile in transitbetweernDoppeldnger andthe applicationsystemsa basicaccessontrol
modelfor authorizationmeandor supervisionandtheability to copewith incompletanformationabout
theuser Furthermechanismsvhichimprove the systems securitycouldbe addedo Doppeld@nger, for
instancea moredetailedaccessontrol modelfor definingthe users demandsegardingconfidentiality
of theusermodelinformation,a decentralizednechanisnior authenticatiorfin contrasto the Kerberos
system),andmeansfor protectingthe authenticityof eachusermodelentry In addition,mechanisms
which supportthe users’anorymity, andtherebytheir privagy, could be added,for instance through
preventionof deanogmizationof usermodelentries Jimitation of possibleinferencesandtheinclusion
of anorymousremailers®.

8.2 BGP-MS

The BGP-MS® usermodelingshellsystent'can assistinteractie softwaresystemsn adaptingto users
basedon assumptiongbouttheir knovledge, beliefs,and goals” [KP95, p. 4]. Knowledgeaboutthe
usercanbe represente@dnd processedia variousformalisms: terminolaical, first-oder, andmodal
logic [Pohl98 Chap.6]. BGP-MSwasexpandedio a usermodelingsener which canhostmodelsof
se/eralusersmaintainedby differentapplicationsystemgPohl98 p. 199]. PohlandHohle suggesthe
domain-basediser modelingby which usermodelentriesdo not relateapplicationsystemsand users
(i.e.,an(A,U) ervironmen) but domainsandusers(i.e., a (D,U) ervironmen}, see[PH97, p. 412] and
[Pohl98 Chap.7.3.3]):

“Therefore,the (A, U) ernvironments,which were suggestedbore as containersfor run
time UMKBSs, shouldbetterberegardedas(D, U) ervironmentsthatstoretheassumptions
abouta userU concerninga domainD togetherwith otherdomain-specifidata. Thereis
no reasonto constrainan applicationA; to onedomainonly; usermodelingdatacould be
modularizednto severaldomainsDy, ..., D,,. Vice versa,thereis no reasorto constraina
domainto be usedby oneapplicationonly.”

Domainsaswell asviews (see[KP95, Chap.4] and[Pohl98 Chap.2.3.3])asimplementedn BGP-MS
allow for the sharedmaintenancef partsof the usermodel’. Domainsaswell asviews of BGP-MS
candirectly be mappedo rolesof the proposedole-basediccessontol modet®. In thefollowing, this
mappingis givenfor the exampleof [PH97,p. 413]:

For amoreillustrative example,imaginetwo applications'Adaptex” (atext processorand
“IntelliDraw” (adrawing tool), which bothemploy acentralizedBGP-MSinstancefor user

14seeChapter7.2.1.4,Timeliness

5Anonymousremailerscanbe usedwith PGPto achieve someof the mechanismgrovided by the KQMLmix component
(seep. 59 andChapter6.2.3,KQMLmMIX) for procedurabnorymity.

%Belief, Goal,andPlanMaintenanceSystem

"SeethemodesCONT-SER CONTINCL, andCONT-SHARIn Figure5.1onp. 47.

18SeeChapter7.1.4,Implementatiorof a Role-Based\cces<Control Model
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modeling. They make useof the domains‘text-processing’and“v ectorgraphics”,respec-
tively, andsharethe domain“printing”.

Thenotationof therole-basediccessontrolmodef® for this exampleis givenby:

U = {Adaptez, IntelliDraw}
R {text-processing, vector-graphics, printing}

P = {tp-ask, tp-tell, vg-ask, vg-tell, pr-ask, pr-tell}
UA = {(Adaptez, text-processing), (IntelliDraw, vector-graphics)} 8.1)
RH = {(printing,text-processing), (printing, vector-graphics)} '

PA = {(text-processing, tp-ask), (text-processing, tp-tell),
(vector-graphics, vg-ask), (vector-graphics, vg-tell),
(printing, pr-ask), (printing, pr-tell)}

Permission® regardingk QML messagesentfrom the applicationsystenmto BGP-MSaredefinedas:

PD ={ (tp-ask,"\ (ask-if .*:domain text-processing.*\)"),
(tp-tell, "\ (tell .*:domain text-processing.*\)"),
(

vg-ask, "\ (ask-if .*:domain vector-graphics.*\)"),

(vg-tell, "\ (tell .*:domain vector-graphics.*\)"), (8.2)
(pr-ask, "\ (ask-if .*:domain printing.*\)"),
(pr-tell, "\ (tell .*:domain printing.*\)") }
For agiven(sample)message,
m=(ask-if :sender Adaptex :content (...) :domain text-processing ...)

the authorizatio®! of the sendeiis determinedasfollows:

1. determiningheuser:u = user(m) = Adaptex
2. determiningthe setof rolesassignedo useru: rs' = {r' | (u,r’) € UA} = {text-processing}

3. enhancinghesetof roleswith roleswhich inherit to the roleswithin rs’ :
rs=rs'U{r | (r,7") € RH,r" € rs'} = {text-processing, printing}

4. determiningthe setof permissiondor all roleswithin rs :
ps={p| (r,p) € PA,r € rs} = {tp-ask, tp-tell, pr-ask, pr-tell}

5. checkingwhetheratleastonepermissiordefinition(pd € P D) for the permissiorp € ps
matcheghe messagen (for this examplethe permissiordefinition
(tp-ask, "\ (ask-if .*:domain text-processing.*\)") matcheshemessage)

1SeeRBAC; onp. 100,Chapter7.1.3,Confidentialitythroughthe Role-BasedccessContol Model andChapter7.1.4,
Implementatiorof a Role-Based\ccesLontwol Model

NseeFigure7.12onp. 114.

Z15eeChapter7.1.3,Confidentialitythroughthe Role-Based\cces<Contol Model,andChapter7.1.4,Implementatiorof a
Role-Based\ccessControl Model
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6. if amatchcanbefound,procesgshemessage.

The abore exampleillustratesthe authorizationof applicationsystemsfor partsof the usermodel (in

this example,domaing. By meansof authorizationtheresponsibilityof severalapplicationsystemgor

partsof a usermodelcanbe definedandenforced. The confidentialityof particularusermodelentries
cantherebybe establishedIn this simple example,usermodelentriesof the domaintezt-processing

canonly be reador modified by applicationsystemswhich are authorizedvia their assignmento the
respectie role (e.g.,the Adaptex applicationsystem). A similar protectionexists for the usermodel
entriesof thedomainvector-graphics. This examplerepresentthe modeof cooperation CONT-SHAR
(seeFigure 5.1 on p. 47) with the usermodel entriesof the printing domainin the intersectionof

cont(A) andcont(B), for thisexample cont(Adaptex) andcont(Intelli Draw). In theabose example,
theapplicationsystemsAdaptex andIntelli Draw cansharenformationfrom theprinting domainbut
notinformationfrom the text-processing andvector-graphics domains.

Therole-basedccessontrolmodelnotonly supportonfidentialitybut canalsobeappliedto improve
the integrity of the usermodelinformation. To extend the exampleabore, we can add anotherrole
supervisor

R' = RU {supervisor} (8.3)

which canbeassumedby anapplicationsystemK nowledgeU pdate of whichthe user(or the developer
of theuseradaptve system)s corvincedthatit improvestheintegrity of theentriesof all threedomains
by keepingthemup to date.An enhancemerdf the permissiorassignment

PA" = PA U {(supervisor, tp-tell), (supervisor, vg-tell), (supervisor, pr-tell)} (8.4)

enableghe applicationsystemK nowledgeUpdate to updateall entriesin the threedomainswithout
acquiring knowledge aboutthe insertionsmadeby other applicationsystems. Thereby it is able to
improve theintegrity of the usermodelwithout wealeningconfidentiality

Thesececyof thedatawhile in transitbetweerthe applicationsystemandBGP-MScanbe securedy
meansof SKAPI?? throughencryption. Authenticationof the applicationsystemsandthe usermodel
sener, andthe authenticityof the exchangedusermodel entriescan also be guaranteed.Like Dop-
pelganger, BGP-MSsupportsdentificationand superidentificaton. For BGP-MS superidentification
is providedby meansf X.509certificatesvhich canbeissuedoy differenttrustcenters Thecomponents
of the useradaptve systemcanchoosefreely amongtrust centersto verify their identity. This process
modelthereforeoffers moreflexibility thanthe Kerberossystem(seethe previous section). Using the
SKQML?23 keyword :signatue??, theusermodelentriescouldalsobe authenticatedby otherapplication
systems.Furthermore BGP-MSis ableto supportprocedual anonymitythroughsenderanonymityas
well asthroughreceiveranonymity® if it is connectedo the applicationsystemby a mix network?®.

As a usermodel sener, BGP-MScould also provide ervironmentaland content-basednonymityif
meandor detectingauniqguecombinatiorof usermodelentriesandotheridentifying entrieswereadded.

22SeeChapter7.1.1.2,SececythroughEncryption

Z5eeChapter6.2.2, TheSecue Knowled@ Queryand ManipulationLanguaye (SKQML)

2Thevalueof this keyword (seep. 66) mustalsobe storedwith the usermodelentryandmustberetrievablefor application
systems.

5eeChapter4.1.3, Typesof Anonymity Chapter6.2.5,ReceiverAnonymity andChapter6.2.5,ReceiverAnonymity

26See(:hapter6.2.6,Mix Network andChapter8.3, User Model RefeenceMonitor.
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The confidentialityof the usermodelinformation canbe protectedby the proposedole-basedaccess
controlmodef’. This modelhasbeenproposed becausef its generalapplicability asa filter which
controlstheinformationflow betweerthe usermodelandtheapplicationsystemsit is thereforenot de-
pendenbninternalmechanismsf theusermodelingsystem With respecto a particularusermodeling
system,improvementsto this accessontrol model canbe made. Moreover, it might be advantageous
to replacethe proposedexternal) accesscontrol modelwith another(internal) securitymodef®. The
stronginferential capabilitiesof BGP-MS(for instance the ability to procesamodallogic expressions,
see[Pohl98 Chap.5.2.6],[Pohl98 Chap.6.3.4],[Schr9g, and[Simo095) would permittheusermodel-
ing systemto definethe desiredinformationflow betweerpartsof the usermodelby internalmeansof
the usermodelingsysteni.

Measuredor increasingthe external integrity of BGP-MS (e.g.,consisteny, timeliness,authorization,
identification,andauthenticationaredescribedbore andin Chapter7.2.1,Externalintegrity. Measures
for increasingnternal integrity (e.g.,data,system transition,andinferenceintegrity) aredescribedn
Chapter7.2.2,Internal Integrity.

Supervisionmeasurege.g., inspectionand correction)are not emphasizecdy BGP-MS However, a
functionis provided which returnsall usermodel entries,therebyenablingthe applicationsystemto
conductadialogwith usersabouttheir usermodel.

A detaileddescriptionof all featuresof the usermodelingshellsystemBGP-MScanbefoundin [KP95]
and[Pohl9g.

8.3 User Model ReferenceMonitor

The User Model RefeenceMonitor®! is not discussedereasa componenimplementedwithin a user
adaptve system,but ratherasanillustration of the interplay of the implementationglevelopedwithin
this thesis.Eachof the threeimplementationSKAPF2, KQMLmIix*3, andtherole-basedaccesontol
mode?* is suitedto different requirement® of useradaptve systemsand shouldbe regardedas an
initial setof moduleswhich are applicableto a wide rangeof useradaptve systems. Dependingon
the users anddevelopers requirementsor the adaptve systemandthe usermodelingagent,a different
rangeof securitymeasuress adequate For instance a useradaptve systemwith only oneusermight
provide procedual andcontent-basednorymity. While ervironmentalanorymity cannotbeguaranteed

2’Seethe abare exampleandthefollowing section.

23eeChapter7.1.2.5 Applicability of SecurityModelsto UserModeling

29SeeChapter7.1.2,SececythroughSelectiveAccess

%0A discussiorof thematterof inferencesecurityin knowvledge-basedystemgfor instancealogic-basedystemik e BGP-
MS) would exceedthe scopeof this thesis. The readerinterestedn the implementationof a knovledge-basedystem
with inferencecontrol basedon logic shouldreferto [BL87a], [Cup91], [Cup9], [CT94], [GL91], [GMN84], [Mor87],
[Mor88], [Per94],[Row89], and[SO87].

3lSee[LoSh87] for the definition of a refelencemonitor. "In computersecurity a securitycontrol conceptin which an
abstracimachinemediatesaccesso objectsby subjects]...]".

%25eeChapter7.1.1.2.2

3SeeChapter6.2.3,KQMLmix

34SeeChapter7.1.4,Implementatiorof a Role-Based\ccesContol Model

%SeeChapter4, Requiementgor Anonymityand PseudonymitygndChapter5, Requiementgor Security
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with only one (identifiable)user measuresor the two othertypes® of anorymity might turn outto be
futile, thuscausingunnecessargffort (for instance computationakffort for encryption,usereffort for
configuration,lateng, etc.) without providing a benefit. Similar considerationhiave to be takeninto
accounfor thelimiting conditionsof othersecuritymeasuresndtheir reciprocalactior?’. Thisis often
only possiblewith respecto theuseradaptve systemandtheusermodelingagentemployed. Only afew
generalsolutionsarefeasible. Theseconcentraten the connectiorbetweerthe applicationsystemand
theusermodel(for instanceby manipulatingheinformationflow betweerthemthroughaccessontrol
andanorymization)without consideringnternalfeaturesof the systems.With respecto the designof
the useradaptve systemthe usermodel,andthe users demandgor securityandprivacy the necessary
securityfeaturedor a givenuseradaptve systemshouldbe discussean a case-by-casbasis.

In thefollowing paragraphgheinteractionof thethreeimplementationsvill bediscusse@nda sugges-
tion for arrangingthembetweenthe useradaptve applicationsystem(UM clientin Figure8.1) andthe
usermodelwill bemade.This arrangementansene asadefault securityarchitecturdor useradaptive
systemsand canbe modified or extendedaccordingto the requirement®f the particularuseradaptve
system.

In Figure 6.5 on p. 76 we shaved how applicationdependenanorymization technique® and appli-
cation independentainorymization by meansof the KQMLmix2° componenimust be combinedin a
useradaptve system. The following figure focuseson the applicationindependentinorymizatiorf?,
superidentificatiorf, encryptiort?, authorizatiof® andincludesfurthercomponentsiecessarfor basic
securityserviceqfor instancea certificatedirectory)which aredescribedn thefollowing figure:

%63eeChapter4.1.3, Typesof Anonymity

%7See for instance the necessityof superidentificationfor anorymity emeging throughthe mix technique(seeChapter
6.2.3.3,KnownAttadksto Mixeg or the conflict betweernconfidentialityandintegrity discussedn Chapter7.1.2.5,Appli-
cability of SecurityModelsto UserModeling

38ror instance Anonymizes, LPWA, AnonymousRemailes, Onion Routing and Crowds(seeChapter6.1.3, Procedual
Anonymity.

%9SeeChapter6.2.3,KQMLmix

405eetherighthandsideof Figure6.50np. 76.

41SeeChapter6.2.3.1,Messae Encryption Chapter7.1.1.2.2 Chapter7.1.4,Implementatiorof a Role-Based\ccessCon-
trol Model andChapter7.2.1.6,ldentification

42SeeChapter5.1.1.2,SececythroughEncryption Chapter6.2.3.1,Message Forwarding, andChapter7.1.1.2.2

43seeChapter5.1.2,SececythroughSelectiveAccessChapter5.2.1,Requiementgor Externalintegrity, Chapter7.1.2.4,
Role-Based\ccessControl Model andChapter7.2.1.5,Authorization
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Figure8.1: UserModel Referenceévionitor

UM client: Theclientof ausermodel(UM) canbe eitheroneor severaluseradaptve applicationsys-
temsor theuser The UM clientsaswell asthe UM areconnectetf to the UserModel Refeence
Monitor via anelectronicnetwork andoperateon a TCB*.

certificate dir ectory: The certificatedirectorycontainsan X.509 certificaté® for the UM andfor each
UM clientwhich canbe usedto verify theiridentity. It canalsobe usedto verify the authenticity
of the informationwhich is exchangedbetweenthe UM clients andthe User Model Refeence
Monitor.

role sewver: The role sener provides an interface for the definition of the rolesfor a role-basedac-
cesscontrolmodef” andthe arrangemenof role€® into a hierarchy®. Furthermorejt manages
the assignmenf of clientsto roles. Sincethe role sener is basedon a commonweb sener?,
communicatiorcantake placewith encryptionandauthenticatiorby meansof SSL%2. With the
(authenticatedhameor pseudogim of the UM client, the roleswhich have beenassignetf to it
areascertained.

permissionsewer: Thepermissiorsener, whichis alsobasednacommonwebsener, handleghere-
lation P A>* of therole-basedccessontrolmodel RBAC, *°. For agivensetof roles(seeabove),

“For instancethroughTCP, seeChapter7.1.1.2.1

“STrustedcomputingbase see[Pfl89] and[Sum97].

463eeTable7.10np. 83.

4'SeeChapter7.1.4,Implementatiorof a Role-Based\ccesContol Model

“8SeeFigure7.8onp. 110.

4°SeeFigure7.9onp. 111.

0seeFigure7.10andtherelationU A asdescribedn therole-basediccessontrolmodel RBAC: onp. 100.

®1SeeChapter7.1.4,Implementatiorof a Role-Based\cces<Contol Model

2Seep. 82.

3SeeFigure7.8 on p. 110 andthe exampleon p. 137 for the definition and processingf the assignedolesand Chapter
7.1.5,Motivationfor Rolesin RBAC, for therationaleof therole hierarchies.

%4Seep. 100,Figure7.120np. 114,andFigure7.14onp. 115.

%5Seep. 100.
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the setof permissionsassignedo the rolesandto rolesinheritingto themcanbe determinedoy
this sener. For eachpermissiorin the set,the permissiordefinitior?® is ascertainedndthesetof
permissiordefinitionsis returnedo theUserModelRefeenceMonitor. If theUM client's request
matches’ oneof the permissiordefinitions,therequesis authorizedandcanbe processed.

mix: By connectingthe User Model RefeenceMonitor througha mix network with the usermodel,
proceduralnorymity canbe achieved. The mix network®® consistsof KQMLmix >® components
which provide sendemnorymity aswell asrecever anorymity.

User Model ReferenceMonitor: It manipulateghe informationflow betweerthe UM clientsandthe
usermodel.It canbeplacedbetweerthe UM clientsandthe UM which exchangeUM entriesvia
KQML 0. Sinceit imposesno demandn the internal mechanism®f the usermodelingagent
which hoststhe UM, it is applicableto a wide rangeof suchsystems.It performsthe following
actions:

Parsingof the KQML messagedviessagefrom UM clientsmustbe acceptedndparsed.

Handlingof protocolaspectsThe messagéasto be storedandeitherbe answeredvith the
reply by the UM or with anerrormessage.

Authentication: The senderof the messagdandits content)canbe authenticatedhrough
superidentificaton by meansof certificates. Also, sendersacting undera (controlled or
uncontrolled)pseudogm canbe authenticatedf their certificatecontainsthe pseudogm®?.
If noauthentications demandedthis stepcanbe omitted.

Authorization: The complianceof the UM client’s requestwith the definitionsfor accesgo
the UM entriesis verifiec??.

Anonymization: Theroutingof KQML messagesontainingthe usermodelentriesthrough
amix network®? providesprocedual anonymity Therebytherelationshipbetweertheiden-
tity of the user(i.e., the User Model RefeenceMonitor instance)and the usermodelis
hidden.

usermodel (UM): The usermodel processe®nly requestsvhich are authenticatedauthorized dis-
patchedandanorymizedby the UserModelRefeenceMonitor.

Usingamix network to isolatethe UserModelRefeenceMonitor andtheusermodelensuregprocedural
anorymity or proceduralpseudogmity of the user(model client) againstthe usermodel. As long as
content-basedndervironmentakinonymit§* arealsogiven,theusers identity cannotbe ascertainethy
theusermodel(or the usermodelingagent).Alternatively, the mix network could be usedto isolatethe
UM client from the User Model RefeenceMonitor which hidesthe users identity from the UM client.

6Seep. 113andFigure7.13onp. 114.

’Seethe exampleon p. 137.

%8SeeChapter6.2.6,Mix Network

%9SeeChapter6.2.3,KQMLmix

80seeChapter6.2.2.1, TheKnowledg Queryand ManipulationLanguage (KQML).
61See(11)and(12)in Table7.1onp. 83.

62Seethe exampleon p. 137.

83SeeChapter6.2.6,Mix Network

84SeeChapter4.1.3, Typesof AnonymityandChapter6.1, Anonymity
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Both methodscanbe combinedto hide the users identity from both componentgseeFigure6.5on p.
76).

As the User ModelRefeenceMonitor proposedn this sectioncanenhancehe securityof useradaptve
systemswithout makingfarreachingpresuppositiongboutthe usermodelingagent,it canbe applied
to a wide rangeof agentsexchanginginformationaboutthe userby KQML messageskor reducedse-
curity requirementsseveral componentsnay be omitted, for instancethe encryptionthroughSSL, the
certificatedirectory authorizatiorthroughthe accesgontrolmodel,or the mix network. Singlecompo-
nentscanbe providedeitherassoftwarepackagege.g.,for encryptionandauthenticationjo beincluded
into usermodelclientsor asservices(e.g., authorizationof informationrequestor anorymization of
exchangednessages).
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8.4 The AVANTI system

An exampleof auseradaptve systemin whichtheUserModelRefeenceMonitor (seeprevioussection)
canbeappliedis the AVANTIsysten{FKS97]to bedescribedelow. It providesuseradaptedypermedia
informationabouta metropolitanarea(e.g.,aboutpublic servicestransportationsights)for a variety of
userswith differentneedge.qg. tourists citizens time-restrictedvisitors, travel ageng clerks,andpeople
who areelderly vision-impaired or wheelchaikbound).

An initial amountof userinformationis gatheredy aninterviev whichis carriedout prior to usingthe
system.Furtherinformationaboutthe currentuseris collectedduringtheinteractionwith the systemby
the Hypeistructue Adaptorandprocessedby the User Model Server(i.e., the BGP-MSusermodeling
shellsystemseeChapter8.2,BGP-MS. Basedontheassumptiongbouttheuser thecontentaswell as
its presentatiofis adaptedo the user An overview of the systems architecturés givenin thefollowing
figure (seebelowv and[FKS97] for adescriptionof all systemcomponents):

User User
Interface| Interface|
A A ®

\
| \@ \ observed
\\user interaction

- Adaptation Rules le — User Model
- User Model Server
Construction Rules

Retrieval of Multimedia Objects

| 4
Multimedia DoTobosek
_ Interface

Legend:

<«—> communication links
references
— communicatfion examples

Figure8.2: The AVANTI useradaptve system

The AVANTI systemcan be usedby meansof a commonweb browser (seethe top left corner of
Figure 8.2) aswell as by meansof a specially-deelopeduserinterface which hasbeenadaptedfor
userswith certainkinds of physicaldisabilities(i.e, the AVANTI web browser seethe top right corner
[SPSSMLPK98 and[SPKS97]).In bothcasestheinformationwhichis collectedandprocesseavithin
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the systemmightbe consideredssensitve by the user Therefore measurestiave beenproposedvhich
maintainthe systems securityandprotectthe privacgy of the userbeingmodeledFKS97,Chap.6].

If usedwith acommonwebbrowser anorymousor pseudogmousaccesso thesystencanbeachiezed

for theuserby the servicesdescribedn Chapter6.1.3,Procedual Anonymity(e.g.,throughAnonymiz-
ers, LPWA, Crowds Onion Routing or also KQMLmix, seeFigure 6.50on p. 76). If no anorymity is

required(or possible)for the user the secreg of the informationexchangedetweenthe web browvser
andthe Hypesstructue Adaptor can be securedthroughsuchwell-known technologiesas the Secue

Sodkets Layer (SSL, seep. 82). The secreg of the information exchangedbetweenthe Hypeistruc-

ture Adaptorandthe User Model Servercanbe ensuredy the SKAPI5® implementatiorwhich permits
end-to-endencryptionof the communicatiorandauthenticatiorof the involved components.

Assumingthat only oneHyperstructue Adaptoris connectedo one User Model Server anencrypted
tunnelwhich is independenbf the applicationsystems protocolcanbe establishedy suchimplemen-
tationsasthe Secue Shelf® or IPve®’.

If the systemis accessedhroughthe AVANTI webbrowser informationflows occurnot only between
the browserandthe Hypesstructue Adaptorbut alsobetweenthe browvserandthe User Model Server
(seeFigure8.2). The AVANTIwebbrowsermonitorsthe users interactionandreportsanomaliego the
User Model Server(e.g.,useridle or high error rate [SPKS97]). Basedon this information,assump-
tionsinsertedby the Hypesstructue Adaptor, andinferencesddravn by the User Model Server further
assumptionare forwarded(notified to the AVANTI web browserby the (shared)usermodelin order
to adaptthe browserto the users needs.Therefore the two informationflows from the Hyperstructue
Adaptorandthe AVANTI webbrowsermustbe coordinatedbeforebeingprocessedby the User Model
Server

The servicesdiscussedn Chapter6.1.3,Procedual Anonymity,are not sufficient for this purposefor
several reasons.With Onion Routing®, the physicalnetwork addresof the User Model Servermust
be known to the Hyperstructue Adaptorandto the AVANTI web browserandvice versa. Therefore,
procedurl anonymitycannotbe presenbecauseeceiveranonymit§® is not givenfor the brovserwith
respecto theUserModelServer Thismeanghatthe UserModelServeiis ableto determinghenetwork
nod€® onwhich the browseris running,which mayin turn provide hintsto the users identity. Usingthe
KQMLmix "t componentit is possibleto provide notonly senderanonymitybut alsoreceiveranonymity
by meanf the:RPI72 keyword which allows the UserModel Serverto sendrepliesandnotificationsto

85SeeChapter7.1.1.2,SececythroughEncryption

%The Secue Shell (see http://wwietf.org/htm.charters/secsh-charter.htm,
http://ww. openssh. coni, and http://ww. ssh. org) provides a proxy over a TCP soclet for the
communicatiorpartner Communicatiorover a network is performedin encryptedform by meanssimilar to the Secue
Sodets Layer (SSL, seep. 82). The applicationsystemis neitherableto changethe X.509 certificatewhich it expects
of its communicatiorpartnernor is it ableto accessnformationaboutit — which is possiblewith SKAPI (seep. 82).
Likewise,the UserModel Servemusteitherestablisha distinct Secue Shellproxy for eachcommunicatiorpartner(i.e. a
Hypesstructuie Adapto)) or usethe samecryptographidkeys for all of them. This approachs thereforeonly appropriate
for avery simplestructureof the useradaptve system.

67See[FKS97], [Hui96], andthe commentsn the Secue Shell

%8SeeChapter6.1.3,Procedurl Anonymity

89SeeChapter6.2.5,ReceiverAnonymity

°Seethe KQML exampleon p. 63.

"1SeeChapter6.2.3,KQMLmix

"2SeeChapter6.2.2.2 Extensiongo KQML, andChapter6.2.5,ReceiverAnonymity
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a browserwhosenetwork addresgandtherebyusers identity) is notknown.

If the AVANTI systemcontainsnot only oneapplicationsystem(i.e., the Hypesstructue Adaptol), but

sereral systemswvhich sharea commonusermodelon a peruserbasis the User Model RefeenceMon-

itor’3 is particularlyvaluable. Includedasa filter which manipulateghe informationflow betweerthe

UserModel Serverandits clients(for instance severalinstance®f the Hypeistructue Adaptorandthe

AVANTIwebbrowsel, it canensurethe secreg of the exchangednformation, verify the authorization
of the differentclientsand anorymize the relationshipbetweenthe usersandtheir usermodels. This

approachs alsoappropriatéf the AVANTI systemnis only partof abroademuseradaptve systemwith the

same(sharedusermodel.

8.5 The Platform for Privacy PreferencesProject (P3P)

In the previous chaptergseeChapter6, Solutionsfor Anonymityand PseudonymityandChapter7, So-
lutionsfor Security proposaldor advancingthe securityof useradaptve systemsveremade.Although
no concretepolicies’ for the processingf datawithin useradaptve systemsvereformulated waysof
definingand enforcingsecurityrequirementsvere discusseds a basisfor the formulation of policies
which would enhanceheusers privagy (seeChapter2, Privacy). Examplesof policiesfor dealingwith
usermodeldataweregiven alongwith descriptionof well-knovn securitymodels(seeChapter7.1.2,
SececythroughSelectiveAccesy andanaccessontrolmodelwasproposedseeChapter7.1.3,Confi-
dentialitythroughthe Role-Based\cces<Contwol Model Chapter7.1.5,Motivationfor Rolesin RBAC,
andChapter8.2,BGP-MS.

The Platformfor Privacy PrefeencesProject (P3P)° enablesuseragents(i.e., implementationsom-
pliant with the P3Pspecification}o take adwvantageof a previousagreemenbr to negotiateon behalfof

theuserwith adaptve applicationsystemge.g.,webseners)in orderto reachanagreemenbetweerthe
applicationsystems requirementandthe users preferencesoncerninghis usermodelandits use(see
[RC99]and[Cra9]g).

73SeeChapter8.3,UserModeIReferanceMonitor.

"“somepolicies have beengiven as examples,for instance the ChineseWall SecurityPolicy (seep. 90), the mandatory
securitymodelof Bell andLa-Padula(seep. 92), andthe flow policy of the Denningmodel(seep. 95). Neverthelessthe
proposedole-basedaccesontrol model(seeChapter7.1.2.4,Role-Based\ccesContwol Mode) is policy neutral(see
the quotationon p. 98).

*The Platform for Privacy Prefeences Project is being carried out by the World Wide Web Consortium (see
http://ww. w3c. or g/ ) in cooperatiorwith several softwarecompanies.
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TheP3Pspecificatiordefineghefollowing datacatayories[P3P2000Chap.3.4] asa basisfor acontent-

dependerif accessontrolmodel:
category = "<physical/>"
"<online/>"
"<uni quei d/ >"
"<pur chase/ >"
"<financial / >"
"<conput er/ >"
"<navi gati on/>"
"<interactive/>"
" <denogr aphi ¢/ >"
"<content/>"
"<state/>"
"<political/>"
"<heal t h/ >"
"<pref erence/ >" :
" <ot her/>" :

Physi cal Contact Information
Online Contact Information

Uni que ldentifiers

Purchase Information

Fi nanci al Information

Conput er |Information

Navi gati on and dick-stream Data
Interactive Data

Denogr aphi ¢ and Soci oeconomni ¢ Dat a

Cont ent
St at e Managenent Mechani sns
Political Information

Heal th I nformation
Pref erence Data
O her

In orderto structurethe userdata, a hierarchyis definedfor which thefirst level andtherespectie cat-
egory aregivenin the following table (for instanceuser . home. postal . post al code represents

the postalcodeof theusers homeaddresssee]

P3P2000Chap.4.5.1]):

Shortdisplayname Cateyory
usermname Users Name physical,demographic
userbdate UsersBirth Date demographic
usercert Users Identity certificate uniqueid
usergender Usersgender demographic
useremploer Users Employer demographic
userdepartment | Departmentor division of organizationwhere | demographic

useris emplo/ed
userjobtitle UsersJobTitle demographic
userhome-info Users HomeContactinformation physical,online,demographic
userbusiness-info| Users BusinesContactinformation physical,online,demographic

Table8.1: P3Puserdatastructure

In theneggotiationphaseproposalsvhich describaheaffecteduserdata(i.e., the catayory) andintended
use(e.g.,personalizatiorf service market researchetc.) areexchanged As soonasanagreemenhas
beenreachedthe proposalcanbe assignedo a proposallD (pr opl D, [RC99, p. 51]) for furtheruse.
The combinationof applicationsystem proposalanduseragent canbe summarizedy atemporaryor
sessionD (TUI D, seetransactionpseudonynin Chapter4.2.1, Typesof Pseudonymswhich is valid
for the currentsessiorfor maintainingstate(i.e., the relationshipbetweenthe applicationsystemand
the user agent in the currentsession). It can also be extendedto a pairwiseor site ID (PUI D, see
applicationpseudonynn Chapter4.2.1,Typesof Pseudonymswvhich makesthe combinatiorpersistent
andreusabldor furthersessionsthusavoiding reneyotiationof the achiesed agreementiFurthermorea
P3Puseragentmight manageaifferentsetsof userdata (i.e. personag which aresuitableto represent
differentuserroles([RC99 p. 54], seealsoChapter7.1.5,Motivationfor Rolesin RBAC, andp. 23):

"®SeeChapter7.1.5,Motivationfor Rolesin RBAC.




148 8.5. THE PLATFORMFORPRIVACY PREFERENCE®ROJECT(P3P)

“Someuseragentamight alsoallow usersto specifymultiple personaeandassociate dif-
ferentsetof dataelementalueswith eachpersonaThus,useramightspecifydifferentwork
andhomepersonaespecifydifferentpersonador differentkinds of transactionsandeven
male up a setof completelyfictitious personaeBy storingthe datavaluesthatcorrespond
to eachpersonaén their repository userswill not have to keeptrack of which valuesgo
with eachpersonado maintainpersistentelationshipswith services.

With the P3P proposal,it would be possibleto negotiatewith the adaptve applicationsystemsabout
which userdatashouldbe usedin the adaptatiorprocess.Agreementsanbe storedastemporarilyor
permanentlyassociatedvith an applicationsystemwhich establishegithera transactionpseudonym
or an application pseudonynfseeChapter4.2.1, Typesof Pseudonyn)s The cateyories definedwith
the P3Pproposalcanbe mappeddirectly to the role-basediccessontrol modelwhich canprovide the
enforcemenof theprivagy requirementslefinedoy the user(for instancefo exchangenoinformationin
the physicalor uniqueidcategories.

Unfortunately the P3Pspecificatiordoesnot mentionin detail:

Authentication: The requiredmethodby which applicationsystemsare identified and authenticated
(seeChapter7.1, Solutionsfor Sececy).

Authorization: The procedurewvhich assigndistinctaccessnodes(e.g.,read write, update etc.) to
applicationsystemspr opl Ds, TUI D, PUI D, or personae(seeChapter7.1.2, Sececythrough
SelectiveAccess

Sececy: The users expectationregardingthe secreg of the datawhile it is being transportedsee
Chapter5.1,Requiementdor Sececy,andChapter7.1, Solutionsfor Sececy).

Anonymity: While transaction pseudonymsand application pseudonymsare provided for
pseudogmity, no requirementsregarding procedual and ervironmental anonymity (see
Chapter4.1.3, Typesof Anonymity are specified. Content-base@nonymityis consideredn the
specificatiorvia the cateyoriesof userdata(seeTable8.1onp. 147).

P3Pis thereforeof only limited valuein closingthe gapbetweerthe securitymechanismsffered(e.g.,
accesgontrol)andthe users expectationgegardingprivag. In additionto the otheraspectof security
thatwerediscussedn chapter, 4, and>5, the abose-mentionedaspectsare especiallyimportantfrom
theusers point of view andshouldalsobetakeninto accountn the definition of privacy preferences.

Wolf and Pfitzmann([WP99, seealso[PSWWWZ9§) proposea userinterfacewhich is intendedto
assistthe userin defining protectiongoalsfor communicatior(for instance confidentiality anonymity
integrity, andaccountability and which offers only plausiblecombinationsof theseprotectiongoals
for generalpurposenformationsystems.As describedn [WP99, the userinterfacecandefinebut not
enforcethe protectiongoalsin aninformationsystem.Lau etal. [LEW99] describea privacyinterface
which enablesusersto definewhich bookmarksfor web pagesshouldbe private andwhich shouldbe
public. They summarizethe experiencethey gainedwhile designingdifferentversionsof the privacy
interface[LEW99, p. 94]:

“In summaryour experiencehasled to thefollowing generakonclusions:
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¢ Privagy interfacesshouldfacilitatethecreationjnspectionmodification,andmonitor
ing of privagy policies.
e Privagy policiesshouldapply automaticallyto objectsasthey areencountered.

¢ Oneway of achievzing thesegoalsis the useof anintensional[sic] representatiorf
privagy policies!
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Chapter 9

Summary and Conclusion

In the introduction,the importanceof securityin usermodelingwas emphasizedor several reasons.
First, useradaptve systemgrocessiserrelatedinformation(i.e., personablata)in orderto adaptto the

users characteristicsThe processingf userrelatedinformationis subjectto mandatoryandvoluntary

regulations(e.g., laws and guidelines)which demandsecurity mechanisms.Second,the secreg or

confidentialityof personainformationis crucialfor mary userswhendecidingwhetheror notto usea

usermodelingsystem.

Two complementanapproacheso securityin usermodelinghave beendescribedn this thesis. The
anorymization or pseudogmization of the users information processedn a useradaptve systemre-
ducesit to datawhich cannotbe tracedto anidentifiableperson.This meanghatthereis no longerary
rationalefor mary of thelaws anduserconcernsummarizedn theintroduction.Measuregor providing
superidentification,identification,pseudogmity, andanorymity weredescribed.Furthermoreseveral
typesof anorymity (ernvironmental content-basedandprocedual anonymity in useradaptve systems
wereexplored.

ThesecondapproacHollows theprevailing definitionof securityasbeingcomposeaf secreg, integrity,
and availability. Becausehe requirementsegardingavailability of usermodelingsystemsdo not go
beyondthoseof generainformationsystemsthey have notbeencoveredin thisthesis.Factorgpertaining
to secrey andintegrity have beenconsideredn detailfrom the perspectie of usermodeling.Secreg of
theusers informationwasexaminedfrom the perspectie of secreg throughdenialof accessinvolving
encryptionandanorymity, andsecreg throughselectve accesswhich dealswith the confidentialityof
informationsharedbetweerparticularapplicationsystems.Selectve accessvasdiscussedvith regard
to well-known securitymodels,suchasnoninterferencenodels,informationflow control models,and
accessontrolmodels. With thesemodels,both the confidentialityandthe integrity of the usermodel
canbeadwancedthroughthe authorizatiorof applicationsystemdor particularareasof the usermodel,
thoughnot simultaneouslyFromthe perspectie of the applicationsystemtheintegrity of ausermodel
wasanalyzedasexternalintegrity; i.e., internaldetailsof the usermodelingsystemwerenot considered.
Thediscussiorof internalintegrity coveredthe factorsof integrity which dependon the usermodeling
systemandits particularrepresentatioandinferencemechanisms.

Proposaldor meetingthe securityrequirementsiescribedn chapters and7 weredealtwith in relation
to the particularaspectson which the security measuredocus (e.g., anorymity, confidentiality and
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integrity). Securitymeasureganalsobe catejorizedaccordingto the numberof componentsnvolved.
In the following table, someof the securitymeasurepresentedn this thesisare divided into three
groupsaccordingo thenumberof componentsvhicharenecessarfor theirimplementationUnilateral

securitymeasuescanbeappliedon thesideof theusermodelitself, bilateral securitymeasuesrequire
anadditionalcomponentandfor multilateral securitymeasuesseveralcomponent®f the systemmust

actjointly (seeTable9.1):

Typeof security | Examples Coveredin chapter

measure
accesgontrol 5.1.2,7.1.2
identification 4,6
content-basednorymity 4.1.3,6.1.2

unilateral authorization 5.2.1,7.1.2,7.2.1.5
internalintegrity 5.2.2,7.2.2
noninterference 7.1.2.1
informationflow control 7.1.2.2
authenticatiorof communicatiorpartners 5.2.1,7.2.1.7,7.1.1.2.2

bilateral secreg of communication 51.1.27.1.1
superidentification 41.1,6.2.6,7.1.1.2.27.2.1.6
certificates 6.2.3.14.1.1,7.1.1.2.2
procedurabnorymity 4.1.3,6.1.3,6.2

multilateral environmentalanorymity 4,1.3,6.1.1
confidentiality 5.1.2,7.1.2,7.1.3
externalintegrity 5.2.1,7.2.1

Table9.1: Groupingsecuritymeasuregaccordingio the numberof componenténvolved

Within this thesis,threenew methodsfor increasingthe securityof usermodelingsystemshave been
proposedFirst, extendingthe KQML ApplicationProgrammes Interfaceto includethe SecureSoclets
Layer(SKAPI) makespossibleencryptedandauthenticatedommunicatiorbetweerthe componentsf

auseradaptve systemwithout appreciablymodifying them.Secondby applyingSKQML andintegrat-
ing theKQMLmix implementatiorinto theapplicationsystemprocedurahnorymity andpseudogmity

canbeachiezed to variousdegrees.Furthermorepusermodelentriescanbe storedwith a proof of their
origin and authenticitywhich was not possiblewith the previously availableimplementations.Third,

the implementatiorof a role-basedaccessontrol model (RBAC model) enablesus to assignareasof

responsibilityon a usermodelto applicationsystemstherebymakingit possibleto defineandto sat-
isfy the users requirementgor confidentialityandintegrity of the data. The interactionof thesethree
implementationsvas demonstratedyy combiningthemvia the User Model RefeenceMonitor which
interconnectapplicationsystemswith the usermodel. This combinationcansene asa default security
architecturdor useradaptve systems.t canbe modifiedor extendedaccordingto the requirement®f

the particularuseradaptve systems.Single component®f this architecturecanbe provided eitheras
softwarepackagege.g.,to be usedocally) or asservicege.g.,of trustcenters).

Therolesof the RBAC modelusedin the User Model RefeenceMonitor canbe definedwith respecto
theapplicationsystemavhich could potentiallyrequesuserinformation,therebyestablishinga context-
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dependenacceszontrol. The rolescanbe definedequallywell with respectto the users’rolesthey
assumevheninteractingwith the useradaptve systemtherebyestablishinga content-dependemiccess
control. The RBAC modelis thereforemoreflexible thanary of the previously proposedaccessontrol
modelsfor usermodeling(e.g.,theaccesontrolmodelusedin Doppel@nger).

The discussionof selecteduser modeling componentsdepictsthe applicability of security measures
within useradaptve systems. Two well-knovn usermodelingseners (Doppeldgnger and BGP-MS
have beendiscussedand their security featureswere pointedout. Also, the security measureghese
senersprovide werecomparedvith thosedevelopedin this thesis. The AVANTI systemwasintroduced
asarepresentate of useradaptve systemswhich processensitve userinformationandsecuritymea-
suresfor this systemwere proposed.Fromthis proposal,t is clearthat previously available meansfor
security(e.g.,for encryption)andfor anorymity (e.g.,the meandor establishingprocedurabnorymity
asdescribedn Chapter6.1.3, Procedual Anonymity were not adequaté¢o meetthe requirementof
usermodelingwhich have beenconsideredn this thesis. The descriptionof the basicsof the Platform
for Privagy Preference®roject(P3P)shaved that P3Pis suitableonly for the definition of usagepoli-
ciesof personalnformationandthe neggotiationaboutthesepoliciesthroughthe useranduseradaptve
applicationsystems.P3P neithersupportsthe securityof a usermodel(ingagent)(e.g., its secreg or
integrity) nor doesit provide meandor theanorymizationof the usermodel(ingagent).Therefore P3P
cannotreplacethe solutionswe presentedut it canbe includedin the proposedsecurityarchitecture
(seeChapter8.3,UserModel RefeenceMonitor), for instanceaspartof the (role basedaccesgontrol
modelby establishingarole hierarchywith the datacateyoriesintroducedwith P3P(seep. 147).

In this thesis,requirementdor securityin usermodelingsystemshave beenanalyzedon the basisof
a useradaptve systemwhich consistsof a usermodel, seseral applicationsystemsmaintainingthe
model,andthe user wherebythe systemoperateson several trustedcomputingbases.Obviously, for
a useradaptve systemwhich is underthe completecontrol of the useror which hasonly one affected
applicationsystemmoderatesecurityrequirementsnay be sufiicient. For instancetherequirementgor
anorymity canbe overstatedn anelectroniccommercescenarian which the userhasto beidentified,
eitherfor billing or for the delivery of goods.

The predominancef logic-basedpproachem usermodelinghasalsoinfluencedhe focusof this the-
sis. Severalexamplesof so-calledsecuritymodelshave beenformulatedfor logic-basedusermodeling
systems.Thisis partly becausehe mechanismsef thesemodelslendthemselesto the compartmented
representatiomf mary suchsystemsand partly becausehe mechanismsre lessapplicableto other
approachedpor instancefor sub-symbolicepresentatiosystemssuchasneuralnetworks. Furtherde-
velopmentof the modelsdescribedfor instance Dennings informationflow controlmodel)or analysis
of othersecuritymodelsshouldbe carriedoutin orderto provide appropriatesecuritymodelsfor those
usermodelingsystemsavhoseinternalstructureis not asexplicit asthatof symbolicsystemge.g.,user
modelingsystemdasedn sub-symboliaepresentatiomechanisms).

Severalconclusioncanbedravn from ananalysisof theadditionalsecurityrequirementgor usermod-
eling systems Securityis a compositeof a multitudeof conceptsmostof which canonly be appliedto
a limited extentto a given usermodelingsystem. Furthermore securityis expensve bothin termsof
computationakffort andin termsof designconsiderationsDesigningsecurityfeatureso be included
in anexisting usermodelingsystemusuallyinvolves considerablymore effort thancreatinga new sys-
temwhich canbe shapedo fit the securityrequirements.For someuseradaptve systemsparticular
combinationsof securityrequirementgannotbe fulfilled or canbe metonly to alimited degreedueto
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contradictiongnherentto the system(e.g.,confidentialityvs. integrity, compleity of modelingvs. in-
telligibility andsupervisionjnferentialpower vs.inferencesecurity).Contradictionf this kind should
beidentifiedin the designphaseof the systemandtherequirementgor securityandusermodelingmust
bebalancedagainstachother Therearealsoseveralrequirementsvhich cannotbeimposedontoall of
theusermodelingsystemge.g.,content-basednorymity, consisteng or internalintegrity).

In additionto augmentinga useradaptve systemwith securitymeasuresvhich arespecificallydesigned
for usermodelingmechanismgd, have alsointroduceda secondapproachioward safguardingtheusers
privagy. Anonymizationandpseudogmizationreducethe users informationto datato which reduced
requirementapply asit cannotbetracedto a person.Despitetheeffort involvedin anorymization(e.g.,
computationakffort for encryption,consecutie checksfor possibledeanogmization),this approachis
potentiallyveryvaluable becausd introducesa qualitative improvementwhereonly agraduaimprove-
mentcouldotherwisebe achieved.

Two counterintuitive conclusioncanalsobedrawn: First,thecentralizatiorof users’informationwithin
ausemodelingsenercanbevaluableif notnecessarfor anorymization.Only knowledgeaboutall user
modelscanpreventuniquecombinationof usermodelentrieswhich would facilitatedeanogmization.
Second superidentificationis necessaryor the anorymization processusing the mix methodl have
proposed.

The securityconsiderationgoveredin this thesisincludedinstrumentalfactorswhich enablethe sys-
tem designerand/orthe userto defineandenforcespecificprocedurege.g.,accescontrol, authentica-
tion, encryption).Furthermoregdescriptve factorswerediscussedfor instancejntegrity, ervironmental
anorymity) which aredependenbn the emplo/ed usermodelingsystemandon its representatiomand
inferencemethodsandwhich cannotbe modifiedby usersaccordingo their preferencesNevertheless,
theseconsiderationareimportantfor anassessmermf the systems securityandits ability to protectthe
users privagy.

Thespecification®f the Platformfor Privacy PreferencePRrojectpointto waysin whichmy work canbe

appliedin definingandenforcingprivacy prefeences Therole-basedccessontrolmodelin particular
provides a basisfor converting specifiedprivagy preferencesnto decisionsaboutaccesgo the user
modelaswell asmakingit possibleto defineaccessnodesmoreflexibly (for instancethroughaccess
permissiongor anorymoususerinformationonly if the underlyingsystemsupportsall or severaltypes
of anorymity). Onthis basistheusers privagy preferencesanbe evaluatedmorethoroughly

Fromthe Platformfor Privacy Preference®rojectthe advantageof a structuredandstandardizediser
model(e.g.,a hierarchicaldatastructureand catgyoriesasin P3P)for the intelligibility aswell asfor
the underlyingsecuritymechanismsrealsoclear However, usermodelsoften emplo/ more comple
representatioandinferencemethodsn orderto supportadaptvity. Usermodelswhich employ produc-
tion systemaseedto be analyzedwith particularcareto determinewhetheraccesscontrol modelsare
sufiicient or informationflow controlmodelsmustbe addedwithin the usermodelingsystems).

In additionto theproposedccessontrolmodelswhich allow for aqualitative decisionabouttheadmis-
sibility of anapplicationsystems requestguantitatve regulationscanbe usedin specifyingtheamount
of informationwhich might be exchangeetweeranapplicationsystemandtheusermodel. For exam-
ple, anapplicationcanbe endaved with a certainsumin avirtual curreng, from which the usermodel
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deductsa feefor eachrequest theapplicationsystemsubmits.In this way, aneconomié accessontrol
couldbeachiezedwhichwould forcetheapplicationsystemo make frugal useof informationdespitats
authorizatiorto accesgarticularinformation,andwould facilitaterefinedaccesontrolandevaluation
of theadaptve applicationsystemon the basisof theamounttransferred.

To preventthe applicationsystemfrom reuseof previously requestedind possiblyoutdatednformation, streamsof user
modelentriesshouldratherbebilled thansinglerequests.
2SeePosnemuotationon p. 18.
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